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Abstract 
The security market in the EU remains largely under-studied and fragmented across geographies, 
security areas and industries. This study seeks to characterise and analyse the market at an EU 
level and place it within the global security market context. It aims to thus build a sound overview 
of the EU market and provide the necessary data allowing for a better analysis of its dynamics, 
including trends regarding its evolution. To do so, a demand-based, bottom-up approach is used 
to estimate the overall market value, indication of trends, and suppliers within and outside the 
EU. An important consideration for this study is the alignment between security research, the 
industry itself and the EU priorities in security policy.   
 
The current report is the final report for the study; it presents the main findings of the study 
regarding the dynamics of the EU civil security market, its trends and potential evolution, draws 
conclusions and proposes some recommendations for future action.  
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Executive Summary 
The aim of this document is to present the results for the different components of the EU security 
market study. The first sections of this document contextualise the report (Section 1) and the 
study, by describing the background, the purpose and the scope of the study (Section 2).  

Each of the following sections briefly describes approaches and methodologies to achieve the 
overarching objective of the study - i.e., to generate a sound overview of the situation of the 
security market in the EU and the necessary data allowing for a better analysis of its dynamics – 
before presenting the results of each task.   

The Characterisation of the EU civil security market (Task 1) involves three main activities:  

• Market segmentation rationale (Section 3.1) refers to the exercise of simplifying the 
security market by dividing it into sub-markets based on varying dimensions and criteria 
(e.g., demand, supply, geography, security area), as well as quantifying the market in 
terms of demand and supply of security products and services. The market study uses the 
four main security research areas of the European Commission as a reference to structure 
the security landscape of relevance: (1) disaster resilient societies (DRS); (2) resilience of 
critical infrastructure (INFRA); (3) border management (BM) and (4) the fight against 
crime and terrorism (FCT). Referred to the four “security policy areas” or “security areas”, 
together they form the basis on which the market research and taxonomy are developed. 
As well as the security policy areas, the market is segmented by geography and category 
of product/service. This market segmentation rationale has guided the development of the 
taxonomy, the Stakeholder Catalogue and of the analysis of market dynamics (Task 2).  

• EU Civil Security Taxonomy (Section 3.2) is a comprehensive and detailed reference for 
security products and services built around the four security areas and subareas in scope 
of the study (i.e., border management, fighting crime and terrorism, critical infrastructure 
resilience and disaster resilient societies), with the aim to create a common language or 
harmonised terminology across the security community. The taxonomy currently contains 
close to 500 products and services, across 50 (sub) categories. The Security Taxonomy is 
a stand-alone product, but is not intended to be the final security technology taxonomy of 
the European Commission. It can be considered as a first, actionable step towards the 
development of one formal, recognized taxonomy of security technologies. The intention 
behind this taxonomy is to create a common vocabulary around security technologies, 
which can be used to support the process of articulating a capability-driven approach 
within the civil security sector in the European Union. To support these objectives, the 
taxonomy will require cyclical updating post-study completion. A web-based taxonomy 
explorer allows users to look at the market from different angles and bringing these angles 
together. For example, it will allow for mapping a particular product or service to different 
security areas, or alternatively mapping a security area to multiple applicable products or 
services.  

• Stakeholder Mapping and Interactive Catalogue (Section 3.3) lists stakeholders on 
both the demand and supply side; it contains stakeholder information such as stakeholder 
name, brief description, Member State, level (e.g., European, national or regional), type 
of stakeholder (e.g., industry association or company) and contact information when 
available (e.g., name, email, phone number). In addition, the relevant security area(s) is 
documented for each stakeholder. The purpose of the Stakeholder Catalogue is two-fold: 
(1) it is an important input for the data collection conducted as part of the study (i.e., 
supporting the analytical work) and (2) provides an overview of stakeholders active on the 
EU civil security market, based on analysis conducted during the study (i.e., self-standing 
output of study). The catalogue is planned as a living product, that can be maintained and 
updated, in compliance with data protection and privacy rules, after the competition of the 
study (e.g., new stakeholders can be added as the ecosystem grows or changes). 
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Task 2 (Analysis of Market Dynamics) is one the key components of the study:   

• Market Estimation (Section 4.1) is based on the market segmentation rationale and, 
specifically, on the demand for security products and services (bottom-up approach, based 
on contracts and demand data). It demonstrates the outcome of the data collection and 
the result of the overall analysis of market dynamics, which yields an overview of the 
market overtime (2015 – 2020) per security area, geography, and product and service 
categories, from a demand-side perspective and supply-side perspective. Based on the 
data collected, over the 2015 and 2020 period, Member States spent a total of €42 billion 
on civil security and close to €12 billion was spent by EU funds during the same period, 
based on the data collected through this study. This adds up to a total market size of close 
to €53 billion between 2015 and 2020. Based on the data of the current study, the EU 
security market has increased steadily over the past years, with no remarkable spikes. 

• Demand-Side Analysis (Section 4.2) estimates that the size of the demand side of the 
EU Security Market has almost doubled from 2015 to 2020. The EU security market is 
constantly evolving and becoming increasingly complex, due to wide range of trends. In 
particular, there was exponential growth from 2018 to 2019, where the demand-side 
market grew by almost €2 billion in a year. This includes spending at both Member State 
and EU level.  

• Supply-Side Analysis (Section 4.3) includes an analysis of key industry characteristics, 
products and services supplied and an overview of the competitive landscape. The analysis 
also includes a framework for the analysis of critical dependencies for key security 
technologies.  

Task 3 (Future Market Analysis) looks at how the market is expected to evolve in the future 
and identifies where gaps might exist in terms of supply and research. This exercise brings 
together the market forecast of the market dynamics and scenario planning. Scenario planning 
refers to the disciplined method and process, which results in plausible alternative hypotheses 
about how the world might unfold, designed specifically to highlight risks and opportunities facing 
the organisation. It takes into account factors that might eventually influence and disrupt the 
security market, i.e., political, economic, social and others. Four future scenarios are defined as 
part of this analysis, and implications and strategic options for different stakeholder groups are 
presented for these scenarios (Section 5).   

Task 4 (Conclusions and Recommendations) outlines the key take-aways and corresponding 
recommendations of the study (Section 6). It provides concrete and operational recommendations 
to address any identified shortcomings and to improve the achievement of the general objectives 
of creating a stronger and more competitive EU Security Market and improving the market uptake 
of EU funded security research.  
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Overview of key study outputs 
The civil security market in the EU remains largely under-studied and fragmented across 
geographies, security areas and industries. The objective of the EU Security Market study is to 
provide a sound overview of the situation of the civil security market in the EU and generate the 
necessary data allowing for a better analysis of its dynamics, including trends regarding its 
evolution.  

To do so, the study is structured around several interrelated activities: first, the study 
characterises the EU civil security market by developing a market segmentation rationale, a 
stakeholder mapping and catalogue, and a taxonomy of security products and services. Next, it 
provides a comprehensive view on the dynamics of the market in terms of value, supply and 
demand, competition and trends now and in the future. Finally, it brings forward conclusions and 
recommendations for the security market in terms of policymaking, technology, investment and 
data. An important consideration for this study is the alignment between security research, the 
industry itself and the EU priorities in civil security policy.  

The market study uses the four main security research areas of the European Commission as a 
reference to structure the security landscape: (1) disaster resilient societies; (2) resilience of 
critical infrastructure; (3) border management and (4) the fight against crime and terrorism. 
These four security areas are an integral part of the market segmentation rationale, and are 
therefore a structuring element for all outputs of the study. 

EU Civil Security Stakeholder Catalogue  

Security needs are ever evolving, especially with the input of technological developments that 
can be related directly to the market or in combination with range of other areas such as defence, 
transport, infrastructure, communications or health. Nonetheless, all players in the industry are 
working towards building a secure, safe and resilient society. 

In order to achieve the objectives of the study, a wide number of stakeholder consultations were 
conducted to provide the opportunity to key stakeholders to share input and feedback. The 
Stakeholder Catalogue served as an important input for the definition of the data collection 
approach (i.e., understanding of the ecosystem, identification of stakeholders for outreach and 
consultation). It also provides an overview of stakeholders active on the EU civil security market, 
based on analysis conducted during the study (i.e., buyers and sellers of security products and 
services based on contract data).  

The Stakeholder Catalogue compiles both demand and supply side stakeholders on the EU, 
national and regional levels. It contains stakeholder information such as stakeholder name, brief 
description, Member State, level (e.g., European, national or regional), type of stakeholder (e.g., 
industry association or company) and contact information when available (e.g., name, email, 
phone number). In addition, the relevant security area(s) is documented for each stakeholder:  

• The demand side stakeholders in the catalogue represent those requesting products and 
services for civil security purposes under one of the security areas. The main stakeholders 
are Ministries, agencies, law enforcement forces and research institutions. 
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• The supply side stakeholders in the catalogue represent those providing products and 
services for civil security purposes under one of the security areas. The main stakeholders 
are EU and national associations, security companies at EU and National level. 

In order to create this catalogue, separate approaches have been adopted to define the demand-
side and the supply-side stakeholders:  

• The demand-side stakeholders were collected in the following ways: 

o Stakeholder mapping through direct interaction with the Member States 

o Stakeholder mapping through desk research, using different sources and databases 
(e.g., DB Hoovers; the Committee of Region Country Profiles; EU-funded projects 
such as Mediterranean & Black Sea Security Practitioners’ Network (MEDEA); 
stakeholders from the procurement data we received during the data collection; EU 
institutions and agencies documents covering overviews of EU-stakeholders).  

• The supply-side stakeholders were collected using following methods: 

o Desk research: Identification of EU associations (e.g., ASD, EOS, ...) and suppliers 
of security solutions at EU level based on EU procurement data. Different sources 
were used: 

 EU transparency register; and 

 Horizon Dashboard. 

o Triangulation process: Continuation of adding stakeholders through national 
contact points, interactions with stakeholders in the context of the various outreach 
events and contacts obtained from survey responses.   

Following the consolidation of data received throughout these different channels, relevance and 
completeness checks were carried out in order to ensure high level of representativeness. 
Nonetheless, while the Stakeholder Catalogue compiles all stakeholder organisations encountered 
during the course of this research, it is not intended to provide an exhaustive picture of the whole 
security ecosystem, but rather to provide a 
representative sample of key companies 
involved in the civil security industry.  

The Stakeholder Catalogue is available via 
a dedicated webpage1. It is planned as a 
living product, that should be maintained 
and updated after the competition of the 
study (e.g., new stakeholders can be 
added as the ecosystem grows or 
changes).  

  

 
 

1 EU civil security stakeholder catalogue (europa.eu)  

Figure 1: Interactive Stakeholder Catalogue 

https://ec.europa.eu/home-affairs/networks/ceris-community-european-research-and-innovation-security/eu-security-market-study/eu-civil-security-stakeholder-catalogue_en


EU Security Market Study | Final Report 

vii 
 

 

EU Civil Security Taxonomy & Taxonomy Explorer  

The EU Civil Security Taxonomy aims to create a common language or harmonised terminology 
for security products and services, building on previous and existing taxonomies. It comprises a 
comprehensive and detailed reference for security products and services, which can be used to 
support the process of articulating a capability-driven approach within the civil security sector in 
the European Union.  

The Security Taxonomy is structured around two levels of aggregation. The first is the four 
security areas (L1) with their respective sub-areas (L2 and L3). The second level of aggregation 
is the security functions that a given product or service enables or supports. The taxonomy 
deliverable reflects expert input gathered from validation sessions and contains over 550 products 
and services, across 13 functional areas.  

The approach for the development of the Taxonomy can be summarized as follows:  
• Relevant products and services are extracted from:  

o Existing taxonomies (CRISP Taxonomy of Security Products, Systems and Services; 
STACCATO European Security Equipment Market; EDA Technology Taxonomy; JRC 
Cybersecurity Taxonomy; Ecorys Study on the development of statistical data on 
the European security technological and industrial base);  

o Existing funding instruments (Horizon, ISF, AMIF, CEF, …);  

o Future funding instruments (Customs control equipment instrument);  

o Input and feedback from members of the steering group;  

o Targeted research.  

• The products and services are clustered into preliminary thematic categories to facilitate 
a functional operationalisation of products and services from supply and demand side;  

• The products and services are coded to their relevant policy and functional areas;  

• The categorisation across the policy and functional areas are reviewed by senior team 
members;  

• Remaining uncertainties are being checked with domain experts;  

• Validation sessions with external experts from key EU-level industry associations (ASD, 
EOS, EARTO); 

• Receipt of comments and validation with Steering Group guided further adjustments.  

The Security Taxonomy is a stand-alone product but is not intended to be the final security 
technology taxonomy of the European Commission. It can be considered as a first, actionable 
step towards the development of one formal, recognized taxonomy of security technologies.  

The taxonomy is available via a dedicated webpage2 and is intended as living product; it will 
require cyclical updating post-study completion. 

 
 

2  EU civil security taxonomy and taxonomy explorer (europa.eu) 

https://ec.europa.eu/home-affairs/networks/ceris-community-european-research-and-innovation-security/eu-security-market-study/eu-civil-security-taxonomy-and-taxonomy-explorer_en
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Figure 2: Example of Taxonomy structure 
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EU Civil Security Market Segmentation Model and Analysis of Market Dynamics 

A market analysis was conducted to develop an understanding of its characteristics, evolution as 
well as dependencies. In order to perform this analysis, data has been collected from Member 
States and EU funds and has been subsequently cleansed and processed to fit the scope of the 
study. Procurement and R&I data was collected through stakeholder consultations including 
industry survey, interviews with key stakeholders, exchanges with the Member State points of 
contact and web scraping exercises (Open Tender and TED, national procurement data portals, 
when available).  

The overall market estimation is developed through a market segmentation model. This model 
demonstrates the outcomes of the data collection, processing and analysis by providing an 
overview of the market according to each security area, across geographies (EU and Member 
States), time (2015-2020) and industry (supply side mapping, product and services category 
analysis). The data model allows to identify: 

• The amount of expenditure per security area; 

• The expenditure each year from 2014 – 2020, per Member State and security area; 

• The number of suppliers and the median amount per supplier; 

• The overall demand for a specific category of product. 

Between 2015 and 2020, Member States spent a total of €42 billion on civil security and close to 
€12 billion was spent by EU funds during the same period, based on the data collected through 
this study. This adds up to a total market size of close to €53 billion between 2015 and 2020.  

Based on the data of the current study, the EU security market has increased steadily over the 
past years, with no remarkable spikes. The data model estimates that the size of the demand 
side of the EU Security Market has almost doubled from 2015 to 2020. In particular, there was 
exponential growth from 2018 to 2019, where the demand-side market grew by almost €2 billion 
in a year. This includes spending at both Member State and EU level.  

Detailed analysis on dynamics 
both on the demand- and on 
the supply-side are provided in 
the detailed sections of the 
study.  

 

 

 

 

  

Figure 3: Market Analysis (Illustrative) 
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EU Civil Security Market Future-Looking Scenarios 

The future-looking analysis sought to respond to the following focal question: What will the EU 
civil security market look like by 2032? Specific questions also guided the research to better 
understand how the market is expected to evolve in the future and identifies where gaps might 
exist in terms of supply and research:  What new threats will the EU civil security market need to 
address? Will the EU civil security market be able to meet EU civil security needs autonomously 
in the future? How will the four identified civil security areas (border management, fighting crime 
& terrorism, disaster resilient societies, critical infrastructure resilience) evolve?  

This exercise brought together the observed market dynamics and scenario planning. Scenario 
planning refers to the disciplined method and process, which results in extreme yet plausible 
alternative hypotheses about how the world might unfold, designed specifically to highlight risks 
and opportunities facing the organisation. It takes into account factors that might eventually 
influence and disrupt the security market, i.e., political, economic, social and others. Ultimately, 
its results can support the futureproofing of new strategies and options and, as decision-makers 
weigh possible strategic directions, help in assessing the viability of those options in different 
possible futures.  

The purpose of the future-looking work is to look at how the market is expected to evolve in the 
future and identifies where gaps might exist in terms of supply and research. Through the analysis 
of drivers and the development of scenarios, the output of this task allows to understand the 
implications from each scenario for the EU civil security market stakeholders. It is advisable to 
frequently revisit the scenarios, consider what is manifesting, what this implies for stakeholders, 
and what subsequent strategic actions can be taken to remain successful in these circumstances.  

 

 

 

  

Figure 4: Four Scenarios for the Future of the EU Civil Security Market   
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1. Introduction 

1.1 Purpose of this document 

This document is the final report for a study commissioned by the European Commission’s 
Directorate General for Migration and Home Affairs (DG HOME) on the EU security market, 
hereinafter referred to as EU Security Market Study. The final report presents the main 
findings of the study, draws conclusions and proposes some recommendations for future 
action.  

1.2 Structure of this document 

The final report is structured around key outputs of this study and contains the following: 

• Section 2 frames the report by providing an overview of the context, purpose, 
approach and scope of the study;  

• Section 3 provides results of the EU civil security market characterisation, 
including the market segmentation rationale, the civil Security Taxonomy and the 
Stakeholder Catalogue; 

• Section 4 details our analysis of the EU civil security market dynamics, based on 
the market segmentation model; 

• Section 5 describes the future trends of the EU civil security market; and 
• Section 6 brings forward the conclusions and recommendations of the study. 

 
The report also contains the following annexes3: 

• Annex A: Approach for the development of the market segmentation rationale; 
• Annex B: Approach for the development of the EU Security Taxonomy; 
• Annex C: Approach for the development of the EU Security Stakeholder Catalogue;  
• Annex D: Methodology of market data collection and analysis; 
• Annex E: Future of the EU Security Market – approach for the identification of 

future drivers and scenario planning activities; 
• Annex F: Future of the EU Civil Security Market (scenario planning); 
• Key references.  
  

 
 

3 Annexes marked with an asterisk are included in this draft final report, intended for a limited audiences 
(members of the study team Steering Group); these will be removed from the public facing version of the final 
report, upon validation of the Steering Group. 
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2. Background to the study 

2.1 Background and context (baseline) 

While this study is motivated by the European Commission’s activity in the field of civil 
security research and innovation, its outcomes are to have long-lasting consequences for 
all stakeholders in the European security domain. As such its outcomes would not only 
create more impactful security-related research in future but also provide a better 
understanding of the EU civil security market and its dynamics in general. Currently, 
despite the various studies and statistical data available on the EU security market, such 
a comprehensive study has not been done before.  

The start of a rapid evolution of EU-funded security research can be pinpointed to the early 
2000s when different European policies and initiatives adopted after 9/11 underlined the 
need for security coordination at EU level.4 Established in 2005, the European Security 
Research Advisory Board (ESRAB) defined research and development needs for civil 
security.5 The reports of the ESRAB together with the 2004 Preparatory Action for Security 
Research (PASR), led to the inclusion of the security market in the 7th Framework 
Programme (FP7) of 2007 to “invest in knowledge to develop technologies in order to 
protect citizens”.6 The FP7 was the first fully-fledged EU security research programme. In 
2014 the 7th Framework Programme was replaced by Horizon2020 (H2020), now to be 
replaced by Horizon Europe in the 2021-2027 Multiannual Financial Framework (MFF). 
While the initial idea of the FP7 was to improve the European civil security industry, 
throughout the years, this has changed towards a more security policy-steered 
programme. 7   

Security industry became an essential part of the EU 2020 flagship initiative in order to 
incorporate the potential for market growth. This led to the 2012 Action Plan on Security 
Industrial Policy to enhance growth and increase employment in the EU’s security industry. 
On internal security, the first internal Security Strategy was adopted 2010.8 In 2015, this 
was updated by the European Agenda on Security and the Renewed Internal Security 
Strategy.9 As a follow up, the Security Union Strategy of 2020-2025 was adopted including 
an action plan with the intention to build a new security ecosystem that focuses on areas 
where the EU can bring value to Member States and in turn foster security, safety and 
resilience for all Europeans.10 

 
 

4 See: https://ec.europa.eu/home-affairs/sites/homeaffairs/files/e-
library/documents/policies/security/reference-
documents/docs/fp7_security_research_final_report_summary_en.pdf 
5 See: https://ec.europa.eu/home-affairs/sites/homeaffairs/files/e-
library/documents/policies/security/pdf/interim_evaluation_of_fp7_security_ex_post_pasr_final_report_en.pdf 
6 See: https://cordis.europa.eu/programme/id/FP7-SECURITY 
7 See: https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2012:0417:FIN:EN:PDF 
8 See: https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2010:0673:FIN:EN:PDF 
9 See: https://data.consilium.europa.eu/doc/document/ST-9798-2015-INIT/en/pdf 
10  See: https://ec.europa.eu/info/sites/info/files/communication-eu-security-union-strategy.pdf 

https://ec.europa.eu/home-affairs/sites/homeaffairs/files/e-library/documents/policies/security/reference-documents/docs/fp7_security_research_final_report_summary_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/e-library/documents/policies/security/reference-documents/docs/fp7_security_research_final_report_summary_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/e-library/documents/policies/security/reference-documents/docs/fp7_security_research_final_report_summary_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/e-library/documents/policies/security/pdf/interim_evaluation_of_fp7_security_ex_post_pasr_final_report_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/e-library/documents/policies/security/pdf/interim_evaluation_of_fp7_security_ex_post_pasr_final_report_en.pdf
https://cordis.europa.eu/programme/id/FP7-SECURITY
https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2012:0417:FIN:EN:PDF
https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2010:0673:FIN:EN:PDF
https://data.consilium.europa.eu/doc/document/ST-9798-2015-INIT/en/pdf
https://ec.europa.eu/info/sites/info/files/communication-eu-security-union-strategy.pdf
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Technical innovations and an increased dependency on online digital infrastructure cause 
the nature of security threats and risks to change continuously. This leads to an 
increasingly complex security landscape with threats and risks evolving in the digital world. 
Therefore, the current study takes into consideration the change of security market and 
policy perspectives throughout the years and the R&I shift from a market lens to a home 
affairs one. On the other hand, the study keeps in mind the current policy context and EU 
priorities. With security policy fitting in at least four out of six headline ambitions11, it is 
evident that the European Commission has put security as a strategic priority, with the 
aim to create a strong European Security Ecosystem.  

2.2 Purpose of the study 

The overall purpose of this assignment is to generate a sound overview of the situation of 
the security market in the EU and the necessary data allowing for a better analysis of its 
dynamics, including trends regarding its evolution. Building on previous studies on the EU 
civil security market, this study aims to provide a first clear overview of the EU civil security 
market, including per market segmentation. 

To do so, the study characterises first the EU Security Market by developing a market 
segmentation rationale, mapping the demand and supply stakeholders and Security 
Taxonomy. Next, it provides a comprehensive view on the dynamics of the market in terms 
of value, supply and demand, competition and trends now and in the future. Finally, it 
brings forward conclusions and recommendations for the security market in terms of 
policymaking, technology, investment and data. An important consideration for this study 
is the alignment between security research, the industry itself and the EU priorities in 
security policy. Finally, the study also explores the extent to which the independence of 
the security industry and associated technologies is (and can be better) secured.   

 
 

11 “An economy that works for people”, “A Europe fit for the digital age”, “Protecting the European way of life”, 
“A stronger Europe in the world” 
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Figure 5: Study objectives and tasks 

 

This assignment aims to develop the benchmark for future work on the security market 
and to support stakeholders in understanding the current state to meet certain challenges 
and enhance the autonomy of the EU in this area. The findings may feed future initiatives 
in both policy and industry.  

2.3 Approach and scope of the study 

In order to fulfil the purpose of the study explained above, a tailored approach is 
developed, consisting of the following tasks: 

• Task 1: Security Market Characterisation 
• Task 2: Markey Dynamics 
• Task 3: Future Trends of the Security Market 
• Task 4: Conclusions & Recommendations 
• Task 5: Final Workshop & Video Script  

The study logic displayed below provides an overview of these tasks together with the data 
collection and data analysis tools used for each of them. 
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Figure 6: Study logic 

 

The focus of the study is on civil security. The study is constructed upon the basis of four 
civil security areas12: border management, fighting crime and terrorism, critical 
infrastructure resilience and disaster resilient societies13. In terms of estimating the 
market in these security areas, the study takes into account the spending of Member State 
bodies and the investments made towards the EU security market via funding in R&I at 
EU and national level.  

Thus, because of the policy focus, the market study is based mainly on EU public spending 
on security products and services within the aforementioned security policy areas14. Thus, 

 
 

12 Previously referred to as ‘policy domains’. Note that civil security areas are also referred to as security areas 
hereinafter. These four security areas are aligned with the priority areas of the DG HOME work programs and an 
integral part of the market segmentation rationale (see section 3.1). 
13 Disaster resilient societies (DRS) refers to activities, technologies, products and services is to support disaster 
risk management and governance through enhanced capacities, technologies for first responders and overall 
societal resilience. Any reference to disaster risk management in this study is related to DRS. 
14 Save for demand by private actors purchasing security solutions in civil security e.g., for critical infrastructures. 
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a large part of the security market related to “private” demand and supply e.g., 
cybersecurity solutions for companies, is outside of the scope.  

Regarding the coverage of security “technology”, both the market analysis and taxonomy 
include security products and services relevant for the four security policy areas in scope. 
Products and services may include technology and non-technology related parts like 
equipment. Security services may include installation, maintenance, training, consultancy 
and operation of complex security systems and devices (e.g., RPAs, earth observation 
services, etc.). However, the study does not cover security services such as on-site 
security personnel.  

Within the scope of this study, the study team also carried out an analysis of critical 
technologies for civil security and an assessment of potential dependencies on these from 
outside the EU, as part of an internal annex for the European Commission. This work 
presents the policy setting and suggested working definitions on how these terms apply 
to civil security.  Moreover, the analysis identifies 7 generic technologies expected to be 
critical for the security industry (through interviews with suppliers and desk research) and 
provides an in-depth analysis of these and their supply chain structures. This work is 
intended to provide evidence and suggestions that can evolve further, in order to support 
structuring future discussions on these topics to be carried out internally by the European 
Commission. 

The geographical scope of the study covers all EU Member States. In addition to the EU 
Member States, the study also takes into account the key security market players at the 
global level, e.g., United Kingdom, United States, China, Israel. Readily available data 
from these countries that provide a view on the global market is taken into account in our 
data collection and analysis.   
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3. Characterisation of the 
EU Civil Security Market  

Characterising the EU civil security market (Task 1) is important for the Market Dynamics 
(Task 2), as the market segmentation rationale, Security Taxonomy and Stakeholder 
Catalogue guided the collection of data for the description of market dynamics. This 
characterisation is built on the results of desk research and expert interviews. The 
approach to the full characterisation of the market involves three main activities:  

• Market segmentation rationale; 
• Security Taxonomy; and 
• Stakeholder Catalogue. 

These three main activities are presented in the sections below. 

3.1 Market Segmentation Rationale: Structuring the EU Security Market 

The security market segmentation rationale refers to the exercise of simplifying the 
security market by dividing it into sub-markets based on varying dimensions and criteria, 
as well as quantifying the market in terms of procurement funding, research and 
innovation (R&I) funding, demand and supply of security products and services, both 
looking back (2015-2020) and looking forward (2021-2027).  

The market study uses the four main security research areas of the European Commission 
as a reference to structure the security landscape of relevance: (1) disaster resilient 
societies; (2) resilience of critical infrastructure; (3) border management and (4) the fight 
against crime and terrorism. Referred to the four “security policy areas” or “security 
areas”, together they form the basis on which the market research and taxonomy is 
developed. Based on desk research, interviews with security R&I Area Coordinators of the 
European Commission (DG HOME) for each research domain and member of the Steering 
Group, the areas have been sub-divided into two or three levels. 

As well as the security policy areas, the market is segmented by geography and category 
of product/service.  This means that we ran analysis on the market data to breakdown 
demand and supply by country15,type of purchase or investment, company size and 
industry.16  

 

 
 

15 The country of the supply will not be possible for each entry in the model.  
16 Segmentation by industry and company size is being conducted through two activities: (1) Analysis of key 
market players from data collected via the CORDIS and the Horizon dashboard, (2) An overview of the largest 
suppliers with respect to amount (EUR) in our market analysis dataset, and linking these players to 
geographies. While this should provide an analysis of size, industry and geography, it will not result in a full-
fledged analysis since the analysis focuses primarily on the most relevant suppliers. 
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The conceptual end-result of the market segmentation model can be structured in three 
dimensions:  

• Demand (y-axis): Procurement amounts in terms of security products and 
services from demand stakeholders in the EU and Schengen security market 
linked to the four civil security areas; 

• Supply (x-axis): Revenue generated by EU and non-EU supply stakeholders 
from security products and services provided to demand stakeholders linked to 
the four civil security areas; 

• Procurement and R&I Funding17 (bubble size): EU funding amounts issued 
for procurement of security products and services, and research and innovation 
over the past five years (prior to selected reference year), starting from 2015.18 
 

Figure 7: Visualisation of the Market Segmentation Rationale 

 

Lenses are different angles from which one can look at the three dimensions, and filters 
allow for a selection or modification of bubbles. Together they form the menu for the 
market segmentation model, as summarised below: 

Table 1: Dimensions, lenses and filters of the market segmentation rationale 

Lenses Filters 

 Policy: Create a selection of the four civil security 

areas and subdomains in scope of the study 

 
 

17 Other elements of funding (e.g., for internal operations, man-guarding, etc.) will not be taken into account 
18 Budgets and funding at national level will not be included in this dimension. However, we will request this 
data from national stakeholders and include relevant insights in Task 2 – Market dynamics. 
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Lenses Filters 

Geographies: Each bubble represents EU and 

Schengen regions or Member States19 
Dem. Geographies: Select certain EU and 

Schengen regions or Member States 

 Sup. Geographies: Select certain EU and Schengen 

regions or Member States, or visualize supply 

outside the EU 

Industries: Each bubble represents an industry 

activity20 

Industries: Select certain industry activities 

Products & Services: Security products and services 

as identified in the Security Taxonomy framework21  

Products & Services: Create a selection of security 

products and services as identified in the Security 

Taxonomy framework (see 2.3.2) 

 Supply Company size: Visualise supply from 

micro, small, medium or large suppliers22 

 Funding type: Adapt bubble size with funding for 

procurement and/or funding for research and 

innovation23 

 Period: Select separate years between 2015 and 

2027, or show a period of consecutive years 

 

The market segmentation model allows for identifying gaps and alignment between the 
demand and supply-side, as well as to compare these gaps and alignments with 
investments made in research and innovation and funding granted for procurement, and 
to analyse the competitive landscape of the EU security market.  

3.2 Security Taxonomy  

The EU Security Taxonomy comprises a comprehensive and detailed reference for security 
products and services built around the four security areas in scope of the study. The 
Taxonomy offers an overview that is explorable on products and services allocated across 
the different security areas and sub-areas in the relevance of the EU context. As the 
security community is fragmented and heterogenous, the Taxonomy aims to create a 
common language or harmonised terminology, building on previous and existing 

 
 

19 The Schengen region is mainly of interest for the border management domain. In order not to skew the model, 
we will capture data on the Schengen countries for all four security areas in scope.  
20 Depending on the outcome of the data collection, the industry dimension as per the Terms of Reference may 
be either a lens, a filter or both. Similarly, the categorisation of industrial activities might still change for the 
purposes of the segmentation. 
21 The data collection on the market is conducted at the same time as the taxonomy. In the analysis of the data, 
the product/service categories validated under the taxonomy will become part of the algorithm used to analyse 
the market.  
22 As defined by the European Commission: https://ec.europa.eu/growth/smes/sme-definition_en 
23 Other elements of funding (e.g., for internal operations, man-guarding) will not be taken into account 

https://ec.europa.eu/growth/smes/sme-definition_en
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taxonomies. The Taxonomy presented in the study at hand is therefore aligned and 
leverages current taxonomies.  

The approach for the development of the Taxonomy can be summarized as follows (as of 
where a more detailed methodology can be found in Annex B):  

• Relevant products and services are extracted from:  

o Existing taxonomies (CRISP Taxonomy of Security Products, Systems and 
Services; STACCATO European Security Equipment Market; EDA Technology 
Taxonomy; JRC Cybersecurity Taxonomy; Ecorys Study on the development 
of statistical data on the European security technological and industrial 
base);  

o Existing funding instruments (Horizon, ISF, AMIF, CEF, …);  

o Future funding instruments (Customs control equipment instrument);  

o Input and feedback from members of the steering group;  

o Targeted research.  

• The products and services are clustered into preliminary thematic categories to 
facilitate a functional operationalisation of products and services from supply and 
demand side;  

• The products and services are coded to their relevant policy and functional areas;  

• The categorisation across the policy and functional areas are reviewed by senior 
team members;  

• Remaining uncertainties are being checked with domain experts;  

• Validation sessions with external experts from key EU-level industry associations 
(ASD, EOS, EARTO) 

• Receipt of comments and validation with Steering Group guided further 
adjustments.  

The Security Taxonomy is a stand-alone product but is not intended to be the final security 
technology taxonomy of the European Commission. It can be considered as a first, 
actionable step towards the development of one formal, recognized taxonomy of security 
technologies. The intention behind this taxonomy is to create a common vocabulary around 
security technologies, which can be used to support the process of articulating a capability-
driven approach within the civil security sector in the European Union. To support these 
objectives, the taxonomy will require cyclical updating post-study completion. 

The Security Taxonomy is structured around two levels of aggregation. The first is the four 
security areas (L1) with their respective sub-areas (L2 and L3). A detailed overview of the 
identified policy domains and their respective subdomains can be found in Annex A. The 
second level of aggregation is the security functions that a given product or service enables 
or supports. The taxonomy deliverable reflects expert input gathered from validation 
sessions and contains over 550 products and services, across 13 functional areas.  

Figure 8 gives an illustration of how the taxonomy is structured. 
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Figure 8: Example of Taxonomy structure 

 

The EU civil security market taxonomy developed in the context of this study is a first 
attempt at creating a common language or harmonised terminology for civil security 
products, services and technologies. As a stand-alone output of the study, the taxonomy 
will be hosted on a dedicated webpage (hereinafter referred to as online Taxonomy 
Explorer), allowing users to look at the market from different angles and bringing these 
angles together. The online Taxonomy Explorer aims to facilitate navigation throughout 
the taxonomy (e.g., searching and filtering using different criteria). 

3.3 Stakeholder Catalogue and interactive catalogue 

In order to achieve the objectives of the study, a wide number of stakeholder consultations 
were conducted to provide the opportunity to key stakeholder to share input and feedback. 
The Stakeholder Catalogue served as an important input for the definition of the data 
collection approach (i.e., understanding of the ecosystem, identification of stakeholders 
for outreach and consultation). It also provides an overview of stakeholders active on the 
EU civil security market, based on analysis conducted during the study (i.e., buyers and 
sellers of security products and services based on contract data).  

The stakeholder’s catalogue constitutes an important source of information for the 
analysis. However, it is not intended to provide an exhaustive picture of the whole security 
ecosystem, but rather to provide a representative sample of key companies involved in 
the security industry. 

The Stakeholder Catalogue compiles both demand and supply side stakeholders on the 
EU, national and regional levels. It contributes to the process of the market analysis, by 
creating an overview of the stakeholders on the EU security market.  

The demand side stakeholders in the catalogue represent those requesting products and 
services for civil security purposes under one of the security areas. The main stakeholders 
are Ministries, agencies, law enforcement forces and research institutions. 

The supply side stakeholders in the catalogue represent those providing products and 
services for civil security purposes under one of the security areas. The main stakeholders 
are EU and national associations, security companies at EU and National level. 
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The catalogue lists the stakeholders on both the demand and supply side respectively. It 
contains stakeholder information such as stakeholder name, brief description, Member 
State, Level (e.g., European, national or regional), Type of Stakeholder (e.g., industry 
association or company) and contact information when available (e.g., name, email, phone 
number). In addition, the relevant security area(s) is documented for each stakeholder.  

The methodology behind the creation of this catalogue can be retrieved in Annex C. The 
Stakeholder Catalogue will be available via a dedicated webpage. 

The catalogue is planned as a living product, that should be maintained and updated after 
the competition of the study (e.g., new stakeholders can be added as the ecosystem grows 
or changes). 
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4. EU civil security market 
dynamics 

Within this chapter, a market analysis is conducted to characterize the EU security market, 
both on the demand and the supply side, and develop an understanding of its 
characteristics, evolution as well as dependencies. In order to perform this analysis, data 
has been collected from Member States and EU funds and has been subsequently cleansed 
and processed to fit the scope of the study.  

Several components of section 3 on the Characterisation of the EU Civil Security Market 
also feed into the overall market analysis. First, the market segmentation rationale 
establishes the framework for structuring the data collection according to the different 
dimensions (security areas, geographies, industries). This rationale will be used to present 
and interpret the final results of the market analysis. In addition, both demand and supply 
side data feed into the market analysis. Our segmentation model uses bottom-up demand-
side investment trends and opportunities, across the four security areas, to obtain market 
size data. Also, the EU civil Security Taxonomy allows us to categorise groups of products 
and services to understand their demand in the market across various dimensions of the 
segmentation model e.g., geography, security policy area, industry.  

This chapter will first define the size of the civil security market within the EU, compare 
the outcome with results of previous studies and provide in depth insights on the evolution 
as well as variations between the studies. 

Secondly, the demand-side of the market will be analysed from per security area. Within 
each of these security areas several insights will be provided, both from a static point of 
view as well as throughout the 6-year period of this study. The prevalent spenders will be 
identified, the most relevant products and services will be pinpointed and analysed.  

Subsequently, an in-depth analysis will be provided for the supply-side. In this analysis, 
the characteristics of the civil security sector will be defined. Next to that, the competitive 
landscape will be set out and critical dependencies for the EU will be identified. 

4.1 Market estimation and evolution of the market size 

Between 2015 and 2020, Member States spent a total of €42 billion on civil security and 
close to €12 billion was spent by EU funds during the same period, based on the data 
collected through this study. This adds up to a total market size of close to €53 billion 
between 2015 and 2020.  

Compared to previous studies estimating the market size, the market seems to have grown 
over time. As such, an Ecorys study estimated the security market in 2009 to range 
between €26 billion to €36.5 billion. 24  The European Organisation for Security (EOS) 

 
 

24 Ecorys (2009), “Study on the competitiveness of the EU security industry”, Final Report 
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estimated that the European security market in 2011 to be around €11 – 12 billion.  In 
2013, Ecorys estimated the European security market to be €25 billion. 25 

The variation between those different numbers and studies confirms the difficulty to 
precisely estimate the size of the market, especially due to different timeframes, scopes 
and methodologies. As such, when compared with the Eurostat dataset on government 
expenditure by function (COFOG, selected on the relevant classifications) the security 
market seems to be rather around €263 billion between 2015 and 2020. Therefore, it is 
advisable to compare these figures with caution. 

Figure 9: Size of the EU security market over the years 

 

Based on the data of the current study, the EU security market has increased steadily over 
the past years, with no remarkable spikes. The data model estimates that the size of the 
demand side of the EU Security Market has almost doubled from 2015 to 2020 (see figure 
below). The EU security market is constantly evolving and becoming increasingly complex, 
due to wide range of trends which will be further examined below. This complexity requires 
increasing resources as depicted in the graph below. 

In particular, there was exponential growth from 2018 to 2019, where the demand-side 
market grew by almost €2 billion in a year. This includes spending at both Member State 
and EU level.  

 
 

25 Euralarm (2013), “A vision for a competitive European security industry and secure society”, white paper 
outlining Euralarm’s European policy priorities and action agenda 2013-2015 
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Figure 10: Demand-side spending over time 

 

The geographical perspective is another element to consider in order to fully grasp the EU 
security market. The figure below demonstrates the spending on civil security by Member 
State. It seems that France (€4,93 billion) spent by far the most on civil security between 
2015 and 2020 in absolute numbers followed by Germany (€3 billion), Romania (€2,93 
billion), Austria (€2,87 billion) and Spain (€2,83 billion); shades of green show an 
assessment of overall availability26 of data for each Member State (e.g., from desk 
research and through consultation), allowing to better demonstrate how data limitations 
must be kept in mind when interpreting collected data. These data limitations require the 
reader to be cautious when drawing conclusions as they might affect the outcome. 

Figure 11: Total expenditure on civil security per Member State 

 

 

 
 

26 The darker the colour, the more complete the dataset may be for these Member States, based on an 
assessment of availability of data, further detailed in the annexes. 
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Regarding the expenditure of EU funds (see figure below) on civil security between 2015 
and 2020, CEF seems to be leading (€3,86 billion) followed by AMIF and ISF (€2,93 billion) 
and Frontex (€2,13 billion). 

Figure 12: Total expenditure on civil security per EU fund 

 

When having a closer look at the total spending per security areas (L1) across the same 
time span, it appears that INFRA is the security area for which the EU and national 
demand-side stakeholders spent the most during the 2015-2020 period, with a total 
amount of €20,5 billion. This area is closely followed by DRS, FCT and BM with €13,9 
billion, €12 billion and €10,3 billion respectively.  

Figure 13: Demand-side spending per security area 

 

As indicated above, INFRA seems to be the front-runner over time, with the exception of 
2020 where DRS has taken over. A possible explanation can be found in the type and 
volume of INFRA-related spending, based on the market segmentation rationale (e.g., 
definition of security areas) and on products and services categories from the taxonomy27: 
INFRA contains subareas where contracts of relatively greater value are closed. Reference 
can be made to, for example, subareas like Transport (airports, ports, railways…), Energy 

 
 

27 See Annexes A.3. and B.5, respectively.  
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(Oil and gas production, storage facilities…) and Critical Water Infrastructure (wastewater 
treatment, dams…). 

The 2020 spike in DRS can be explained by the funding in light of the global COVID-19 
pandemic, the 2020 drop in spending for BM and FCT presents a possible hypothesis that 
spending was re-purposed from other security areas and channelled into DRS as a 
response to the pandemic. While this trend may be the result of missing or lagging data 
from 2020 in our dataset, seeing that overall demand side spending in security increased 
more between 2019 and 2020 than the year before, this is less likely. 

Figure 14: Spending in each security area over time 

 

The figure below demonstrates the reliance on EU funds and national funds by the Member 
States. As for the EU funds, Spain seems to be most relying on EU funds, followed by 
Belgium, France and Italy. While this might be explained by the size of the country for 
Spain, France and Italy, Belgium seems to be high in the ranking as ‘capital of Europe’ and 
therefore receiving EU-wide contracts. On the other hand, France followed by Germany 
Austria and Romania seem to be most relying on national funds.  
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Figure 15: Reliance on EU funds vs. national funds per Member State 

 
When looking at the overall number of contracts shared by Member States, Finland seems 
to be leading with 20157 contracts over the period of 2015 and 2020, followed by 
Germany (5845), Romania (5045) and Czechia (5024). Luxembourg (69) shared the least 
contracts. The clear difference in provision of input between Member States does not 
necessarily provide insights into their commitment. There are several ways to interpret 
this. For example, based on the available data it appears that the Finnish clearly 
contributed vastly more than the other Member States. Finland might, however, merely 
have provided a more detailed overview on specific topics, or work with separate contracts 
of low value instead of bigger framework contracts.  
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Figure 16: Number of contracts shared by Member States 

 

Finally, we had a more detailed look at to which products and services those contracts 
flow. Table 2 gives an overview of the 10 products and services most invested in. General 
equipment (vehicles) seems to be leading, followed by healthcare and safety equipment, 
and PPE and medical equipment. The latter two can be explained by the Covid-19 crisis, 
with huge amounts being spent on protective equipment and vaccines. General equipment 
(vehicles) on the other hand, seems to be mainly impacted by spending from Italy, 
Germany and France. General equipment (vehicles) includes aircraft, vessels, road 
transport which might explain the high costs of these products.
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Table 2: Spending on products & services per Member States 

Top 10 Products 
and Services AT BE BG HR CY CZ DK EE FI FR DE GR HU IE IT LV LT LU MT NL PL PT RO SL SI ES SE 
General equipment 
- Vehicles  

901 
M 

412 
M 

87 
M 

292 
M 

38 
M 

614 
M 

60 
M 

154 
M 

82 
M 

931 
M 

971 
M 

78 
M 

74 
M 44 M 

1064 
M 

66 
M 

55 
M 

27 
M 

17 
M 

161 
M 

586 
M 

459 
M 

891 
M 

488 
M 

171 
M 

517 
M 

346 
M 

Healthcare/Medical 
equipment 

752 
M 

71 
M 

2 
M 

17 
M 

59 
M 

205 
M 

113 
M 8 M 

408 
M 

66 
M 

557 
M 1 M 

18 
M 

1316 
M 

117 
M 

5 
M 

70 
M 

55 
M 

3 
M 

193 
M 

14 
M 

131 
M 

186 
M 7 M 

268 
M 

686 
M 

212 
M 

PPE/Safety 
equipment 

336 
M 

265 
M 

41 
M 

85 
M 

32 
M 

279 
M 

57 
M 

118 
M 

320 
M 

843 
M 

98 
M 

12 
M 

75 
M 

179 
M 

151 
M 

37 
M 

275 
M 

31 
M 

3 
M 

259 
M 

50 
M 

35 
M 

568 
M 

539 
M 

146 
M 

177 
M 

40 
M 

General equipment 
- Logistics & 
utilities 

89 
M 

22 
M 

7 
M 

560 
M 

46 
M 

345 
M 

70 
M 

26 
M 

52 
M 

640 
M 

280 
M 

186 
M 

42 
M 41 M 

120 
M 

57 
M 

97 
M 

46 
M 

21 
M 

168 
M 

64 
M 

102 
M 

646 
M 

22 
M 

843 
M 

303 
M 

140 
M 

Guarding and 
physical protection 
(non-human) 

219 
M 

20 
M 

14 
M 

222 
M 

<1 
M 

355 
M 

477 
M 

18 
M 

106 
M 

199 
M 

467 
M 

13 
M 

86 
M 

806 
M 

113 
M 

8 
M 

22 
M 

<1 
M 

12 
M 

431 
M 7 M 

150 
M 

175 
M 

419 
M 

238 
M 

101 
M 

87 
M 

Surveillance 
systems 

37 
M 

35 
M 

43 
M 

42 
M 

13 
M 

46 
M 

14 
M 3 M 

102 
M 

915 
M 

61 
M 

12 
M 7 M 71 M 

491 
M 

79 
M 

108 
M 

<1 
M 

35 
M 

47 
M 9 M 

511 
M 

86 
M 

<1 
M 

49 
M 

679 
M 

46 
M 

Digital security 
products and 
services 

226 
M 

72 
M 

4 
M 

12 
M 

4 
M 

88 
M 

40 
M 

18 
M 

78 
M 

201 
M 

205 
M 4 M 

25 
M 4 M 52 M 

4 
M 

229 
M 

2 
M 

1 
M 

151 
M 7 M 6 M 

34 
M 

320 
M 

48 
M 

58 
M 

41 
M 

Specialised 
management & 
control systems  

99 
M 3 M 

<1 
M 

44 
M 

<1 
M 

292 
M 

88 
M 4 M 

52 
M 

18 
M 

80 
M 4 M 

145 
M 35 M 

104 
M 

<1 
M 8 M 

<1 
M 

1 
M 

49 
M 

93 
M 2 M 

18 
M 

<1 
M 

49 
M 

14 
M 

66 
M 

CBRNE detection 
and neutralisation 
products 

36 
M 

11 
M 

8 
M 

10 
M 

<1 
M 

110 
M 

123 
M 3 M 

16 
M 

116 
M 

150 
M 

<1 
M 

46 
M 60 M 99 M 

9 
M 

35 
M 

<1 
M 

2 
M 

39 
M 

11 
M 8 M 9 M 5 M 

51 
M 

18 
M 

18 
M 

Alarm/warning 
systems 

40 
M 

16 
M 

5 
M 6 M 

7 
M 

31 
M 

21 
M 1 M 6 M 

83 
M 

45 
M 

<1 
M 2 M 58 M 3 M 

5 
M 

13 
M 

1 
M 

<1 
M 

58 
M 

13 
M 

56 
M 

35 
M 

137 
M 

29 
M 

25 
M 

29 
M 
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4.2 Demand-side analysis of the EU civil security market 

In the following sections, a breakdown analysis will be given of the data collected during 
the project. It has been structured around the four civil security areas. Although a 
significant amount of data has been collected throughout the project, it should be noted 
that not all relevant contracts have been shared. Besides this, the received data is not 
always complete. This means that certain contracts might not include the year of 
execution, the supplier contracted to perform the services or the budget of the contract. 
The sections below provide an analysis based on the data collected, limited by the 
shortcomings mentioned. Caution is therefore advised before drawing definitive 
conclusions from the analyses listed below. 

4.2.1 Border management 

When analysing the investments made regarding border management over the period 
2015-2020, the general phenomenon to consider is the migration crisis Europe has been 
facing since 2015. The enormous influx of migrants into Europe has put pressure onto the 
European Union’s external borders. As depicted in the figure below, a high number of 
refugees arrived via the Easter Mediterranean route (Greece, Cyprus and Bulgaria) in 
2015. Since the number has fallen considerably. On the other hand, the Central 
Mediterranean (Italy and Malta) and the Western (Spain) routes have been increasingly 
used. The Central Mediterranean route was the most-used route between 2015 and 2017. 
As for the Western route, Spain had a peak in 2018, after which the number of arrivals 
has decreased. In 2020, a second peak occurred due to the arrivals at the Canary Islands 
in the Atlantic Ocean. The figure below provides a visual illustration of the irregular arrivals 
to the EU via the different routes on a yearly basis. 

Figure 17: Yearly irregular arrivals (2015-2020) 

 



EU Security Market Study | Final Report 

39 
 

The migration crisis has destabilised the European Union, in particular the Member States 
with external borders, directly handling with the influx of migration. In order to deal with 
this unprecedented crisis, those Member States with external borders had to undertake 
substantial financial investments. Next to that, the migrant crisis also resulted in an 
incremental increase of refugees drowning in the Mediterranean. To prevent humanitarian 
disasters like this as much as possible, additional resources had to be deployed. 

In this section, an analysis will be made of all contracts related to border management to 
create more insight into how Europe has dealt with these challenges during the refugee 
crisis.  

During the 2015-2020 period, more than €7.7 billion has been allocated towards the 
management of European borders. As mentioned in Figure 18, the biggest parts of this 
budget come from European funding Programs. 

Figure 18: Total Border Management Spending 

 

Based on the data at our disposal, it can be seen that the three biggest spenders, namely 
AMIF ISF (€2.4 billion), Frontex (€2.1 billion) and eu-LISA (€1.2 billion), represent 57% 
of the total border management spending within the whole European civil security market. 
Relative to the European funds, the investments into border management by the Member 
States are rather limited. As depicted in the figure below, the biggest Member State 
spender on border management is Italy, which was the most-used route to enter the EU 
between 2015 and 2017.28 All other Member States’ contributions seem to represent less 
than a quarter of the total funding for border management.  

To a certain degree, the data also allows us to analyse the funding by European 
programmes and Member States into border management over time.  

 
 

28 See: EU migration policy - Consilium (europa.eu) 

https://www.consilium.europa.eu/en/policies/eu-migration-policy/
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Figure 19: Border Management spending over time 

 

In Figure 19, it becomes clear that the EU reacted to the migration crisis, by ramping up 
the Frontex funding in 2016, which would later peak to over €1 billion in 2017. As of 2018, 
the funding seems to drop back to its original levels, corresponding to the decrease of 
irregular arrivals (as depicted in Figure 19Error! Reference source not found.). eu-
LISA has more stable procurement patterns, with a yearly spending between €170 million 
and €300 million. As displayed in the visual above, the spending from eu-LISA on border 
management starts increasing as of 2017. This evolution can be explained to a certain 
extent by the implementation of the Interoperability Regulations29 by the agency. 

 Figure 20: Beneficiaries of AMIF funds related to Border Management 

 

For other funds, like AMIF, the shared data does not allow to analyse trends or see how 
the funding evolved over the period. It is however possible to identify the major beneficiary 
Member States of these funds. As can be seen in  Figure 20, the biggest beneficiaries are 
also the biggest economies, plus Greece. Mainly the Member States with outside borders 
to the south have been receiving the most funding. This is in line with the migration crisis 
Europe has been facing during the 2015-2020 period.  

 
 

29 The Interoperability Regulations (Regulation 2019/817, Regulation 2019/818) aim to create the ability of 
information technology systems to exchange data and to enable the sharing of information in the area of EU 
justice and home affairs. This interoperability between systems (including SIS, VIS, EES, ETIAS and ECRIS-
TCN) has the aim of improving checks at the EU’s external borders, allowing for better detection of security 
threats and identity fraud, and helping to prevent and combat irregular migration 

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0818&from=en
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Figure 21: Total Border Management Spending by Member State 

 

From a Member State perspective, according to our data and as displayed in the figure 
above, Italy is by far the biggest spender in border management. Over a five-year span, 
Italy has spent almost €1 billion on this civil security area. As explained above, Italy was 
the main entrance point between 2015 and 2017 during the migration crisis, explaining 
this high investment in border management. Besides Italy, there are other countries 
heavily impacted by the migration crisis. In 2018, the Western (Mediterranean) route 
became the first route used into Europe through Spain, with Morocco being the main 
departure point for irregular migrants. The following year (2019), the Eastern 
(Mediterranean) route was the most-used path to Europe for irregular migrants, mainly 
coming from Afghanistan, Syria and Turkey, increasing the pressure on the Greek and 
Bulgarian land borders. The Eastern route remained the most used during the coming 
years - except for 2021, when the Central route was more used).30 These countries are 
therefore expected to have also invested heavily in border management. However, the 
data collected seems to be only partially complete as the amounts spent by these countries 
in this field are not particularly high. While Spain has allocated over €200 million and 
Bulgaria around €80 million, the rest of the countries have invested less than €50 
thousand. 

Also, heavy investments by Member States to prevent (trans)migrants from entering their 
country, are not always reflected into the data. For example, Hungary (€3 million) is, 
according to the data collected, among the lowest spenders on border management. 

Besides this, it appears that in our data model, total spenders are Member States without 
an external border. Sweden (€300 million), for example, is considered the second highest 
spender on border management but does not have hard borders to manage given the EEA 
agreement with Norway. The third and sixth biggest spenders, Slovenia (€260 million) and 
Czechia (€150 million) respectively, do not have any outside borders. Other big spenders 
on border management are Romania (€215 million), Spain (€200 million) and France 
(€145 million).  

 
 

30 See: Eastern Mediterranean Route (europa.eu) 

https://frontex.europa.eu/we-know/migratory-routes/eastern-mediterranean-route/
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These discrepancies are likely to be a consequence of the limiting data the study can be 
based on.  

Figure 22: Number of Border Management contracts shared by Member States 

 

Another interesting observation that can be drawn from Figure 22 is the low volume of 
procurement data collected from Member States. Finland has provided +300 contracts 
related to border management over a five-year span and is thereby the largest provider 
of data. Countries with outside borders like Hungary, Slovakia, Italy, Estonia, Croatia and 
Latvia did not even provide 100 contracts. Interestingly enough, despite only sharing 45 
contracts over a period of 5 years, Italy is considered the biggest spender by far. This 
follows from the issuance of some big procurement contracts for Leonardo (€630 million) 
for sea patrol aircrafts, which can be linked with the troubles the migrant crisis as caused 
in the Mediterranean. Our data suggests that other Member States directly impacted by 
the migrant crisis (e.g., Greece) do not seem to spend as much on border management. 
This might, in practice, not be the case as we only have limited data availability and quality 
from Greece as Figure 22 suggests.  

In the figure below, an overview can be found of the most important products and services 
for border management to understand what the procurement priorities for the EU and its 
Member States are. Unsurprisingly, the major spending categories for border management 
are surveillance systems and vehicles, which also includes aircrafts and sea patrol. 
Facilitation systems, which will be looked at in more detail below, is a border management 
specific category “related to easing/facilitating the process of a traveller from their point 
of origin to the destination in a secure way”.31  

On a first glance, a more surprising category that ranks high is the data storage category. 
With a further investigation however, it becomes clear that these are mainly related to the 
Visa Information System and the shared Biometric Matching System. These systems are 

 
 

31 As mentioned in the Border Management Introduction Document of the Security Taxonomy Validation 
Working Sessions, p. 5. 
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essential for the identification and processing of third country nationals entering the 
Schengen Area. 

 

Figure 23: Top products and services for Border Management spending 

 

As announced above, facilitation systems and access control of people are one of the main 
product and services in the area of border management. The figure below provides an 
overview of how the spending on facilitation systems has evolved over time. 

Figure 24: Facilitation Systems over time 

 

As displayed in the figure above, there is a significant spike in investment in 2016 (€250 
million). The investment in these systems was rather limited in 2015 (€86 million) and, as 
shown in Figure 24, they have been going down steadily since the peak in 2016 to the 
previous levels. This could be related to the migration crisis, but when looking at the 
Member States receiving/using funding for facilitation systems in 2016, we see that France 
was the big frontrunner (€100 million), followed by Bulgaria (€45 million) and Czechia 
(€40 million), which are not the countries most affected by the migration crisis (with the 
exception of Bulgaria).  
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Figure 25: Access control of people over time 

 

Regarding access control of people, it needs to be mentioned that not only border access 
is included in this category, but also the access control for buildings and restricted areas. 
Therefore, the numbers represented in this category might not be exclusively impacted by 
increased access controls at the European borders. In Figure 25, a significant increase in 
investment for access control of people occurs in 2018, where the budget (€300 million) 
is suddenly doubled compared to other years. This sudden increase is due to a significant 
investment by Belgium that year (€90 million), which was also made the year before. This 
follows from wrongfully attributed contracts to Belgium as a beneficiary by eu-LISA (in the 
source data). Both years (2017 and 2018), two major framework contracts concerning the 
maintenance of the Schengen Information System (valued at €80 million each) were 
attributed to Belgium. In both cases, it is clear that not Belgium, but the broader Union 
can be considered as beneficiary. 

4.2.2 Fighting Crime and Terrorism 

In civil security, different civil security areas are often related to each other in some 
capacity. As seen in the previous chapter, the migration crisis - which caused enormous 
challenges for border management in Europe - was the result of different troublesome 
evolutions in the Middle East. One of these evolutions was the rise of terrorist movements 
like ISIS, an Islamist militant jihadist group and former unrecognized quasi-state. During 
their uprise, the terrorist group also aimed at disrupting European security and create a 
continuous atmosphere of fear through targeted terrorist attacks across Europe. As a 
result, a lot of financial funds were allocated to prevent these attacks. 

Next to the risk posed by terrorist attacks, national and European funds need to be 
allocated towards the safekeeping of European society by preventing and fighting crime. 
Europe faces a wide range of crime activities, such as cybercrime, illegal drugs trafficking, 
environmental crime, trade of illegal firearms and explosives, fraud, scams, trafficking of 
human beings, document fraud, current counterfeiting, and others.32 

 
 

32 For a complete overview of serious and organised crime activities in the EU, see Europol, Serious and 
Organised Threat Assessment, 2017, report_socta2017_1.pdf (europa.eu) 

https://www.europol.europa.eu/cms/sites/default/files/documents/report_socta2017_1.pdf
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In this chapter a more detailed overview will be given of how the Europe Union and its 
Member States addressed these issues and whether the impact of specific events can be 
seen through the lens of additional funding. 

Figure 26: Total Fighting Crime and Terrorism Spending 

 

According to the received data, more than €7,7 billion was allocated to the fight against 
crime and terrorism over the 2015-2020 period. As seen in the figure above, most of these 
funds come from national spending. This diverges from the Border Management area 
previously explained, where the most significant spending was at EU level (AMIF ISF, 
Frontex, and eu-LISA), and not national. 

Besides the national spending which will be assessed in detail below, two EU programmes 
are amongst the top spenders: the Horizon fund and the Internal Security Fund. 
Concerning the latter, its goals are clearly aligned with the goals mentioned in this civil 
security area, namely (1) preventing and combating terrorism and radicalisation, serious 
and organised crime, and cybercrime (2) assisting and protecting victims of crime and (3) 
preparing for, protecting against and effectively managing security related incidents, risks 
and crises. 

When looking deeper into the spending on this civil security area over time, it appears to 
be a steadily growing expenditure up until 2019 as displayed in the figure below.  

Figure 27: Fighting Crime and Terrorism Spending over time 

 

This is in line with the sudden rise in terrorist attacks in that period. Then there is a sudden 
drop in funding, which might be correlated to the significant decrease of number of 
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terrorist attacks and arrests (see table below) as well as to the sudden increase in funding 
to contain the corona pandemic as well as mitigate the economic and social impact thereof. 

Table 3: Number of failed, foiled or completed attach and number of arrested suspects from 2015 to 2020 

 2015 2016 2017 2018 2019 2020 

Attacks 193 142 205 129 119 57 

Arrests 1077 1002 1219 1056 1004 449 

Source: Europol, European Union Terrorism Situation and Trend reports (2016-2021) 

As displayed in Figure 26, the collected data suggests that France is by far the biggest 
spender in this civil security area. When focusing on the French spending in the figure 
below, there appears to be a steep climb from 2016 (€120 million) to 2018 (€700 million) 
to then decline back in 2020 (€100 million). This pattern fits to some extent with the major 
attacks France faced (Charlie Hebdo attack and Paris attacks in 2015, Nice attack in 2016, 
and Strasbourg attack in 2018).  

Figure 28: Fighting Crime and Terrorism spending by France over time 

 

Disregarding the French spending, all other Member States appear to be spending a similar 
amount on fighting crime and terrorism. In the case of Italy and the Netherlands there are 
sudden spikes in expenditure in one year (2019) to around €450 million (see figure below). 

Figure 29: Fighting Crime and Terrorism spending in Italy and the Netherlands over time 

 

A similar pattern can be identified among other major Member State spenders in this civil 
security area as visualized in the figure below. This trend is not only limited to Member 
State spending. Also, the Horizon fund, a major contributor towards fighting crime and 
terrorism, follows this pattern. 
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Figure 30: Fighting Crime and Terrorism spending trends among major Member States spenders 

 

Zooming into the spending by the European funds, it is noteworthy that the Horizon fund 
is considered the fourth biggest contributor in this civil security area. A more granular 
analysis provided in the figure below, details that most of its funds are allocated towards 
surveillance systems, access control for documents and objects/ persons as well as digital 
security products and services. 

Figure 31: Detail of Horizon spending on Fighting Crime and Terrorism 

 

To obtain more insights into the objectives of the spending within this civil security area, 
an overview can be given of the products and services wherein the European Union and 
its Member States invest. As laid down in the figure below, investments into (police) 
vehicles and surveillance equipment represent the biggest cost, followed by digital security 
products and services and PPE equipment. This breakdown suggests that Member States 
are still investing significantly more into the traditional resources to fight crime.  
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Figure 32: Top products and services for FCT civil security area 

 

 

Data does not show a noticeable increase into the development of fighting cybercrime 
(figure below). Both in 2016 and 2019 the most important investments have been made. 
In order to get a more accurate insight into the evolution of investing in the fight against 
cybercrime, the products and services related to this field have been detailed in the figure 
below. First off, it becomes clear that the absolute investments into these products and 
services are considerably lower than into the more classic categories like safety 
equipment, surveillance systems and equipment for deterrence / prevention (which would 
include non-lethal weapons, firearms, etc). Also, apart from the gradual increase in 
investments into digital forensics, there seems to be no pattern into the spending for other 
digital products and services. 

Figure 33: FCT spending on cyber-related products and services over time 

 

 

4.2.3 Disaster Resilient Societies 

The civil security area of Disaster Resilient Societies encompasses a wide variety of events 
that might threaten European civil security. These can be divided into three broad 
categories of natural disasters (earthquakes, floods, droughts, wildfires…), accidental 
disasters (food safety, industrial accidents, infrastructure failures, nuclear accidents, and 
others) and human-induced disasters (including the same subcategories as mentioned for 
accidental disasters). 
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Based on these abovementioned subcategories, there are several events/trends that can 
be found in the 2015-2020 period which might impact spending on this civil security area.  

A first significant trend that can be categorised under this umbrella is climate change. Due 
to global warming, there has been a significant increase in natural disasters over the last 
few years. There were both heavy floods as well as wildfires raging across Europe. While 
the most destructive floods took place outside of the scoped period, there are multiple 
wildfires that can be included into the scope of the project (Greece 2015, Spain 2015, 
Portugal 2015-2017-2019, Sweden 2018, Germany 2018). 

A second trend that has impacted European civil security spending, is the COVID-19 
pandemic, which quickly spread across the globe after its initial outbreak in Wuhan, China. 
As of mid-February 2022, this pandemic has resulted in over 100 million infections across 
the EEA and almost 1 million casualties as a result.33 Given that the pandemic only reached 
Europe in 2020, the evolution of healthcare spending will be only visible in the last year in 
scope of this report. 

Over the span of a five-year period, there has been a recorded spending of almost €15 
billion on Disaster Resilient Societies within the European Union. The figure below shows 
the evolution of spending on Disaster Resilient Societies over a five-year span. 

Figure 34: Disaster Resilient Societies spending over time 

 

The figure below illustrates where the different Member States and European funding 
programs rank in this spending. A first striking observation is the high ranking and 
spending by rather small economies like Austria and Ireland.  

 
 

33 According to the ECDC, ecdc.europa.eu/en/cases-2019-ncov-eueea 
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Figure 35: Total Disaster Resilient Societies Spending 

 

Analysing the data behind this spending (see Figure 36) offers some additional 
perspective. The Austrian spending was mainly done in 2019-2020. During the 2019 
period, it seems like Austria invested a lot into the renewal of their fire engine fleet. 
According to the data, more than €650 million was invested for the delivery of fire engines. 
In 2020, some high-priced contracts were closed related to the corona pandemic. A similar 
reason can be found for the Irish spending in 2020. Almost all disaster related contracts 
that year aim at managing the ongoing pandemic. The reason why their spending is 
significantly higher than that of the other Member States, might be a consequence of a 
more solid and complete dataset of contracts. 

Figure 36: Top spending Member States on Disaster Resilient Societies over time 

 

Figure 36 also shows that some Member State spending on Disaster Resilient Societies can 
sometimes see enormous spikes in specific years. Most of these spikes can be seen in the 
year 2020, which are in line with the presumption that spending on Disaster Resilient 
Societies exploded due to the corona pandemic. The only big exception we can see here 
is Slovakia in 2015. A detailed analysis of their spending in 2015 shows that this is mostly 
due to investments into their fire and flood rescue equipment. 
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As the corona pandemic impacted all Member States, it is reasonable to assume that the 
relatively stable spending into Disaster Resilient Societies in 2020 by countries like France, 
Romania, Czech Republic, Italy is due to data limitations rather than restricted 
investments. This holds true especially for Italy (Lombardy), which was considered the 
epicentre of the pandemic in early 2020.This assumption seems to be corroborated when 
we look at the evolution of spending on Disaster Resilient Societies over a six-year span 
as shown in Figure 34. The spending on Disaster Resilient Societies almost doubles from 
€3 billion in 2019 to €5.5 billion in 2020. An even more clear picture is painted when 
looking at the Disaster Resilient Societies spending from a products and services 
perspective. The figure below offers a filtered view on the spending on products and 
services related to healthcare within the security area. This clearly indicates the rise in 
spending, following the corona pandemic. 

Figure 37: Disaster Resilient Societies spending on medical products and services over time 

 

However, the figure above clearly shows that even before 2020 a general rising trend can 
be noticed for Disaster Resilient Societies. As far as the data suggests, there is no singular 
reason as of why this happened. There are, however, certain trends – like climate change 
- that might have impacted government spending. 

From a European funding and investment perspective, it should be pointed out that these 
funds are not the big benefactors like in other civil security areas. Horizon can be seen as 
the biggest contributor with a total budget of €320 million, representing 2% of the total 
spending on this security area. 

Lastly, it can be of interest to look at Disaster Resilient Societies spending from a products 
and services point of view.  
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Figure 38: Products and Services distribution for Disaster Resilient Societies 

 

The figure above shows that general equipment is the largest spending expense for this 
security area. Regarding vehicles, a deep dive into the available data clarifies that most of 
the large expenses in this category follow from the acquisition of firefighting engines and 
rescue vehicles like helicopters. Regarding logistics, the expenses go toward very diverse 
projects such as road safety, secure CBRNE waste processes, river dredging… 

In the figure below, a more detailed view is given on the products and services that are 
generally related to the Disaster Resilient Societies security area based on their 
descriptions originating the Security Taxonomy. The main categories of interest are 
‘guarding and physical protection’ followed by the ‘monitoring tools and services’ for 
respectively land, environment, geography and weather and meteorology. 

Interesting here is the consistent increase in funding, with a sudden drop in 2020. Here 
again, this can be related to the corona pandemic given the redistribution of funds towards 
products and services related to the pandemic. 

Figure 39: Disaster Resilient Societies spending on related products and services 

 

4.2.4 Critical Infrastructure 

The changing nature of the threat landscape requires increased protection of European 
critical infrastructure as well as additional investment on EU’s resilience capacities to 
secure its critical infrastructure. In 2018, all air traffic in London was halted due to a lack 
of infrastructure to protect against drone threats, also called the “Gatwick Airport Drone 
Incident”. This clearly shows the need for safe, secure and up-to-date infrastructure. Be it 
nuclear plants, logistical hubs, airports, office buildings, ports and data centres, all need 
to rely on secure and safe infrastructure to function properly.  
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Moreover, due to the increasing dependence of critical infrastructure on digital services as 
well as the development of new technologies (e.g., proliferation of IOT, Cloud, drones), 
cybersecurity has become a crucial strategic priority. This dependency on technologies, 
and thus the exposure to cyber threats, has been accentuated by the Covid-19 crisis.  

Additionally, there has been a steep increase of threats that combine both the physical 
and cyber aspect, also known as hybrid threats (e.g. hindering democratic decision-
making, destabilising governments using disinformation…). These threats require the EU 
and its Member States to identify and mitigate vulnerabilities in relation to their critical 
infrastructure from another angle. 

To cope with these challenges, the EU is increasing its efforts in terms of spending for 
Critical Infrastructure. As explained above, this security area can be considered the most 
significant area in terms of spending. 

Figure 40: Critical Infrastructure spending over time 

 

In total, around €19 billion have been spent over the past years (2015-2020) in that area. 
While there a was a 18% decrease in from 2015 to 2016, the spending has been growing 
steadily ever since then until 2020. In fact, the total spending in critical infrastructure has 
doubled, from a total spending of €2.48 billion in 2016 to €4.89 billion, as depicted in the 
figure above. 
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Figure 41: Total Critical Infrastructure spending 

 

As can be seen in the pie chart above, one of the main spending sources in this area is the 
CEF programme, which has allocated €3.74 billion to Critical Infrastructure. All three 
sectors of the CEF Programme (namely CEF Energy, CEF Telecom, and CEF Transport) aim 
at contributing to the protection of critical infrastructure. In addition to the CEF 
programme, Copernicus and ICSP are also investing significantly in this field, with €490 
million and €460 million respectively. 

Figure 42: Critical Infrastructure main spenders at EU level 

  

As depicted in the visual above, there is a significant increase in 2020 under the CEF 
programme. This is mainly due to two projects funded under this programme. The first 
one was granted to the Baltic countries, with €1 billion value, while the second one was 
allocated to Slovakia and Hungary, with €300 million value. The purpose of both projects 
is to achieve a fully functioning and connected internal energy market. 

The correct functioning of the internal energy market relies on the security of the supply 
of electricity, natural gas and oil. It is therefore crucial to ensure that the security of energy 
supply is ensures, together with an adequate level of interconnection between Member 
States. The dependency of the EU on energy imports together with the geopolitical 
tensions these third countries, such as Russia and Ukraine, can put at stake the EU’s 
security of energy supply (e.g., current Russian-Ukrainian crisis in 2022, Russian-
Ukrainian gas crisis during the winter of 2008-2009). For this reason, the EU funds are 
focusing on the functioning of the energy market as pointed out above.     
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At national level there are 5 top spenders, allocating above €1 billion to this civil security 
area. These countries include first France as the biggest spender (€1.83 billion), followed 
by Czechia (€1.44 billion), Romania (€1.31 billion), Slovenia (€1.25 billion) and Germany 
(€1.21 billion). Of all these Member States, both Czechia and Romania have a considerably 
higher spending in one year compared to their spending in other years. Other consistent 
high spenders on critical infrastructure are the Netherlands (€940 million) and Spain (€840 
million). 

 Figure 43: Highest Member State spending on Critical Infrastructure over time 

 

According to the data, other Member States mostly spend under €100 million on Critical 
Infrastructure on a yearly basis. There are however certain outliers, similar to Czechia and 
Romania, where a sudden spike in yearly spending can be detected. This is the case for 
Slovakia (€500 million in 2019), Finland (€420 million in 2018), Austria (€390 million in 
2020), Croatia (€275 million in 2019) and Portugal (€225 million in 2018). 

A notable absentee in the analysis of this security area is Italy. Based on our data, they 
only rank 12th in Critical Infrastructure spending with €400 million over a 5-year span. 

Concerning the product and services, logistics and utilities account for 30% of all spending 
in this civil security area. This product and service category is followed by critical 
interoperable communications. This is followed by vehicles, and PPE/safety equipment.  
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Figure 44: INFRA product and services spending 

 

4.2.5 Procurement and R&I funding 

R&I funding in the security area is key to ensure state-of-the-art solutions are designed 
and implemented to foster security within the European Union. The proposed general 
distinction in the dataset aimed at getting a clear view on how the European Union and its 
Member States invested to ensure Europe produces world-class science, removes barriers 
to innovation and makes it easier for the public and private sectors to work together in 
delivering innovation.  

There are however limits to the conclusions we can draw from the available data. Certainly, 
from a Member State point of view, the data shared by the national contacts throughout 
the collection of national market data can be considered insufficient to bring forward robust 
findings and conclusions.  

As a result, the main focus in this section will be on the research and innovation data 
shared by the European funds.  

Figure 45: R&I investments by European funds 

 

Based on the available data, Horizon can be considered the main investment fund for 
research and innovation. Over the course of the 2015-2020 period, just over €1 billion 
was invested by this financial instrument focused on securing Europe’s global 
competitiveness. Next to Horizon 2020, the ISF (€130 million), ICSP (€80 million), 
Copernicus (€55 million) and CEF (€31 million) each also invest to a certain extent in this 
area. 
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Figure 46: Beneficiary Member States of European R&I funds 

 

In terms of geographical distribution, it can be seen in Figure 46 that the top Member 
State beneficiaries of R&I funding from the European funds are Italy (€137 million), France 
(€129 million), Spain (€121 million), Germany (€117 million) and Greece (€107 million).   

Another insightful result can be found by identifying the main products and services these 
European funds are investing their money in. The figure below clearly indicates that 
innovation into digital products and services has become a top priority for the European 
Union. More than 50% of the funds invested go towards digitally focused categories, 
clearly led by ‘Digital security products and services’, which might be related to the 
increasing number of cyber-attacks. This clearly indicates Europe’s need and aim to 
improve its cyber safety. 

Figure 47: Main products & services invested in by European R&I funding 

 

4.3 Supply-side analysis of the EU civil security market 

The following sections provide the analysis of the EU civil security market from the supply 
side, with a specific focus on the key industry’s characteristics and its competitive 
landscape. The analysis is based on a combination of primary (e.g. industry survey, 
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interviews, Stakeholder Catalogue) and secondary sources. It has to be noted that some 
important primary sources of information for the analysis are not intended to provide an 
exhaustive picture of the whole security ecosystem, but rather to provide insights from a 
sample of key companies actively and predominantly involved in the civil security industry, 
allowing to draw conclusions relevant for industrial policy. Comparisons with figures/data 
from other studies/available literature should be treated with caution, as definitions of the 
civil security sector may vary greatly, leading to different scope of analyses and 
subsequent results. 

4.3.1 Industry characteristics 

The EU civil security market consists of a plethora of agents and organisations involved in 
a very large and complex value chain of security goods, services, subsystems, and 
components, which are frequently supplied to various economic sectors covering both non-
security and security-related activities, thereby making the establishment of clear 
boundaries for the industry extremely challenging. Also, security products are usually 
composed of different parts and technologies that require specialised and unique 
capabilities for their design and production, which are hardly retrievable in-house by a 
single firm. As occurring also in other economic sectors, the supply chain easily crosses 
borders to improve the competitiveness of the final product or service, with companies 
sometimes finding advantages in outsourcing key parts and technologies, looking for lower 
prices or higher quality. All of this contributes to the complexity and high number of actors 
involved in the supply chain, as well as to other key characteristics of the industry, such 
as the important role of system integrators, supply clusters and strategic alliances. 

What defines a ‘security company’? 

The market size estimates presented in this study require a binary ‘in’ or ‘out’ judgement 
of each procurement act. Such a delineation of the market is neither always obvious nor 
a unique challenge for the security market, but one that economists often struggle with 
when modelling developments of markets.34 When discussing the supply-side of the 
market, the challenge further expands. Using the procurement approach of 
products/services by public authorities, every company providing such a product can be 
defined as a ‘security company’. As shown by the product portfolio of key security suppliers 
on the EU market and supported by our industry survey, security is however frequently 
not the exclusive focus of the organisations involved in the civil security value chain. 
Activities related to the offer of security-related products and services are reported to 
account on average for around 60% of surveyed companies’ business (out of which 70% 
relates to civil security specifically), with a typical company generating some 75% of its 
revenues by providing civil security products/services.  

The target audience of our data collection tools includes companies primarily serving the 
civil security market or for which security represent an important part of their business, 
hence this assessment might overestimate the weight of civil security-related activities for 
the whole supply-side of the market. Nevertheless, to draw conclusions relevant for 
industrial policy, it is important to focus on suppliers that actively respond to policy 
measures addressed at the civil security market and to exclude those that occasionally 
provide their products and services also for the purpose of civil security. 

 
 

34 OECD (2017): DAF/COMP/WD(2017)33/FINAL, Market definition in multi-sided markets, available here  

https://www.oecd.org/officialdocuments/publicdisplaydocumentpdf/?cote=DAF/COMP/WD%282017%2933/FINAL&docLanguage=En
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This study applies a structured approach identifying representative companies for its 
analysis in a combined demand and supply-based approach. Notably, companies were 
identified based on their success in supplying relevant procurement contracts (top-down); 
procurement data was combined with information on membership to security associations 
and industry organisations or otherwise listed as providing security products and services 
(bottom-up).  

Figure 48: Identification approach of ‘security companies’ 

 
 

Source: Ecorys 

As a result, an industry sample was established that provides a good representation of the 
EU security industry covering: 

• Main contractors of a set of products/services related to the four security areas; 

• Alternative providers based in the EU to those winning contracts; 

• Other companies having security as a key pillar of their offer incl. those focusing 
on export. 

• Companies supporting the industry by providing relevant solutions, 
technologies, or components, but for which security does not necessarily represent 
a significant part of their business (e.g., the scientific instrumentation industry, 
supplying devices facilitating some inspection processes). 

Companies that act as suppliers of security solutions or intermediary products without 
major focus on security are excluded from the analysis of industry characteristics and 
competitive landscape35.  

Where are security companies based? 

The industry is spread across Europe, with points of concentration in larger economies. 
Apart from individual outliers, national economy size and civil security procurements as 

 
 

35 They are however included in the assessment of critical technologies and potential dependencies (Internal 
annex of the European Commission) 
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well as the number of civil security companies based in the country tend to positively 
correlate (see figures below). Larger markets benefit from rich networks of companies that 
provide a solid ground for organising relevant parts of the supply chain. About one third 
of companies are headquartered in in the four largest EU Member States (France 11%, 
Italy 10%, Germany 8%, Spain 5%) which also represent the largest procurers 
(collectively, over one third of total EU procurement spending). Strong industrial bases 
occur also in the norther European countries (particularly Belgium and Netherlands), while 
strong demand for security solutions is also requested in smaller but strong economies 
such as Austria and Ireland, as well as Czech Republic. Other countries, in particular in 
the Baltics and some Eastern European countries, feature smaller security markets and 
industries with fewer domestic production capabilities. 
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Figure 49: 2015-2021 Share of EU Civil security spending36 by Member State (% of total) 

 

Source: Ecorys based on procurement data 

Figure 50: Distribution of civil security companies per country (% of total) 

 

Source: Ecorys based on stakeholder catalogue, N= 812  

 
 

36 Figures include both procurement and research & innovation spending 
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What is the industrial structure? 

The general structure of supply is strongly influenced by the structure and characteristics 
of demand which, combined with the overall regulatory environment, contributes to 
creating an environment in which there can be very high barriers to market entry37. Such 
barriers may relate particularly to high investments costs associated with technology 
development, the transition from technology development to placing a product on the 
market and high costs associated with securing markets (e.g., lobbying, marketing, 
commercial diplomacy), which also include the needs to inform and “educate” clients on 
technological possibilities and choices. This is particularly true for specific high-end market 
segments addressing new and emerging threats. This is for instance observed in high-end 
segments for biometrics and secure communications, which tend to be characterised by a 
limited number of leading players, as well as in the CBRNE detection and aviation security 
areas for the supply of equipment38.  

For these segments, demand is often characterised by requirements in terms of security 
capabilities that can be quite highly specified, with different national governments and 
administrations defining the shape and structure of demand through their own 
procurement rules and security-related regulations (e.g., critical infrastructure protection, 
border management, or secure communication and biometric identification systems for 
governmental institutions). In particular, different national legislations and approaches are 
reported by European companies as sometimes distorting the market and affecting market 
openness (e.g., for sensitive high-end purchases), de facto favouring national companies 
(see also Competitive landscape section). 

Other market segments address more “traditional” security threats, based around the 
supply of general security applications, such as for instance physical access control, 
intrusion and fire detection and CCTV/video surveillance. For these segments, supply tends 
to be comparatively more broad-based with fairly standardised products and a high level 
of transferability of security technologies and equipment across different market 
segments. As a result, these segments are usually relatively more open to competition. 
For instance, this is the case of protective clothing, which features the presence of a large 
number of players on the market, serving a diverse range of industries and services. 
Nevertheless, while addressing primarily protection against “traditional” security threats, 
these products can also be highly innovative and an integral part of overall responses to 
new and emerging security threats (e.g., integration of AI or facial recognition in video 
surveillance). 

Overall, the security industrial and technological base in Europe comprises companies of 
all sizes, with different specialisations and portfolios, some of them operating also in the 
defence, aerospace or commercial IT domains or being subsidiaries of bigger groups from 
these sectors. The industry includes large companies with a European and often 
international dimension and supply capacity, that are able to provide a wide range of 
technological, industrial and market supply capabilities, from system integration and 
subsystems to value added services and applications (see also Table 20 on key security 
suppliers in Annex H). These are followed by a dynamic community of small and medium 
companies, including start-ups and SMEs with very good performances and an excellent 
potential for growth, that operate often at national level. This is suggested also by our 

 
 

37 Ecorys, Study on the Competitiveness of the EU security industry, available here 
38 Idem 

http://www.decision.eu/wp-content/uploads/2016/11/Study-on-the-Competitiveness-of-the-EU-security-industry.pdf
http://www.decision.eu/wp-content/uploads/2016/11/Study-on-the-Competitiveness-of-the-EU-security-industry.pdf
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industry survey, which indicates SMEs expecting on average to more than double their 
total revenues from the supply of civil security products and services for the 2020-2027 
period39. Also, SMEs on average reported to have invested 30% of their 2020 revenues in 
R&D of civil security products and services. 

Data on EU public funding demonstrates a critical mass of SMEs in security research, where 
there is a slightly above average participation of SMEs40. The budget share of SMEs in 
comparison to the overall H2020 ‘Societal Challenge 7 (SC7) – Secure Societies’ budget is 
above the 20% target established for H2020 as a whole. Their success rate in grant awards 
is also higher than in other FP instruments, with SMEs and high-tech start-ups bringing 
significant innovation capacity to the EU civil security market. This is also very often a 
decisive factor to differentiate their solutions and stay competitive, with SMEs often 
focusing on restricted and highly specialised “niche” segments, where they are able to 
develop innovative technologies. 

Beyond access to finance, SMEs’ participation in EU-funded security R&I projects is a 
commonly used channel to enhance visibility through dissemination opportunities (e.g., 
networking, fairs) that SMEs alone struggle to afford. Moreover, this facilitates direct 
interaction with potential customers and provides opportunities to develop industrial 
alliances with larger players on the market, especially to access foreign markets and 
overcome market entry barriers, as those noted above. This is also driven by capacity or 
scale reasons, easier access to established sale channels and ‘reputation’ effects. As a 
result, SMEs oftentimes tend to seek partnerships with larger players (or are acquired by 
them) and/or license innovative technologies to them (e.g. dedicated equipment 
integrators), rather than try to enter new markets independently.  

The figure below shows a snapshot based on employment size distribution of civil security 
companies from the Stakeholder Catalogue. This provides an indication of the typical size 
distribution of relevant players across the market.  

 
 

39 Change in revenues achieved by 2027 as a percentage of revenues in 2020 
40 Community for European Research and Innovation for Security (CERIS) (2021), Challenges and 
opportunities for SMEs and start-ups in EU security R&I, available here  
 

https://ec.europa.eu/home-affairs/secure-safe-resilient-societies/events/challenges-and-opportunities-smes-and-start-ups-eu-security-ri-0_en
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Figure 51: Distribution of civil security companies per size (number of companies) 

 
Source: Ecorys based on Stakeholder Catalogue, N=737 for companies with employment data 
available 

The assessment shows relatively equal size distribution from large to small categories. 
This is partially due to the skewed sample, which favours larger companies to be easier 
identified through bottom-up search as well as top-down procurement identification (being 
main suppliers mentioned in the data). Nevertheless, the data provides an indication 
towards a stronger base of medium and large companies than in other sectors. 

Looking at median revenues per company size (figure below), our Stakeholder Catalogue 
suggests that while the number of companies that can be identified is rather equally 
distributed across size segments, the revenues generated by large companies strongly 
outperform other size segments. While this result does not significantly deviate from the 
overall manufacturing sector segmentation41, data provides again indication towards a 
strong base of medium and large companies with very large supply-capacity. Notably, it 
has to be noted that almost one third of large companies included in the catalogue report 
revenues higher than €1 billion, being very often companies and global leaders operating 
in multiple markets or being subsidiaries of bigger groups. 

 

 
 

41 Eurostat SBS statistics 
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Figure 52: Median revenue per company size (€ million) 

 

Source: Own calculations based on and Stakeholder Catalogue (N=585) 

 
What products and services does the industry sell? 

Suppliers to the security industry frequently operate in multiple economic sectors. For 
instance, distinguishing between internal civil security, as per the scope of the study, and 
external security, which is mainly related to defence activities, poses some challenges in 
qualifying suppliers to both industrial sectors. External and internal security are 
increasingly interconnected not only in terms of threats or operational domains, but also 
in terms of technologies and, in many cases, solutions developed in the aerospace and 
defence domains are also applicable for civil security purposes. 

The capability of some security products and services to indistinctly tackle issues in the 
fields of defence, civil security, and other social needs, as well as the similarity of 
development and production methods explain why civil security firms usually operate 
concurrently in different markets, leveraging a more diversified customer base, synergies, 
and economies of large production42. Similarities can be found with the defence industry, 
which shares common need for instance in the areas of surveillance and communications, 
or with the ICT industry concerning hardware and software for security solutions. Also, 
important synergies exist with the space sector in the areas of communications, earth 
observation, and satellite navigation and positioning, particularly in the domain of Border 
Management and Hybrid threats43. 

Given the ability of various security products and services to indistinctly address different 
security fields (as also shown by the Security Taxonomy), companies in the sector often 
operate also in more than one civil security area in which they supply multiple security 
solutions (see also Table 20 on key security suppliers in Annex H).  

 
 

42 Sempere, Carlos Martí (2011) : A Survey of the European Security Market, Economics of Security Working 
Paper, No. 43, Deutsches Institut für Wirtschaftsforschung (DIW), Berlin, available here  
43 European Organisation for Security (2020), “EOS Considerations on Security Synergies” 

https://www.econstor.eu/bitstream/10419/119367/1/diw_econsec0043.pdf
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For instance, Geographical Information System (GIS) software allow greater 
enhancements to monitoring from security software applications, but also planning and 
forecasting potential security threats, both from physical and cyber threats. As such, 
software using GIS find application in different civil security areas, from border 
management to cybercrimes, disaster risk prevention and mitigation, protection of critical 
infrastructures. Notably, cybersecurity has been one of the largest areas seeing growth as 
the rise of GIS has occurred, particularly for attacks against critical infrastructure. 
Likewise, cybersecurity solutions encompass horizontally all security areas within the 
scope of this study and are fundamental for a wide variety of security products/services 
and enabling technologies, such as amongst others big data and cloud security, fraud 
prevention, identity and access management, malware detection and analysis, security 
incident management and response. 

Looking at the distribution of civil security companies per civil security area, the 
Stakeholder Catalogue indicates a balanced picture, with Resilience of Critical 
Infrastructure (INFRA) being the only area displaying a relatively higher share of 
companies operating in this field (71%), followed by Border Management (BM), Fighting 
Crime and Terrorism (FCT) and Disaster Resilient Societies (DRS), all of which account for 
between 63% and 51%. The vast majority of companies (85%) operate or produce 
security solutions applicable to 2 or more security areas. Notably, the catalogue indicates 
that 1/5 operate simultaneously across all four security areas. 

In general, the civil security sector is very reactive and responds to the latest 
developments and threats. This reflects on innovation processes and expenditures, making 
it particularly complicated to predict which security area is more likely to develop in the 
future.  

Figure 53: Distribution of civil security companies per security area (% of companies working in each 
area44) 

 
Source: Ecorys based on Stakeholder Catalogue, N=812 

 
 

44 Note that percentages do not add up to 100%, as various companies operate in multiple security areas 
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Within each security area, companies in the sector supply multiple security solutions (for 
top products and services categories procured per security policy area, see also section 
4.2 on demand-side analysis). Overall, among major trends, there are increasing demand 
for automated systems and market requirements for integrated security solutions and 
interoperability, as a result of rising interconnectivity of networks, systems, devices and 
related threats. 

In the INFRA area, our industry survey suggests an emphasis on solutions to increase 
resilience against both physical and cyber-attacks, including products for security of 
information systems, networks and hardware, but also security of data, information & 
intelligence gathering management, and exploitation, along with physical access control 
solutions.  

In the FCT area, solutions span across nearly all the functional areas identified, from 
investigation and forensics, to training, secure and public communication, 
data/information exchange and information systems, monitoring and surveillance of 
environments and activities, identification and authentication of persons, assets and 
goods.  

In the BM area, many solutions relate to the monitoring and surveillance of environments 
and activities, the detection, identification and authentication of goods, substances, assets 
and people and incidents, but also the secure and public communication, data/information 
exchange, positioning and localisation, tracking and tracing.  

Lastly in the area of DRS, solutions focus on strengthening the capacities of first 
responders in all operational phases, from personal & other equipment and technologies 
for prevention, response and recovery, CBRNE detection, and advanced data 
management, analytics and information update. 

What is the role of technology development? 

Technology is a major driver of the development of the civil security industry, and it is 
seen not only as a response to market requirements but can also serve to stimulate new 
demand, create new markets and maintain competitive edge. 

Civil security technologies and their implementation are generally characterized by high 
complexity and multi-stakeholder involvement. Security companies are typically highly 
innovative, driven by the need to adapt to fast evolving security threats and related 
changing customer needs, as well as rapid technological advancements. Our industry 
survey indicates that companies expect/plan to grow their investments in R&D for civil 
security products and services by 40% over 2020-2027. 

Over the last years, there has been an increasing trend towards public support for security 
research and innovation, including at EU level, with the European Commission actively 
engaged in identifying, prioritising and defining topics for upcoming work programs, 
including various consultations with relevant stakeholders. Nevertheless, companies in the 
sector often report a conservative EU approach to the adoption of new security 
technologies and an existing discrepancy between demand and supply in terms of research 
priorities, de facto creating a semi technology-driven approach to security research.  

Limited capacities to keep track of new technological developments often lead public 
authorities to follow rather automatically the needs and developments of industries and 
research organisations they are already connected with. However, such a predominantly 
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supply-driven technology push to security research does not automatically lead to 
innovations meeting strategic and operational needs of public authorities or to successful 
market launches45. In this respect, the European Commission (EC) “Action Plan on 
synergies between civil, defence and space industries”46 (adopted on 22 February 2021) 
envisages to promote a capability driven approach (CDA) for the EU security sector. Such 
approach, currently existing only for integrated border management47 in the civil security 
domain, would allow users to define capabilities needed and express their intention to 
procure products that, once developed, will offer the desired capabilities. This approach 
has proven useful in the space and defence sectors as it allows for a clear policy steer, 
long-term planning, an inter-disciplinary approach encompassing all stakeholders and 
synchronisation of the various processes. A similar overarching approach is seen as 
beneficial by many stakeholders in terms of more interplay between demand-driven 
innovation and technology push, and a more comprehensive, coordinated and harmonised 
approach across the EU towards common capability needs, gaps and emerging 
technologies. This is a key area indicated by many companies as critical to address current 
fragmentation, boost cooperation at EU level and consolidate public demand with a 
harmonised EU security policy, which would also address potential overdependence on 
imported technologies that are available off the-shelf 

Technological trends 

Following similar trends of other economic sectors, a number of key enabling 
technologies48 play a crucial role in the civil security market. Significant resources are 
being invested to explore and advance applications of these technologies in the sector, 
e.g., AI and Cybersecurity for which specific calls were launched in H2020, but also big 
data and cloud technologies. For instance, procurement data show that AI solutions are 
procured and researched in all civil security areas. Examples of solutions include AI tools 
developed for purposes of facilitating digital investigation/forensics, as well as AI-based 
detection tools developed for border surveillance, to allow a more reliant and fully 
automated threat detection replacing human screeners and enabling real-time detection, 
monitoring and analysis of threats and hazards.  As found in a recent study published by 
Frontex49, further applications include many different border security functions as well as 
corresponding capability and technology areas, from detection, identification and 
authentication to communication and information management, situation awareness & 
assessment and trainings. 

Big Data is also expected to become a very powerful tool in the security sector, as it 
contributes significantly to building intelligence about threats and incident management. 
Big data analytics can be used across all four civil security areas for data and information 
gathering, exploitation and exchange, surveillance and intelligence. In FCT, data analytics 
is used for instance in video analytics, video surveillance systems and speech recognition. 
It can be used for predictive policing, using data to predict if certain areas are going to be 
subject to higher levels of danger or crisis in the coming hours or days. In crisis 
management, there are emerging solutions for integration of information from multiple 

 
 

45 Insights from interviews with research and technology organisations 
46 European Commission (2021), Action Plan on Synergies between civil, defence and space industries, 
available here  
47 Article 9 of Regulation (EU) 2019/1896 on the European Border and Coast Guard, foreseeing a specific 
capability development planning process for EU integrated border management. 
48 Within the scope of this study, an in-depth analysis of the importance of these technologies for civil security 
and their potential applications was carried out, as a part of an Internal annex of the European Commission. 
49 Frontex (2020), Artificial Intelligence -Based Capabilities for The European Border And Coast Guard, 
available here  

https://ec.europa.eu/info/sites/default/files/action_plan_on_synergies_en_1.pdf
https://frontex.europa.eu/assets/Publications/Research/Frontex_AI_Research_Study_2020_final_report.pdf
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sources and non-traditional sources (e.g., social media) into incident command operations, 
which enable interactive presentation and visualisation of information, considering 
relevant human factors, and the development of an autonomous information collection. 

Moreover, R&D trends are also being driven by increasing demand for automation, 
integration and interoperability of security solutions, as a result of rising interconnectivity 
of networks, systems, devices and related threats.  

Looking at the latest trends (2016-2020) in EU funded security-related projects50, funds 
have been targeted towards different technological areas51. Major resources were invested 
in technologies for first responders, involving a large number of beneficiaries and projects. 
Novel technologies to advance innovation in this area include victim-detection 
technologies, pathogens detection, drones, IoT-based systems, solutions based on AR and 
VR systems (e.g., hands-on trainings for first responders with radioactive sources), 
communication solutions, risk anticipation and early warning technologies, mitigation, 
physical response or counteracting technologies. Given the trans-national dimension of 
different natural and man-made hazards and their drivers (such as climate change), an 
established culture of international collaboration with third countries is explicitly 
encouraged in developing technologies for first responders, under the new Horizon Europe 
Work Programme 2021-202252. As for areas relating to FCT, BM and INFRA instead, 
international cooperation is explicitly encouraged only where appropriate, assessed at the 
level of topics and limited to selected international partners only, due to the sensitive 
nature of most projects in those areas and EU interest to maintain strategic autonomy in 
critical domains of security.  

In the area of FCT, technological trends and development have been focusing on the fight 
against and the prevention of crime, with great emphasis on including cyber-crime, illegal 
trafficking and terrorism, including cyber-terrorism and CBRNE attacks. During recent 
years a significant amount of EU funding has been spent on CBRNE related projects, within 
EU Research and Innovation programmes (including FP7, H2020), DG ECHO’s Programme 
for Capacity Building, DG HOME’s Internal Security Fund, DG DEVCO’s CBRN Risk 
Mitigation Centres of Excellence (CoE), Structural Funds, European Defence Agency 
programmes, etc.  

New technologies are being investigated to tackle the growing complexity of crime scenes, 
containing various types of trace evidence items that can also present safety hazards for 
the forensic experts and crime scene investigators. These includes for instance 
nanotechnology, next generation sequencing and AI to improve the techniques to inspect, 
gather and analyse collected trace substances and make them more accurate and 
effective. Significant industry and research resources are invested also in the design of 
new and the upgrading of existing surveillance systems for public spaces that have been 
growing at massive pace in most European cities53, as to identify also means to re-design 
sensors as to ensure they capture data in the most proportionate and relevant way (e.g. 

 
 

50 Horizon 2020 (H2020) (2014 – 2020), Seventh Framework Program for Research and Development (FP7, 
2007-13) and Internal Security Fund (ISF) (2014 – 2020) 
51 Open Security Data Europe, a public platform aimed at tracking and displaying EU spending on security-
related projects, including on topics related to policing, border control, counter-terrorism and cybersecurity. 
The platform contains data on three different EU funding instruments: the ISF, H2020 and FP7. Available here 
52 European Commission (2021), European Commission Decision C(2021)4200 of 15 June 2021: Horizon 
Europe Work Programme 2021-2022 6. Civil Security for Society, available here 
53 Idem 

https://opensecuritydata.eu/topics/?p=1&limit=25
https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/wp-call/2021-2022/wp-6-civil-security-for-society_horizon-2021-2022_en.pdf
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active sensors focusing on abnormal patterns) and explore technological features ensuring 
that only relevant data is kept, processed and accessible by authorised actors. 

Relevant technological development relates also to improve the quality of data, and to 
convert voluminous and heterogeneous data sets (e.g., images, videos, geospatial 
intelligence, communication data, financial transactions) into actionable intelligence. 
These capabilities could be significantly enhanced by the use of critical technologies such 
as Big Data analysis applications and predictive analytics, designed for the needs of crime 
investigators. 

In the area of BM, there is an increasingly pressing need by authorities with border and 
maritime/aviation security responsibilities to have access and operate environments in 
which different technologies can operate in a fully interoperable and way, regardless of 
the supplier. Moreover, there is a growing need for automation (e.g., for document 
authentication or threat detection based on AI algorithms) and interchangeability as well, 
as to enable the use of technologies from different authorities in the same centralised 
environment in multi-country/multi-authority missions54. Research and innovation 
activities have focused on technologies and capabilities required to enhance systems and 
their interoperability, cloud-based integrated systems, open architecture and protocols, 
open standards for APIs and data models, standardised interfaces, equipment, tools, 
processes, and methods for rapid identification, whilst respecting fundamental rights 
including free movement of persons, protection of personal data, and privacy. Moreover, 
research projects addressed different technological solutions, including inter alia sensing 
technologies, remotely piloted aircrafts and underwater autonomous platforms (based on 
AI), CBRNE technologies and biometrics. 

Lastly, in the area of INFRA, technological development is more and more focusing on 
solutions to address hybrid threats, encompassing a combination of physical and cyber-
attacks55 and enhance the capabilities (e.g., through big data analytics, AI) for foresight 
and risk management on a systemic level, considering the increasingly interconnected, 
complex and interdependent networks and systems. Cybersecurity events and incidents 
are increasing rapidly, while security operations centres and cyber security responders 
struggle with the enormous amount of event and incident data and the decision on which 
they should take action in the limited time given56. As a result, research is also being 
targeted to support the human decision-making process, security process automation, 
analysis of potential Courses of Action (CoAs) and automation of impact assessments. 

4.3.2 Competitive landscape 

This section presents a high-level overview of the competition within the EU civil security 
market in terms of the strategic partnerships, leading companies within the EU, the 
competition on the global market, and international competitors. A more in-depth analysis 
of the competitive landscape can be found in Annex H.  

 
 

54 European Association of Research & Technology Organizations (EARTO)  
55 European Commission (2021), European Commission Decision C(2021)4200 of 15 June 2021: Horizon 
Europe Work Programme 2021-2022 6. Civil Security for Society, available here 
56 European Association of Research & Technology Organizations (EARTO) 

https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/wp-call/2021-2022/wp-6-civil-security-for-society_horizon-2021-2022_en.pdf
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General overview 

From a supplier perspective, the European civil security market is still perceived as 
fragmented and unstructured. Companies and EU associations sense that security policy, 
procurement and standards on the European level still lacks unity or a common approach. 
This results in de facto advantages for national companies, given their traditional ties to 
their respective country as well as the informal barriers that exist (e.g. national 
procurement requirements).  

Procurement data (incl. the five major markets) shows that national companies capture a 
large share of the market (80% of the top 50 recipients in procurement spending are 
national) compared to the non-national competition. This is also dictated by the sensitivity 
and confidentiality of information accessed and exchanged, which requires a high level of 
trust being established between the purchasing entity and the supplier, not only during 
the contract execution, but also for after-sale support, as to possibly add also additional 
capabilities. 

Whenever foreign competitors want to win a tender, they often make use of a local 
subsidiary given the importance of proximity to the public authorities. Also, it can be noted 
that non-European competition does not only arise at the level of final products, but also 
within the supply chain of intermediate inputs. 

Strategic partnerships 

In order for companies to win procurement/R&I contracts, they often work within strategic 
partnerships. These are prompted by a range of motives, including economising on 
production and research costs, gaining and/or strengthening market presence, and 
accessing intangible assets such as market knowledge. From a European perspective, 
these partnerships often focus on a specific country or topic and are limited in time. Also, 
information and resource gaps often prevent/limit smaller players (e.g. SMEs) from 
participating in international alliances, unless they can bring significant knowledge or 
innovation to the consortium. 

Who is leading the European market? 

The European market features prominent companies operating on the European and often 
global level, with various specialisations, supply capacity and different portfolios. Some of 
them operate and have a leading position in related and enabling sectors, including 
defence, aerospace or commercial IT domains or being subsidiaries of bigger groups in 
these sectors. 

Public procurement data shows various suppliers with very large supply capacities and 
contracts (>€200 million), ranging from companies operating in more “traditional” market 
segments such as fire response and first respondents’ equipment/vehicles, vehicles for the 
benefits of public safety as well as companies operating in more high-end market segments 
for aviation and maritime security or other new and emerging threats. These include also 
relevant non-EU players that have signed large framework contracts for land, maritime 
and aerial surveillance, together with other EU providers. 

In Annex H, a more detailed overview is given of the players that are leading on the 
European market as well as their characteristics and specific products/services.  
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How are Europeans competing on the global market and who are their main 
competitors? 

The study shows that companies within the European Union often look for business 
opportunities beyond European borders, with exports playing an important role in security 
companies’ business, pointing towards competitiveness of European companies on global 
markets. Expectations are that this trend will only rise over the next five years. Although 
many companies only operate on a (sub-)national level, there are some 
multinationals/highly specialised suppliers acting globally. 

However, there still exist important informal barriers to trade (e.g., regulatory compliance 
constraints, public procurement rules, IP concerns etc.) that limit international trade of 
security goods. It is also arguable that the provision of security equipment/systems has 
also become an issue of commercial diplomacy (e.g., China’s provision of security 
equipment, arguably at subsidised rates). Barriers to trade and international competition 
are sometimes specific to certain market segments, but generally apply transversally to 
all security policy areas. In the field of CBRNE threats for instance, given the sensitivity of 
information shared by the public authorities, certain markets outside the EU are reported 
by European companies as not accessible due to regulatory constraints and geopolitical 
concerns, while other can only be accessed through local presence. 

Overall, competition is primarily witnessed at European and national level, but also outside 
the EU. Fierce competition is increasingly experienced especially from the US, Israel and 
China and rest of Europe. More detail on this evolution can be found in Annex H. 

4.4 Analysis of critical dependencies  

This chapter gives a brief overview of the analysis performed on the critical dependencies. 
A more in-depth analysis on critical dependencies together with the underlying 
methodology is provided in Annex I and Annex J. 

4.4.1 Defining critical dependencies 

In the last ten years the European Commission has given particular attention to ‘key 
enabling technologies’ (KETS) and ‘strategic value chains’, and their role in supporting the 
competitiveness of Europe’s industry. In parallel, geopolitical uncertainties have given rise 
to concerns over ‘strategic independence’, first from a military vulnerability perspective, 
and subsequently from a wider security perspective. This has only been exacerbated 
throughout the COVID-19 pandemic, where limitations to the globalised ‘just-in-time’ 
supply chains and optimised production systems highlighted European vulnerability across 
multiple dimensions of health, economics and security. 

As a result of these developments, the European Commission decided in 2021 to update 
its industrial strategy and to incorporate the concept of strengthening Single Market 
resilience and critical dependencies, including certain technologies. For the purpose of this 
study, a dependency is understood as a situation in which the EU market is reliant on non-
European suppliers of security-related goods, services, data, infrastructures, skills, and 
technologies, in combination with limited possibility to substitute imports of these items 
by EU production. This dependence may arise for a variety of reasons (knowledge gaps, 
IP rights restrictions, production limitations, integration constraints, regulatory barriers…). 
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Given their sensitive nature, dependence on non-European suppliers can become by itself 
a security risk. Technology/product dependence can thus be considered a strategic priority 
area where technological sovereignty is to be pursued, by ensuring capacity building, 
continuity of production and control over technological chains. 

Finally, a dependency can be considered critical when the product/technology has the 
capacity to significantly enhance capabilities of the EU civil security (e.g., technology seen 
as critical or only enabler of a particular capability required to face a security threat) and 
are thus essential for the functioning and protection of our societies, economies and 
institutions. 

4.4.2 Overview of identified critical dependencies 

Next to defining what critical dependencies are, the study also analyses what technologies or 
products can be considered as a critical dependency for the EU. In Annex J, an overview is 
provided of all the identified critical dependencies and their overall impact on the EU’s strategic 
independence.   
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5. Future trends of the EU 
Civil Security market 

The future-looking analysis sought to respond to the following focal question: What will 
the EU civil security market look like by 203257? Specific questions also guided the research 
to better understand how the market is expected to evolve in the future and identifies 
where gaps might exist in terms of supply and research:  What new threats will the EU 
civil security market need to address? Will the EU civil security market be able to meet EU 
civil security needs autonomously in the future? How will the four identified civil security 
areas (border management, fighting crime & terrorism, disaster resilient societies, critical 
infrastructure resilience) evolve?  

This exercise brought together the market forecast of the market dynamics (above) and 
scenario planning. Scenario planning refers to the disciplined method and process, which 
results in extreme yet plausible alternative hypotheses about how the world might unfold, 
designed specifically to highlight risks and opportunities facing the organisation. It takes 
into account factors that might eventually influence and disrupt the security market, i.e., 
political, economic, social and others. Ultimately, its results can support the futureproofing 
of new strategies and options and, as decision-makers weigh possible strategic directions, 
help in assessing the viability of those options in different possible futures.  

5.1 Future drivers 

The starting point of the future analysis is to identify and assess future drivers in online 
survey. This first phase of the future analysis is followed by a second one focusing on the 
scenario development. A detailed description of the methodology is provided in Annex E 
and F. The purpose of this section is to present the main outcomes of the first phase, i.e. 
driver analysis. 

Based on the market dynamics analysis (looking back 2015-2020), the study has distilled 
relevant insights and developments, adding a variety of additional research for further 
information. This has given an overview on current and upcoming trends and drivers that 
influence in which direction the market may develop. 72 driving forces along political, 
economic, technological, social and environmental aspects have been determined and put 
into context. The drivers are presented in the figure below. 

 
 

57 With 2027 as a halfway point.  
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Figure 54: Driving forces 
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A key part of this exercise is the use of Deep View, an AI-based research tool that combines 
human intuition with machine objectivity. It uses natural language processing methods to 
ingest ideas and opinions expressed in written language and to find patterns across billions 
of documents. It calculates, collects, and stores datasets for patents, companies and over 
500k news and blog sources. The study team employed the news and blog sources 
database58 to run two larger analyses: starting with a general overview of the EU civil 
security market (‘General EU Civil Security Market’), we conducted further analyses to 
highlight the discussions around innovation and technology developments (‘Innovation & 
Technology Topics’).  

Figure 55: Deep View Research Structure 

 

Key insights from this sequenced analysis are summarized below:  

• General EU Civil Security Market:  

o General Observations:  

 The individual clusters and topics are more fragmented, indicating 
diverse and far-flung discussions around the EU member states. 

 Current articles around the future of EU security represent on the 
one side specific dialogues about challenges of certain countries 
(e.g., recovery plan for Cyprus) and on the other side general topics 
on an EU level (e.g., supply chain challenges). 

o General EU topics 

 Supply chain resilience has been challenged recently by the 
pandemic and it is also expected to be pressured in the future by 
other crises. However, especially shortages in critical medical 
equipment need to be in focus in order to ensure the safety of 
citizens. 

 
 

58 The database used is LexisNexis. It pulls English-language news (also non-English pieces tagged with 
English keywords) from 200+ countries sourced from 500K+ global news sources and 1Mio blog sources, 
including e.g., 18K+ licensed news sources from top tier web and print sources (e.g., Reuters, PR Newswire, 
Bloomberg, CNN, Politico). They also curate a list of sources to specifically exclude because they do not meet 
quality or bias-free standards. This list is checked and amended at minimum once a year. Additionally, filter 
options exist for the user within the tool to further decide how broad a range of sources should be included. 
This allows filtering for only top tier sources, inclusion of mid-tier and niche publications (e.g., industry-
specific, or smaller local publications), or the use of all sources in the database. 
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 EU has been onboarded to an international collaborative platform 
aiming to ensure the resilience of new and existing infrastructure 
exposed to climate risk  

 Switzerland has signed an agreement with Peru to exchange 
strategies, methodologies, and processes to strengthen disaster 
preparations.  

o Discussions of Member States 

 People in Vienna were killed by professionally equipped (e.g., 
automatic weapons) terrorist associated with IS in 2020. These 
events also seem to impact the decision to heavily restrict the 
migration of refugees to Austria.  

 Due to a dramatic economic downturn, Spain is changing its 
migration patterns. Also, Cyprus is strengthening its marine 
operations to prevent arrivals of smuggling and migrations reaching 
its shores (e.g., Joint agreement between Lebanon and Cyprus to 
stop illegal immigration).  

• Innovation & Technology topics: Current discussions highlight the most 
important technologies for governments and the needs for global ethical standards:  

o Government Tech Trends 

 The COVID-19 pandemic has accelerated the digital innovations 
across the public sector, enabling new opportunities to leverage and 
use data as well as technologies. 

 The most relevant technologies are: Legacy modernization, adaptive 
security, A-a-service solutions, digital identity, hyperconnected 
processes, multichannel citizen engagement as well as 
operationalized analytics. 

o Proof of concepts  

 In order to test technologies under real conditions, test phases have 
to be conducted within society and in the real world. 

 One international example is an island close to Malaysia. 5G 
networks have been installed covering the island to test and simulate 
the effectiveness and the potential of the technology. 

o Ethical standards  

 Nevertheless, with an increased usage of technologies, an ethical use 
of the technologies has to be ensured. A significant share of citizens 
around Europe’s member states is worried about the use of data and 
tech. 

 For example, Singapore has introduced an “AI Governance 
Framework” in 2019 to adapt and further enhance AI technologies 
responsibly and accordingly pave the way for their digital economy. 

 However, these ethical standards can only be ensured with global 
collaborations. The EU and USA have set a trade and technology 
council to ensure microchip supplies and foster trustworthy AI. 
Moreover, the EU and India are also collaborating on tech challenges 
by bringing scientist and researchers together. India has been invited 
to participate in the “Horizon Europe” program. 
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Figure 56: Deep View Analysis: General EU Civil Security Market (left) and Innovation & Technology 
Topics (right) 

 

The relevant trends and driving forces that result from the iterative research process 
explained above – including expert interviews, desk research and Deep View analysis – 
were then prioritised as input for the interactive workshop sessions in which participants, 
representing various stakeholders involved in the study, jointly create the scenarios. 

  

5.2 Future scenario of the EU civil security market: a fragmented 
landscape 

5.2.1 Characteristics of the future scenario 

Guided by the methodological approach detailed above, the study team prepared the 
scenarios by raking the trends and drivers. A full description of the scenarios developed is 
included in Annex F, together with a detailed explanation of the underlying methodology 
in Annex E. The purpose of this section is to explain the possible official scenario: a 
fragmented EU civil security landscape. 

In this scenario, EU Member States fail to align jointly over their civil security priorities, 
while also successfully anticipating and responding to a dynamic threat landscape. External 
and internal pressures exacerbated existing tensions within the EU. An unwillingness for 
joint procedures coupled with extensive civil security threats leads Member States to 
pursue individual agendas. The EU and its institutions’ influence are crippled.  

Resultingly, civil security policy and R&I is highly fragmented. While there is healthy 
competition, there are also a wide range of solutions to tackle security challenges, 
although none of them are aligned with common needs across EU Member States. The 
national approach to security increases responsiveness to threats. Yet, it also entails some 
Member States lagging behind, and allows cross-border crime to capitalise on this. 
Reliance on third countries – as partners or suppliers - is therefore unavoidable. 
Fragmentation is also apparent in resilience of critical infrastructure, interoperability and 
use of resources. The social cohesion required to align goals and priorities exists only at 
the national level. 
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Existing disagreements and tensions 
between the EU Member States have 
continued and been aggravated by 
external pressures such as an 
increased migration influx and hybrid 
attacks. Internal pressure, stemming 
e.g., from elections of polarising 
national leaders in the past decade, 
have added to this. This leads to an 
unwillingness to create and follow 
joint procedures, providing an 
environment allowing for security 
threats to proliferate.  

At the same time, the frequency and 
variety of natural and man-made 
hazards have increased. Member 
States have had to find ways to deal 
with these at national level. Advanced AI regulation has been passed in some Member 
States, and productive long-term relationships with other nations have been successfully 
pursued, although not as a union. Some Member States have managed to produce security 
tech “unicorns”. 

As a result, the EU’s power declines in the international scene. Collaboration with others, 
from both a supply and demand perspective, is driven by Member States. While the 
Member State’s disparate approach to relationships with other countries has been 
successful in most cases, the EU’s overall position has been diluted. It is the frontrunner 
Member States who wield global political influence. Internally, there are excellent ideas 
and talent at the EU level, although without strong decision-making power, due to the lack 
of Member States’ alignment. Some Member States do pursue efforts toward finding 
common paths, to re-build a more consolidated civil security union. However, these would 
lead to success stories only in the long-term. Most Member States pursue their own 
priorities, collaborating with those who share their interests for a particular topic on an 
ad-hoc basis only. This form of alignment reduces response times for security measures 
implementation, as less players are involved in each. Such streamlined governance is lean 
and efficient for most Member States.  

However, such success cannot be materialised at EU level. One of the underlying reasons 
for this is the inefficient use of common resources, as these resources are at the disposal 
of Member State’s fragmented agendas. This fragmentation results in a lack of coherence 
in civil security industrial policies. Security priorities and corresponding industrial 
capacities are specialised at the national or even regional level. 

Innovation is not streamlined. There are many individuals and organisations with expertise 
that perpetuate different, often competing ideas. As a result, a wide range of technical 
solutions to civil security challenges are on the market.  

European companies develop solutions for the priorities of the EU’s frontrunner Member 
States, making them available elsewhere also, although without conceptualising 
overarching EU solutions. Competition is healthy, yet there is a certain level of 
misalignment between the demand and supply side for security products and services. 

Figure 57: Key characteristics of Scenario 4 
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This environment is confusing to those procuring such solutions. Additionally, private 
companies from outside the EU also invest in certain R&I fields, without contributing to EU 
in the same manner as local companies (e.g. tax payments). 

The focus on individual priorities inherent in policies and innovation reduces the response 
time and increases effectiveness of each individual country to dynamic threats. Strong 
strategic partnerships with non-EU countries on security priorities foster this 
responsiveness for many Member States. 

Cross-border crime within the EU, however, increases. The lack of common policies and 
little cooperation impedes the ability to track and apprehend perpetuators of such crimes. 

For the whole of the EU, strategic autonomy possibilities are limited. Some national 
security industries within the EU are strong, gaining renown including on a wider 
international level. Yet others, e.g. smaller businesses, are no longer able to compete 
against corporations from the American and Asian continents. There is also competition 
for talent within the EU. Some therefore rely on partnerships with external countries to 
target their civil security needs. This approach may be beneficial but could also cause 
dependencies. Governments outsource more capabilities to private companies and may as 
a result lose some measures of control over their response to security threats. 

Similarly, critical infrastructure resilience shows little commonalities across EU Member 
States. Although of overarching importance, resilience levels differ with the focus of 
Member States priorities. This complicates actions across borders, such as integration of 
critical systems or large-scale decentralisation. At the same time, the lack of 
commonalities also requires individually tailored approaches for each infrastructure attack. 
This reduces the risk of pan-European infrastructure disasters. 

It is also these challenges, in addition to fragmented national priorities, that lead to a lack 
of interoperability in systems and procedures. This impedes collaboration between end 
users and other actors. Collaboration takes place opportunistically – when it suits the 
groups involved and for a specific purpose. 

On top of hampering common European response to security threats, this also misuse 
national and EU resources, as research, response capabilities and systems are multiplied. 
Such increased security expenditures are not well-received by citizens. 

Aligning goals and activities on a higher level across the EU, requires a certain level of EU-
wide commonalities in citizen’s security priorities/needs. At this time, some commonalities 
exist, but are mostly present at Member State level. 

Citizens feel largely in line with their government’s civil security priorities. That also means 
that they feel relatively safe, following the individual Member State’s measures. However, 
the EU as a whole is less secure than it was before.  

In order to start tackling their biggest challenges efficiently and effectively, cohesion on 
an EU level needs to be facilitated. 
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5.2.2 Where are we halfway down the road to 2032?  

In 2027, civil security demand actors show increasingly divergent security priorities and a 
dearth of clarity on commonalities. A lack of coordination and limited dialogue among 
stakeholders contribute to this. Uncoordinated, individual approaches by actors and 
Member States limit economies of scale opportunities. This results in incoherence in 
security policies across the EU Member States. 

Insufficient dialogue is also apparent with regard to the supply side. Without dedicated 
anticipation of future threats, an over-reliance on off-the-shelf security products is 
developing. European competitiveness and the EU’s overall negotiation power declines. 
Member States support their national 
industry. Suppliers successfully 
develop solutions for civil security 
demand, but do so independently 
from EU-level input or influence. 
They have limited understanding of 
policy drivers and thus invest in 
security R&I without a clear public 
sector market strategy. If solutions 
are custom-made, they focus on the 
individual approaches and are only 
suitable for the needs of few Member 
States. The European industry, left 
alone, lacks the support needed to be 
competitive on a global scale. 

5.2.3 Implications and success factors  

The following table gives a clear overview of the implications and success factors related to 
the identified characteristics that are impacted by a changing civil security market. 

Table 4: Implications and success factors 

. Implications Success Factors 

Detecting 
End  
User Needs 

• Lack of harmonisation leads to 
duplications and redundancies 

• Continuing short-term mentality 
• Needs shared among end users within 

a member state but not communicated 
across borders 

• Limited learning opportunities 
• Pan-European needs "fall through the 

cracks" 

• Build EU-level communication & exchange 
opportunities to gather data on joint 
needs, and existing solutions and gain an 
overview 

• Coordinate views on the same matter and 
bring them to a joint forum, working to 
counter the fragmentation 

• Foster effectiveness at national level as 
well as pushing pan-European solutions 
and working groups 

R&I • Lack of scale and diverse knowledge 
profiles 

• Existing resources, capacities, etc. 
cannot always be effectively put 
together 

• Work to create an umbrella under which 
researchers can exchange knowledge and 
make needed resources available to 
others 
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• Research cannot be embedded in a full 
capability development process to 
bring insights to the market & 
operations 

• Hurdles to research and investment in 
development from lack of 
communication between end users & 
technology developers 

• Shortage of technology, talent & 
knowledge from other countries 

• Little opportunity to learn from 
countries experienced in certain 
threats or disasters (e.g. floods) 

• Without partnerships, little outside 
data & knowledge access 

• Implement systems that foster flows of 
information & knowledge 

• Refrain from establishing individual 
Member States or national champions as 
singular innovation hubs 
 

 

Policy 
Makers 

• Member State worries about bypassing 
sovereignty block policy making & 
implementation  

• Increasingly figurehead roles without 
much own power 

• Sharing ideas & collaborating is highly 
political 

• Possible refusal by Member States to 
implement directives etc. 

• Gaps in data & knowledge access for 
creating holistic policy 

• Involve both operational as well as 
innovation experts in policy process 

• Pursue policies that incentivize 
collaboration and joint decisions 

• Foster trust 
• Consider the EU-level (e.g. Commission 

actors) as facilitator for regional discourse 
and strategies for security agendas 

Procurement • More options, but also more complexity 
in choosing 

• No overview of full market offering, 
limited by national pursuits & possible 
partnerships 

• Little strength in numbers, or 
economies of scale across the EU 

• Increased flexibility for procurers, as 
they can buy what they "want” without 
too much pressure from other Member 
States or the EU level 

• Costs of products will rise for some 
Member States at least 

• Establish central analysis unit at 
minimum on regional or Member State 
level to achieve common overview of the 
multitude of offers  

• Minimize centralism even at the Member 
State level and give some power over 
security concerns to the local level, as 
they know their needs and challenges 
best 

Executive 
Authorities 

• Forced separation from agencies in 
other Member States 

• Increasingly politicised field of action 
• Knowledge and innovation 

"impoverishment", as no real search 
for new solutions or best practices 
outside own borders 

• One-upmanship within and across 
Member States on newest technologies 
implemented 

• Mistrust toward other actors & Member 
States 

• Little data available that was not 
gathered in-country or by sporadic 
partners 

• Upkeep the feeling of connection through 
similarities in some professions, i.e. “law 
enforcement culture", to maintain some 
continued exchange  

• Establish common hiring principles (e.g. 
profiles, education etc.) 

• Work to uphold a minimum level of 
interoperability so as not to go backwards 
 

Non-
Executive 
Authorities 

• Limited scope of action with very clear 
boundaries of their area of concern 
(national) 

• Some struggle with skills & talent 
supply chains 

• Mistrust toward other actors & Member 
States 

• Work to uphold a minimum level of 
interoperability so as not to go backwards 

• Identify possible strategic partnerships 
that suit Member State priorities and can 
be established as longer-term 
collaboration 
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• Little data available that was not 
gathered in-country or by sporadic 
partners 

• Foster links & relationship of trust 
between civil protection & local 
authorities to foster exchange, joint 
action and belief in given 
recommendations 

• Establish common hiring principles (e.g. 
profiles, education etc.) 

5.3 Future market analysis 

This section focuses on the implications of the evolution of the EU security market beyond 
2020 from both the demand and supply perspective. Based on the identified future drivers 
and shifting characteristics, the security market will continue to evolve over time. This also 
implies differing demand and supply patterns from the ones we know today. For each of 
the identified implications within the envisioned future scenario for the civil security 
market, some reflections are highlighted below. This section is drafted in line with specific 
characteristics identified in the future scenario and their implications. 

5.3.1 Detecting End User Needs  

In this scenario, EU Member States will bring forward differing civil security priorities. This 
will entail an unwillingness for joint project to address civil security threats. As a result, 
Member States are more likely to pursue individual agendas, which will ultimately lead to 
a highly fragmented EU civil security landscape. Based on the market analysis, it appears 
that certain security areas are already significantly Member State-driven. Both the FCT 
and DRS security areas are mainly funded by national streams, resulting in products and 
services provided to them in line with their respective national interests. In case of BM 
and INFRA, however, we see that the EU plays a significant role in procurement and R&I. 
If national interests were to become (even more) prevalent, this would bring along several 
implications.  

Certain pan-European needs would no longer be met when the civil security market would 
become more driven by national interests. The current heavy investments by the EU in 
the area of border management would no longer be sustained when this security area 
would be driven by Member States. As a result, only Member States with external borders 
would continue investing in secure borders. This would significantly lower the budget to 
secure these external borders, exposing the EU and its Member States to external threats. 

We would also see an increase in duplications and redundancies as a consequence of lack 
of harmonisation. This can be seen in FCT, for example. This security area is already 
especially Member State-driven, which means that the budgets for products and services 
related to this security area are mainly allocated on a national level. As a result, similar 
spending patterns can be observed for the Member States since they must cover the 
similar priorities first. If this trend were to continue towards other security areas, several 
Member States investing into similar products and services without investigating possible 
synergies. This means that similar solutions will be built for similar problems by suppliers 
on a national level, instead of sharing these solutions across borders and freeing up budget 
to cover additional (transnational) issues.  
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Lastly, it is worth mentioning that nationalised civil security will lead to less cross-border 
sharing of data and insights around future needs to ensure civil security. This will result in 
less accurate predictions into the future needs of Member States. 

5.3.2 Research and Innovation 

A direct consequence of the procurement of products and services on a national level 
instead of scaling resources on a larger scale, is the limitation of budget that can be 
allocated towards research and innovation. Also, the budget that can be allocated towards 
R&I is not being scaled either, impeding the setup of larger research projects. 

When we look at the market analysis, we see that these predictions can be reflected in the 
data. In the FCT security area, which is mainly driven by the Member States, the top spending 
categories for products and services are more traditional products and services such as 
general equipment and surveillance systems (respectively almost €2.5 billion and €2.4 billion). 
Funding into digital security products is only the third biggest spending category (€1.8 billion) 
although this has been identified as one of the main future challenges. This lack of investment 
into digital products and services from a FCT point of view, driven by Member States, can be 
put in stark contrast with the spending on R&I by the EU. The analysed data suggests that 
more than 50 percent of the funding by the European Union goes towards innovation within 
the digital sector. This is the result of a scaled budget, opening room for additional investments 
towards a safe and secure digitised world. 

In this scenario, a capability driven approach (CDA) for the EU security sector is missing. There 
will also be weaker and demand-driven innovation at EU level, leading to uncertainty in the 
industry and less incentives to develop new technologies, leading to sub-optimal levels of 
investments in R&I. This has consequences both in comparison with third countries as well as 
within the EU itself. Externally, it becomes more challenging for Member States to compete 
with other, more wealthy geopolitical players as they can no longer leverage on the pooling 
of resources. Internally, companies will invest in security R&I without a clear, holistic EU 
strategy, leading to custom-made solutions that focus on the individual needs and specificities 
of few Member States, limiting opportunities for interoperable solutions. The lack of 
consolidated EU public demand leads to overdependence on imported technologies that are 
available off-the-shelf, some technologies critical to the EU civil security are developed mostly 
abroad and implemented on the EU market.  

Finally, the lack of a coordinated and harmonised approach across the EU towards common 
capability needs, gaps and emerging technologies lead to an increasing discrepancy 
between demand and supply in terms of research priorities, de facto creating a semi 
technology-driven approach to security research. High geographic, thematic and user 
diversity gives rise to different security “sub-sectors” with various approaches tailored to 
national specific needs. In some Member States, there are no industrial bases as such, 
some companies and ecosystems deal with innovative technologies, but their size is not 
sufficient to compete in the European and global markets. 

5.3.3 Policy Makers 

From a policy perspective, Member States will likely worry that European policymaking 
might bypass national sovereignty. A first implication here would be that there would be 
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no basis on the European level to create new, holistic EU policy. Every Member State will 
put its own self-interest before the common good of the Union. This might even go as far 
as national leaders blocking policy making or implementation (of a Directive for example). 
This would impede the further harmonisation of legal frameworks within the broader 
European acquis. If further harmonisation were to become impossible, this would result in 
a status quo of the conversion of Member State legislation and interoperability as well as 
the inability of the European Union to take joint action against emerging risks.  

5.3.4 Procurement  

Whether Member States or the European Union are driving procurement, certain products 
and services will always need to be delivered similarly to different Member States. For 
example, a lot of Member States have been investing heavily into DRS and INFRA. Some 
of these investments are very similar (building bridges, flood prevention dams, firefighting 
vehicles…), but are to be executed on a national level. In these cases, close collaboration 
and information exchange between Member States would ensure that lessons learned by 
other administrations as well as information about certain suppliers is being passed on 
between the competent authorities in each Member State. In an environment envisioned 
in the future scenario, it is highly likely that not all this information would be passed on. 
This would result in missed opportunities and mistakes being repeated in similar projects.   

Linked to the previous point, the coordination and collaboration of procurement contracts 
between Member States would not become a natural option as it is now in certain security 
areas. This would lead to a limited overview for Member States of the full market offering 
(limited by national pursuits and possible partnerships), no scaling advantages, increased 
investment costs and less opportunities for harmonising systems and ways of working. As 
mentioned before, this would mainly impact the security areas that are currently more EU-
driven (BM and INFRA). If this were to change, there would be no future collaboration efforts 
to create platforms/systems on an EU-wide scale, like the interoperability components (for 
example, Shared Biometric Matching Service (sBMS)) and the EU large-scale IT systems (for 
example, SIS, VIS, EES, Eurodac, ETIAS, ECRIS-TCN). Also, Member States would become 
less inclined to start a joint procedure for certain procurement contracts, although it would 
benefit their position (for example, procurement of COVID-19 vaccines). 

In some of these cases, it is however unlikely that Member States would completely take 
over control of policymaking given the embedding of competences within the EU legal 
framework. 

From a supply perspective, this scenario would create national markets with high barriers 
to market entry. This follows from the general characteristics of the varying demand, 
combined with the overall regulatory environment. The EU market is highly fragmented, 
different national legislations and approaches are strong enough to distort the market and 
affect market openness, de facto favouring national companies. As a result, in each 
Member State the supply of security solutions (end-products, not intermediate critical 
inputs/technologies) increasingly concentrate mostly around national providers, which rely 
on a deeper understanding of local specificities, threats and public security’s needs. 
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5.3.5 Executive authorities 

The future scenario envisions a Europe, with Member States setting out their own vision 
and agenda. This will prevent a broader, European Union-wide strategy where executive 
bodies work closely together. An important consequence of this is the limitation of options 
for cooperation and collaboration between similar authorities in different Member States. 
Each of these authorities will have strategies in place aligned with their national agenda 
and targets, which lowers the chances of working together since these agendas will not 
always be aligned. These national agendas will also give rise to a growing mistrust across 
the authorities of different Member States. As each administration will only undertake 
action when this benefits their own agenda, other administration will always stand weary 
against their questions for cooperation or collaboration. 

Also, because contact between different authorities is limited, there will be a growing 
knowledge and innovation impoverishment between similar authorities of Member States. 
Whenever administrations in a Member States take action or innovate, this will no longer 
be communicated openly to their counterparties. As a result, Member States will be 
required to work out action plans or invest into innovation themselves, without the insights 
from past experiences/best practices from other administrations.  

5.3.6 Non-executive authorities 

Compared to executive authorities, the inter-Member State collaboration for non-executive 
authorities is limited given the very clear boundaries of their area of concern (firefighters 
and healthcare workers for example, seldomly work together across borders). This does 
however not mean that these non-executive authorities do not communicate lessons 
learned or share best practices with one another. If Member States would no longer 
prioritise working together, this way of working would slowly fade away despite the 
additional need for communication given the high probability of similar disasters taking 
place due to the ongoing climate crisis. 

Next to this, there are certain projects carried out by non-executive authorities that do 
require extensive collaboration and investment in order for them to be successful. During 
the analysis, large infrastructure projects were identified that aim at reinforcing the 
European civil security. For example, the large projects in the Baltics as well as 
Slovakia/Hungary to achieve a fully functioning and connected internal energy market, 
require years of collaboration and investment in order for them to become successful. If 
the future climate does not allow for such projects to become reality, it will be result in a 
quasi-stand-still on international projects like these. 

Also, one of the main future risks to European civil security is the climate crisis. This means 
that several Member States will need to take similar action within the areas of DRS and 
INFRA to secure their own safety (for example, firefighting equipment, flooding 
prevention…). When Member States start procuring the necessary goods individually, they 
will compete with each other, potentially driving up the price. Referring to the procurement 
of COVID-19 vaccines, the European Union would not be able to combine the means of 
the Member States to negotiate better deals for everyone.  
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6. Conclusions and 
recommendations 

This final section brings forward the key take-aways and corresponding recommendations 
of the study. It provides concrete and operational recommendations to address any 
identified shortcomings and to improve the achievement of the general objectives of 
creating a stronger and more competitive EU Security Market and improving the market 
uptake of EU funded security research.  

6.1 Market segmentation rationale 

The security market segmentation model in this study refers to the exercise of simplifying 
the security market map by dividing it into sub-markets (segments) based on varying 
dimensions and criteria (lenses and filters), as well as quantifying the market. The EU 
security market segmentation model is structured around three dimensions: demand (y-
axis), supply (x-axis), and procurement and R&I funding (bubble size). Based on the 
elements, the market can be analysed from different angles: geographies, industries, or 
products and services. Data was collected on each of the dimensions, lenses and filters 
presented in the rationale, both from a demand-side and supply-side and both with historic 
data (2015-2020).  

The initial security area segmentation approach was developed in consultation with DG 
HOME policy area coordinators. Interviews with stakeholders on the demand and supply 
side as well as interviews with the Steering Group have helped to further solidify the 
market segmentation approach. In particular, the security area segmentation has been 
discussed at length during the stakeholder consultation process and supported the data 
collection from both the demand and supply side. 

Recommendation #1 

The market segmentation model allows to analyse the EU security market with 
different lenses, including security products and services, as defined in the civil 
Security Taxonomy developed in the context of this study.  

The consultative process to develop and refine the market segmentation rationale 
resulted in a robust output, which was beneficial for the development of the Security 
Taxonomy and Stakeholder Catalogue but also served as important elements to 
populate the database for the market analysis. This consultative process should 
be replicated in the future.  

In addition, the market segmentation model is closely related to the Taxonomy and 
Stakeholder Catalogue, and should continue to be updated in parallel to these study 
outputs.  
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6.2 Security Taxonomy 

Security area segmentation approach 

The EU security study developed a taxonomy as a common language or harmonised 
terminology for security products and services; it was built around the four security policy 
areas and subareas in scope of the study. However, the segmentation approach does not 
follow a completely consistent logic across the taxonomy due to the complexity of the 
areas of interest. For example, some security sub-areas are ‘functions’ themselves: e.g., 
digital forensics and conventional forensics, and are in fact used across all of the security 
sub-areas within fighting crime and terrorism. In other cases, the security sub-areas cut 
across other sub-areas. Examples include the sub-domain “Dark net (illegal markets/ 
cryptocurrencies)”, which cuts across many, if not all of the threat types in the fighting 
crime domain. For instance, the dark net can be used to acquire fraud data or sexual 
content related to minors. 

In addition, the logic underpinning the policy segmentation approach to the Disaster Risk 
Resilience area is not in complete alignment with the other security areas of the taxonomy. 
Specifically, the second-level sub-areas are distinguished by the cause of disaster, namely 
natural disasters, human-induced and accidental disasters. This results in duplication at 
the third level, whereby specific disasters are repeated under both accidental disasters 
and human-induced disasters (see, for example radiological / nuclear disasters; chemical 
/ biological / humanitarian disasters and explosives). While it is logical when addressing 
the security area as such, it does not fully align with the other security areas and may lead 
to unnecessary duplication within the taxonomy. 

Recommendation #2 

For future iterations, it is recommended to review and further refine the security 
area segmentation framework to ensure a consistent logic is applied across 
the Taxonomy. As mentioned above, additional efforts could be sought to improve 
the definition and phrasing of the sub-areas, avoiding cross-cutting sub-
areas for instance. This will also serve to support the wider objective of creating a 
common language within the EU security sector.  

As a first step towards the further development of the EU Security Market Study 
Taxonomy, it is recommended the European Commission to validate the taxonomy 
and to repeat this consultation exercise with DG HOME policy area coordinators 
and other DG HOME policy units, together with relevant DGs (e.g., DG TAXUD, ECHO 
etc.), as well as with representatives of key EU Agencies (e.g., Europol, Frontex, 
etc.). 

 

Functional areas dimension 

In addition to the policy areas and sub-areas, the study defined a list of 13 functional areas 
against which products and services were coded within the Taxonomy. By incorporating 
this dimension, it became possible to establish relationships between products and 
services, the functions that they enable and the policy domains in which they are deployed. 
These relationships are not one-to-one, given that a solution can be applicable across 
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multiple functional areas and/or multiple security policy areas. This is also reflected in the 
way that the study has set up the taxonomy, which allows to capture and filter for all of 
these relationships as comprehensively as possible.  

The result is a taxonomy that is multi-dimensional, rather than a static list as is typically 
the case for technology or product taxonomies. Coding each product and service to both 
the security policy areas in which they are deployed (80+ sub-security areas in the 
developed Taxonomy) and the functions that they enable within each of those sub-policy 
areas proved a time-consuming task due to the high number of sub-policy areas. Besides 
this, this coding exercise was also difficult to objectively validate in a time and resource-
efficient way due to the variety of (sub-)security areas as well as the wide range of 
stakeholders involved.  

Recommendation #3 

In future updates of the taxonomy, it may be necessary to further simplify the 
developed list of functional areas into a shorter list of, for instance 5 or 6 main 
functional areas in order to make updates to the taxonomy more feasible. This 
could be achieved by combining one or more existing functions under a broader or 
more logical heading. For instance, it may be sensible to combine: 

• “Monitoring and surveillance of environments and activities” and 
“Positioning and localisation, tracking and tracing”; or 

• “Identification and authentication of persons, assets and goods” and 
“Detection of goods, substances, assets and people and incidents”. 

If maintained as an organising dimension of the future taxonomy, the functional area 
definitions should be further refined and validated to ensure a consistent use of 
the broader Taxonomy.  

Next to this, the coding activity between security areas and functional areas will need 
to be revisited given that it is a living document. Products and services might 
evolve over time and cover different functions.  

 

Data collection approach 

The Security Taxonomy is based on two main sources of information: desk research 
(existing taxonomies, publicly available information from company websites, industry 
association websites, market reports, etc.) and stakeholder consultation. A small number 
of scoping interviews were conducted to inform the data collection approach; however, 
the bulk of stakeholder consultation activities were organised as part of the validation 
process. The validation sessions included a series of working sessions with both internal 
and external experts, including industry association representatives. The sessions proved 
particularly useful in facilitating focused discussions (“deep dives”) on a selection of 
solution categories included in the Taxonomy. Through these sessions, targeted feedback 
and reflections on specific categories of solutions were collected. The sessions enabled the 
team to identify gaps, verify the completeness of the listed solutions and to further specify 
solutions defined at higher levels of granularity (i.e., to identify relevant sub-systems, 
components, etc.).  
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Recommendation #4 

It is recommended to involve national and EU level associations and their 
networks (e.g., EOS, ASD, EARTO, ECSA, CoESS, ESA) in the process of updating 
the Taxonomy. Industry stakeholders are well placed to assess completeness of the 
taxonomy and to fill remaining and potential future gaps based on their knowledge of 
market developments. The approach deployed by the study in the validation sessions 
proved very useful towards collected targeted feedback on specific elements of the 
taxonomy and is worth replicating it in the future. Their involvement will also help to 
ensure stakeholder / industry buy-in. In addition, a broader scope of EU associations 
might be of interest for more specific or significantly broad areas, e.g. floods might be 
addressed through water management (e.g. EUWMA), food safety (e.g. EFSA), 
cybersecurity (e.g. ENCS) or the global topic of environment (e.g. EEA). 

Future update process may also include use of ‘feedback’ mechanisms that 
could be provided via expert groups, such as the Community for European 
Research and Innovation for Security (CERIS). CERIS has up-to-date 
knowledge with their community of users and researchers and could play an 
important role in maintaining and updating the Taxonomy from both research and 
practitioner sides. Receiving relevant insights from CERIS stakeholders could directly 
enhance the validity and relevance of the taxonomy. Such mechanism would allow 
stakeholders to directly comment on the Taxonomy tool. Messages would be received 
in a generic mailbox that could sort and categorise messages automatically.  

 

Data completeness: Granularity / Level of depth 

The study has made efforts to harmonise to the possible extent the level of depth of the 
products and services listed within the categories of the taxonomy, though variations 
inevitably remain. This implies that there may either be some gaps in the taxonomy 
deriving from the higher-level entries, or on the contrary, it may also entail that the 
taxonomy is deeply specific in parts due to categories entailing especially specific 
variations of products and services, depending on the perspective one has regarding the 
most appropriate level of depth. The critical question remains as whether a deeper level 
of depth adds value to the taxonomy or whether it makes it more challenging to maintain 
and future proof. This will be an important area for further refinement in the future 
development of the taxonomy – both in the short- and medium-term. 

Recommendation #5 

Future data collection and validation throughout the process of updating the Taxonomy 
can be facilitated by sharing the online Taxonomy Explorer with the Member States 
and other relevant stakeholders, including via CERIS. This will enable key stakeholders 
to familiarise themselves with the existing content of the Taxonomy and support the 
process towards its future updating by helping to identify gaps and ways to further 
optimise the existing taxonomy structure (policy dimensions and functional areas).  

Also, industry stakeholders are well placed to assess the level of granularity 
of the Taxonomy. Therefore it would be interesting to include them in the future 
update to fill remaining and potential future gaps based on knowledge of market 
developments. 
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Scope: Procedures  

In terms of scope, the taxonomy does not include procedures as such (e.g., Standard 
Operating Procedures (SOP). Experts noted that implementation of improved SOPs can in 
some cases produce more effective solutions than new products. These improved 
procedures are oftentimes the product of consultancy services. In the draft version of the 
taxonomy, ‘consultancy services’ as a standalone category was excluded (removed) due 
to the rather ad hoc and broad nature of the listed services under this heading in previous 
iterations. However, relevant services are integrated throughout.  

Recommendation #6 

Future development of the taxonomy may wish to consider including not only 
consultancy services but also procedures underpinning relevant solutions more 
generally. Inclusion of procedures could be added as a separate category 
within the longer list of products and services, or alternatively integrated within 
the existing categories where relevant. It is further recommended to consult with 
both industry and practitioner stakeholders to define the parameters and identify 
relevant sources of information to gather relevant data. 

 

Scope: Industrial activities 

The taxonomy includes industrial activities and security services which are either stand-
alone services (i.e., activities or services not associated directly with the purchase of a 
particular product), and/or those which are considered unique to a specific security area 
or sub-domain.  The taxonomy excludes industrial activities based on the assumption that 
‘Industrial Activities’ expressed in business processes (e.g., manufacturing, system 
integration, consultancy, support etc.) as well as security services that relate to 
installation, maintenance, training and operation of security systems and devices, are 
common to the majority of systems and products. As such, the study considers industrial 
elements of the security sector of limited relevance for the purpose of the Security 
Taxonomy. 

Recommendation #7 

Future development of the taxonomy may wish to consider whether, and to which 
extent, inclusion of security industrial activities would further enrich the 
Taxonomy. Inclusion of industrial elements could be added as separate category 
within the longer list of products and services. 

6.3 Stakeholder Catalogue 

Cyclical reiterations of the Stakeholder Catalogue 

The EU civil security market is composed of a dynamic and diverse ecosystem of 
stakeholders: on the demand side, stakeholders operate at various levels of government, 
with a diverse set of roles and competencies in the area of civil security; on the supply 
side, stakeholders greatly vary in terms of size, geographical coverage, security area, etc. 
Developing a catalogue of stakeholders thus requires frequent updates. 
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Recommendation #8 

As a result of this dynamic stakeholder ecosystem, it will be important to maintain 
and update the Stakeholder Catalogue for it to remain a relevant and useful resource 
across stakeholders active in the EU security market. In order to keep the content of 
the catalogue relevant and up to date, as a self-standing output of the study, 
stakeholder information should continue to be collected on a periodic basis (e.g. 
annually or bi-annually). The goal should be to ensure an up-to-date catalogue 
by collecting new stakeholder entries and updating the existing ones. This 
update could be ensured through the procurement of a study for that purpose. 
Alternatively, other update mechanisms could be explored. For example, a process 
of self-registration could put in place for stakeholder to be added to the catalogue. 
The information provided by the stakeholders could be reviewed and validated 
periodically (e.g. annually or bi-annually), ensuring the catalogue is kept up to date. 

An option should be provided for mapped stakeholders to provide feedback on the 
catalogue (e.g., errors, additions, updates). A feedback mechanism should be 
defined to collect this type of feedback at regular and defined intervals (see above); 
a starting point could be a contact form on the dedicated webpage and / or a generic 
mailbox. A simple process should be defined to enable this cyclical feedback 
mechanism and structure key steps (e.g., typology and categorization of requests, 
status of request up until completion). The expertise and network of CERIS could 
also be leveraged for this purpose.  

In addition to periodically verifying that information is accurate and up to date, a 
validation process should be implemented. Depending on the approach to continue 
to compile stakeholders, it may be necessary to implement a process to review and 
validate self-registrations (if self-registration desirable).  

The validation approach should consider sample tests to avoid duplicates and 
outdated contacts in coordination with industry associations. In regard to updates of 
the catalogue, automatic emails can be sent to all stakeholders in catalogue (to 
confirm or update info when contact has changed, if no response is received a ‘tacit 
validation’ can be considered). 

 

Privacy and consent  

Recommendation #9 

Privacy and consent need to be kept at the core of the update process: an extension 
to a broader public of the catalogue requires adapting the content in order to 
comply with data protection and privacy rules (e.g., GDPR). A public-facing 
version of the catalogue should contain only publicly available data (e.g., from desk 
research or open data portals) and stakeholder input (e.g., a form next to the 
catalogue on the CERIS website and surveys).  

This would imply that stakeholders would have to agree first to have their contact 
information published (e.g., via self-registration and / or feedback mechanisms as 
outlined above) and or information removed and aggregated to provide a “general” 
mapping of the ecosystem. 
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Adoption and use of the catalogue 

The Stakeholder Catalogue is structured based on the market segmentation rationale; this 
promotes alignment between study outputs while easing searchability for users.  

Recommendation #10 

In order to allow navigation and searchability of the Stakeholder Catalogue by future 
user, the structure of the catalogue (currently aligned to the market 
segmentation rationale developed for this study) needs to be maintained. For 
future updates, it will be important to make use of EU national and regional 
coordinators for both the demand-side (e.g. EU communities and working groups as 
well as representative associations) and the supply-side (e.g. industry associations). 
An option for stakeholders to self-register could be considered. 

It will also be important to disseminate the catalogue as a self-standing output 
of the study to a defined audience and promote its use across the ecosystem. The 
online tool allows stakeholders and users to interact with the data (e.g., searching 
and filtering using different criteria). 

6.4 Data collection 

Incomplete datasets 

The market segmentation model required capturing a large amount of data on each of the 
dimensions, lenses and filters presented in the rationale. Throughout the data collection 
phase of the study, data has been received from Member States, EU bodies and funding 
programmes. Although a significant amount of data has been collected, it should be noted 
that there are different types of data gaps that prevented the study from getting a 
complete overview of the European civil security market. 

The first data gap refers to the amount of data shared. While a significant dataset was 
prepared, it should be noted that the data cannot be considered complete, as the full range 
of contracts was not shared. This does not only lead to limited insights in the total market 
of certain products and services, but also impairs the study from drawing conclusions in 
relative spending between different Member States.   
 
Also, whenever contracts have been shared or included into the market study, these do 
not always contain sufficient information. A wide array of contracts did not contain vital 
information, such as a detailed description of the content of the contract, the value of the 
contract, the suppliers engaged for the contract, the labelling of the contract as a 
procurement contract/R&I contract or CPV-codes related to the contract. 
 
Lastly, material errors were also identified within the data files. Certain input files 
contained double entries, strings of unrelated copy-pasted text, years of execution outside 
the scope of the project, amongst others. The study put in place a data cleaning approach 
and strived to overcome these lacunes and correct the material errors whenever they 
encountered them.  
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Recommendation #11 

Data quality is crucial to gather insights on the state of the EU civil security market. 
Only with sufficient, qualitative data, it becomes feasible to perform a comparative 
analysis and make subsequent informed decisions. Therefore, a consistent approach 
across national authorities and EU institutions and agencies to capture 
procurement and R&I data will contribute to higher data quality.  

In this sense, the study suggests that CERIS prepares a template for such purpose, 
displaying the different necessary data fields related to procurement. Such template could 
be presented and disseminated amongst the national authorities and EU stakeholders, and 
used on a voluntary. Additionally, the study identified a quick win for national authorities 
to improve the quality of their provided procurement data. As observed during the study, 
it appears that national statistics bureaus already report certain relevant datapoints to 
Eurostat on a yearly basis. Working more closely with them might improve the process to 
collect and structure the data in accordance with a future template. 

On the other hand, the Commission could introduce incentives and mechanisms for 
Member States to provide clean and structured data. This requirement could be linked 
to funding instruments. In this sense, data quality of Member States could impact their 
access to funding. Such mechanism was already introduced and used by the European 
Commission across other funding programs and instruments, and contributed to 
improve data quality. Similarly, the Commission could continue to enhance pro-active 
cooperation with Member States and authorities, by acting as a convener for Member 
States to jointly discuss the data provided to the European Commission and promote 
dialogue, mutual learning and the exchange of best practices between for Member 
States authorities in terms of data gathering and data quality. This approach would 
allow for regular consultations on the matter, ensuring the involvement and 
commitment of Member States regarding quality and completeness of their data.  

Moreover, efforts are ongoing across other directorates of the European Commission 
for common procurement data; these initiatives could be expanded to cover the 
EU civil security market.   

 

Consistency in market scoping 

Since 2009, the European Commission has aimed to estimate the size of the European 
civil security market. Throughout the years, several studies have been performed to define 
its size (most recently in 2009 and 2013). Each of these studies, however, vary in their 
goals, scope and methodology. As a result, the comparability of the outcome of each of 
these studies is rather limited. This lack of comparability prevents the Commission from 
gaining robust insights into the evolution of the market over time.  

Recommendation #12 

In order to ensure the additional insights regarding the evolution of the European 
civil security market, it is essential that the scope and underlying methodology 
to establish the market size remain unchanged, despite the necessary adjustments 
based on the evolution of the market (e.g. new product and service, different 
geographical scope, etc). In order to get an accurate insight of the evolution of the 
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civil security market over time, the methodology applied in this study (see Annex D) 
can serve as a basis for the next study. 

6.5 Market analysis 

Need for a capability driven approach  

Associations and companies report an existing discrepancy between demand and supply 
in terms of research priorities. The selection of technologies for further research projects 
is often based on the analysed operational needs of public authorities (capability driven) 
and potential of the respective technologies. Public authorities have limited capacity to 
keep track of new technological developments, which often leads to a supply-driven 
technology push. Such an approach, however, does not always lead to innovations meeting 
strategic and operational needs of public authorities or to successful market launches.  

More interplay between demand-driven and technology/supply-driven innovation is 
perceived as needed. A capability driven approach (CDA) is partially already used in some 
Member States, with decision making on researching and developing new solutions in 
public agencies being to various extent based on CDA. However, these approaches are 
neither well-integrated nor interconnected, due to various factors such as differing 
regulatory frameworks, market conditions, institutional culture and technical languages, 
which do not prompt inter-agency dialogues and cross-domain capability management. 

More generally, there is still an absence of public awareness and general understanding of 
security developments (threats), policies and technological solutions. 

Recommendation #13 

The study advises to promote a capability driven approach (CDA) for the EU security 
sector (e.g., through capability development plans), following the experience of the 
space and defence sectors and extending the framework currently existing only for 
integrated border management. Monitoring and updating a ‘roadmap’ for future 
security capability requirements and technologies could provide a full capability 
picture to support decision-making at EU and national levels, increasing coherence 
between Member States’ planning, encouraging cooperation at EU level and 
contributing to reducing uncertainty over future market developments. 

The security taxonomy developed under this assignment provides a common 
reference on security capabilities, allowing for a bi-directional link to be made between 
capabilities and technologies. Such a common reference could help structure 
discussions to identify and define the capability gaps, and then connect these to 
technologies. Both actions are needed to explore the possibilities of technologies to 
close the identified gaps and to identify additional requirements for the emerging/new 
technologies. 

Once a target is defined based on an in-depth future oriented capability needs 
assessment, it is crucial to engage in public-private cooperation, develop initiatives 
to promote analysis, debate and dialogue to match the ambition of public policy makers 
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with the potential and possibilities of the private sector. The recently proposed high-
level European Forum on Security Research could serve this purpose. 

Targeted awareness programmes reaching out to specific target groups and the 
larger public could also help to raise awareness of threats, risks, vulnerabilities and 
improve the understanding and acceptability of technological solutions. 

 

Need for a harmonised industrial security policy 

The EU civil security market remains rather fragmented and unstructured, with different 
approaches to security policies and regulations across the various Member States and 
uncertainty over allocation of security responsibilities. Although various EU 
communications and initiatives have been implemented, definitions and sector delineation 
have changed over time. As a consequence, a harmonised EU industrial security policy 
incorporating monitoring and regular evaluation is still missing, leading to the absence of 
an EU common approach to procurements, technological priorities, standards, as well as 
common certification systems. 

Recommendation #14 

Public-private cooperation (e.g. through high-level forum) is needed for capability 
development and deployment, giving a global and coordinated view of EU security 
related activities, as well as implementing a coherent EU standardisation and 
certification framework. It is crucial to bring together all relevant stakeholders, 
including leading policy makers, public authorities and practitioner organisations, RTOs 
and universities, large industries and SMEs, citizens, civil society organisations and 
NGOs to discuss security priorities and future security agendas. 

The taxonomy developed under this assignment provides a basis for common 
definitions and understanding on the scope/boundaries of the sector and related 
activities. Regular assessments of the sector through studies are a starting point and 
allow to provide immediate policy recommendations. To implement a continuous policy, 
a longer-term view must be put in place that allows to assess developments over time 
and how gaps (i.e. technological, operational, societal, legal) evolve, as to improve the 
position of the EU security industry and functioning of the market. This assignment 
is setting the basis for further update and deepening of such comprehensive 
assessment of the industry, providing a clearer picture of the technological industrial 
base in Europe and the mapping of its competences. It is important to build on 
definitions and scope defined in the present study (e.g. taxonomy), to ensure 
consistency also in future assessments of the market. 

An area of particular relevance emerged during consultations with stakeholders regards 
how R&D in key technologies (e.g. biometrics, AI) is affected by existing regulations 
and how this impact competition from outside the EU. Thus, potential future analysis 
might include an assessment of the security regulatory framework in Europe, as to 
analyse the legal environment for security requirements and capabilities in order to 
identify existing inconsistencies in the market environment and potential negative 
effects on the security sector as a whole. 
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Alignment of spending to improve the complementarity and create synergies 

The awareness and complementarity around the civil security spending within the 
European ecosystem needs to improve. Whenever Member States decide to invest in a 
specific topic, this needs to be known by both other Member States and the EU in order to 
ensure that the advantages of the European scaling can be taken advantage of. 

The intentions and actions of Member States and European Union pointed out the 
heterogeneity of their actions. It is thus crucial to have a clear view of the long-term goals of 
each of the stakeholders, and well-established monitoring and coordination mechanisms. 

Recommendation #15 

CERIS meetings allow EU-funded projects to learn about other projects working on a 
similar topic or addressing a similar capability gap. The study encourages CERIS to 
keep organising these meetings, and providing a comprehensive overview of 
projects a across different EU funding instruments. Moreover, CERIS could also 
provide an event calendar, pinpointing when the project events are taking place. These 
measures will ensure findings are cross-fertilised and synergies leveraged. 

Additionally, CERIS could provide a snapshot of the Member States’ investment 
areas during its meetings. This would allow to raise awareness on the investment 
trends at national level and allow for economies of scale opportunities. 

6.6 Critical dependencies 

In the field of civil security, there is no univocal definition of critical technologies and 
dependencies, which can be assessed from different perspectives. Stakeholders in the 
sector have different understandings of these terms and report a lack of clarity / policy 
steer on which technologies are deemed most important (now and in the future) from a 
civil security policy perspective, urging a strategic approach and long-term planning at EU 
level that can bring more clarity on these aspects and avoid over-reliance on imported 
(critical) technologies available off-the-shelf. 

Recommendation #16 

Conceptual clarification and more guidance to industry are needed on key concepts 
such as critical technologies and technological sovereignty, especially on how these 
terms apply to the civil security sector and which areas should be the focus to build 
strategic independence as part of a broader EU security policy. This study provides 
a suggestion to support structuring the discussion that can evolve further. 

The establishment of a political prioritisation would be needed, for instance on 
whether the aim is to secure the availability of the final product vs the production of 
the full supply chain within the EU. Joint public-private discussions should be initiated 
in each security domain building on the Security Taxonomy developed under this 
assignment, to be linked and synchronised to the work of the EU Observatory on Critical 
technologies. Discussions should intend to look also beyond current dependencies 
and aiming to mitigate future ones. 
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6.7 Future scenarios 

The analysis of future scenarios consists of analysing the drivers and trends impacting the 
EU civil security market. Amongst those, the critical uncertainties are identified. Combining 
the most critical uncertainties yields four plausible visions of the future. This forward-
looking exercise allows to project how the EU civil security market will evolve in the future. 
Amongst the four future scenarios, the most likely scenario is identified. This refers to the 
scenario where the EU security landscape is fragmented. In this scenario, tensions within 
the EU are exacerbated due to internal and external pressures and tensions. Member 
States pursue their own political agenda, while the EU and its institutions’ influence is 
crippled. Although this approach allows to increase responsiveness to threats, it also 
deepens the gap between the Member States, allowing for further cross-border crime. 
Reliance on third countries as partners or suppliers is therefore unavoidable.  

 

Recommendation #17 

In order to fully leverage the outcomes of the future scenarios exercise, the European 
Commission should assess how to work toward reaching the desired future. 
Besides this, it is advisable to frequently revisit the scenarios, consider what is 
manifesting, what this implies for stakeholders, and what subsequent strategic 
actions can be taken to remain successful in these circumstances.  

For this purpose, continuous long-term tracking should be implemented. There are 
two existing options in that regard: Option A) Manual and writing occasional reports; B) 
Automated – requiring a one-time tool set-up, would take out human error and reduce 
effort, including automated generation of relevant insights & reports. 

6.8 Short-term roadmap 

This section details the immediate next steps for DG HOME to immediately leverage the 
findings of the study: 

• Disseminate: the study produced concrete outcomes, supporting the structuring of 
the EU civil security market. These outcomes, already available on the CERIS 
website, should be further disseminated amongst the security ecosystem. 
Stakeholders should be informed on the existence of these outcomes, and their use 
promoted by DG HOME. 

• Envision: DG HOME should reflect upon the future scenarios, and assess how to work 
toward reaching the desired future. Besides this, the remaining scenarios should be 
also monitored, as they indicate what capabilities the EU may require in the future. 

• Leverage: DG HOME should ensure current ongoing initiatives within the European 
Commission for common procurement data are leveraged and expanded in order to 
cover EU civil security market. 

This roadmap suggests the next steps DG HOME could implement in the short-term. These 
immediate next steps should be considered together with the recommendations the study 
brings forward in order to ensure full uptake of the study outcomes.  

https://ec.europa.eu/home-affairs/networks/ceris-community-european-research-and-innovation-security/eu-security-market-study_en
https://ec.europa.eu/home-affairs/networks/ceris-community-european-research-and-innovation-security/eu-security-market-study_en
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Annex A: Approach for the 
development of the market 
segmentation rationale 
One of the first steps of this study was to characterise the EU Security Market by 
developing a market segmentation rationale. This rationale has been defined using our 
segmentation model, in a number of iterations, including also the detailed taxonomy 
(covering industrial activity, policy and technology) using input from expert stakeholder 
interviews, extensive desk research and workshops. 

A.1 Market research 

During the preparatory activities of this study, past market analyses have been collected 
and analysed in order to take stock of the pre-existing market segmentations. This 
includes previous EU-mandated studies59 as well as industry and expert commentary on 
the EU studies60.  

Next to this, certain stakeholders on the demand and supply side as well as members of 
the Steering Group were interviewed. In particular, the policy domain segmentation has 
been discussed at length during interviews and has supported the data collection from 
both the demand and supply side.  The main goal of these interviews was to gather more 
in-depth information on the supply side of the industry. In particular, input was sought for 
the development of the taxonomy and market segmentation rationale based on the 
industry understanding. 

A.2 Defining the market Segmentation Model  

Methodological approach 

The methodology used to develop the market segmentation rationale allowed customised 
market outlooks and drives key recommendations and actions for stakeholders. It was 
used to create a single frame view, which can be populated with data, viewed via different 
lenses (referred to as “dimensions” above) and manipulated via different filters.  

Lenses are different angles from which one can look at the market (additional lenses could 
be added throughout the project). Filters are criteria by which one can reduce, augment 
or modify the type of data to be visualised in the frame, e.g. one or more EU Member 

 
 

59 Study on the Competitiveness of the EU security industry (2009, Ecorys); Study on the development of 
statistical data on the European security technological and industrial base (2015, Ecorys); The European 
Network and Information Security (NIS) Market (2009, IDC EMEA). 
60 Taxonomy of Security Products, Systems and Services (2016, CRISP); Review of the Ecorys report (2015, 
Association of European manufacturers and installers of fire and security systems). 
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States. The combination of lenses and filters allows the user to get each time a different 
overview of the market. 

To reduce the complexity of segmenting the security market based on different lenses; 
the study uses the ‘single frame view’ (left-hand side of the figure) structured along a 
demand axis and a supply axis.  

The single frame is suited to suggest business conclusions from the data collected. By 
using different combinations of lenses and filters, the security market is divided by 
identifying several actionable and interactive segments. This way, it became a flexible tool 
for multiple purposes and suitable to the needs of various stakeholders.  

The added value of this tool to visualize the market segmentation is that it makes it easy 
and intuitive to draw conclusions as to the trends of the market from the different lenses. 
From a stakeholder point of view, the tool can also be used to derive actionable 
recommendations for industry players as to the actions to take given the current and 
expected trends of the market. 

Data collection 

The market segmentation model required capturing a large amount of data on each of the 
dimensions, lenses and filters presented in the rationale, both from a demand-side (EU 
and national level) and supply-side, and both with historic data (2015-2020) and forecast 
data (2021-2027). Data elements have been gathered from different sources as 
summarised by the table below. 

Table 5: Data collection strategy 

Timing Level Data type Data collection strategy Timing of data collection 

Looking 

back 

(2015-

2020) 

Demand - 

National 

Security 

procurement at 

national level (not 

EU funded) 

Data request toward EU & 

Schengen member states 

• Pilot: May 

• All member states: 

June - August 

R&I investments 

at national level 

(not EU funded)61 

Data request towards EU & 

Schengen member states 

• Pilot: May 

• All member states: 

June - August 

Demand - 

EU 

EU funded 

security 

procurement 

Desk research, complemented 

with tailored data requests and 

interviews depending on gaps 

• Research & gap 

analysis has started 

• Tailored requests: 

June - August 

EU funded R&I 

investments 

Desk research, complemented 

with tailored data requests and 

interviews depending on gaps 

• Research & gap 

analysis has started 

• Tailored requests: 

June - August 

 
 

61 Funding at national level will not be included in the market segmentation model. However, we will request 
this data from national stakeholders and include relevant insights in Task 2 – Market dynamics. 
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Timing Level Data type Data collection strategy Timing of data collection 

Supply R&I investments 

by suppliers62 

Supply-side survey • June - August 

Looking 

forward 

(2021-

2027) 

Demand - 

National 

Security 

procurement at 

national level (not 

EU funded) 

Demand survey as an extension 

of looking back data request 

• Pilot: May 

• All member states: 

June - August 

R&I investments 

at national level  

(not EU funded)63 

Demand survey as an extension 

of looking back data request 

• Pilot: May 

• All member states: 

June - August 

Demand - 

EU 

EU funded 

security 

procurement 

Desk research, complemented 

with tailored interviews 

depending on gaps 

• Research & gap 

analysis has started 

• Tailored requests: 

June - August 

EU funded R&I 

investments 

Desk research, complemented 

with tailored interviews 

depending on gaps 

• Research & gap 

analysis has started 

• Tailored requests: 

June - August 

Supply Revenue 

forecasts from 

suppliers 

Supply-side survey • June - August 

R&I investment 

by suppliers  

Supply-side survey • June - August 

  

 
 

62 Private R&I investments made by suppliers will not be included in the market segmentation model. 
However, we will request this data from suppliers and include relevant insights in Task 2 – Market dynamics 
63 Funding at national level will not be included in the market segmentation model. However, we will request 
this data from national stakeholders and include relevant insights in Task 2 – Market dynamics. 
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A.3 Overview of the security areas and subareas 

The market study uses the four main security areas defined by the European Commission 
as a reference to structure the security policy landscape of relevance: (i) disaster resilient 
societies; (ii) resilience of critical infrastructure; (iii) border management and (iv) the fight 
against crime and terrorism. Together they will form the basis on which the market 
research and taxonomy exercise will be framed.   

The four areas are segmented into subareas, which reflect by and large the risks and 
threats that are causes of insecurity in societies, i.e. a threat-based approach to defining 
and categorising security products and services.64 

Based on desk research, interviews with security R&I Area Coordinators of the European 
Commission (DG HOME) for each research domain and member of the Steering Group, the 
domains have been sub-divided into two or three levels. The tables below illustrate the 
result of this breakdown exercise. 

Table 6: Security area breakdown: Disaster Resilient Societies 

 
Pillar 
level 
L1 

Disaster Resilient Societies 

L2 Natural disasters Accidental disasters Human-induced disasters 

L3 Geophysical Natech   

L4 Earthquake     

  Mass movement     

  Volcanic activity     

L3 Meteo-Hydro-Climato Chemical / Biological / 
Humanitarian Chemical / Biological / Humanitarian 

L4 Flood Animal and plant 
safety/security Animal and plant safety/security 

  Heatwave Food and water safety/security Food and water safety/security 
  Hurricane Air safety  Air safety  

  Storm     

  Wildfire     

  Drought     

L3 Epidemics/ Pandemics Radiological / Nuclear Radiological / Nuclear 
L4 Human Nuclear meltdown Nuclear meltdown 
  Animal Industrial accident Industrial accident 
  Plant technological accident technological accident 
    Cyber-catastrophe Cyber-catastrophe 
    Infrastructure failure Infrastructure failure 
L3 Extra-terrestrial Explosives Explosives 

 

  

 
 

64 Ecorys Security Market Study (2015) 
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Table 7: Security area breakdown: Border Management 

Pillar 
level 
L1 

Border Management 

L2 Flow of goods and trade Irregular migration Secure travel facilitation 

L3 Effective trade management Irregular border crossing Identity of travellers and travel 
documents 

L3 
Trafficking, counterfeit, illegal & 
dangerous goods / materials / 
wildlife Trafficking in human beings Documentation theft/fraud 

L4 

Goods in violation of intellectual 
property rights Migrant smuggling   
Cash & money laundering     

Drugs and arms trafficking 
    

Trafficking of cultural goods 
 
Trafficking of wildlife     

Waste trafficking     

CBRN threats & trafficking 
    

L3 
VAT/fiscal fraud Illegal stays Serious cross-border health 

threats 

  
Returns Flows of transportation means 

 

Table 8: Security area breakdown: Fighting Crime and Terrorism 

 
Pillar 
level 
L1 

Fighting Crime and Terrorism 

L2 
Organised crime Terrorism & 

radicalisation Cybercrime Other/horizontal and 
societal issues 

L3 Counterfeit goods & 
documents Terrorism financing Child sexual abuse Petty crime 

L4 
Counterfeit 
pharmaceuticals       

  Counterfeit goods       

  Dangerous products       

  Currency       

  Falsified documents       

L3 Environmental crime Protection of public 
spaces Online identity theft Domestic violence and 

sexual violence 

L4 
Illicit hunting and 
trading of wildlife Drone attacks     

  
Illegal mining and 
logging Mass shootings     

  
Illegal waste disposal 
and shipments       

L3 Trafficking of humans 
and goods Radicalisation Dark net (illegal 

markets/cryptocurrencies) Disinformation & fake news 
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Pillar 
level 
L1 

Fighting Crime and Terrorism 

L4 

Illicit drugs - 
production and 
trafficking Societal issues     

  Firearms trafficking 
Terrorist content 
online     

  

Trafficking in human 
beings and human 
smuggling 

Foreign terrorist 
fighters     

  
Trafficking cultural 
goods       

L3 Economic crime, 
corruption and fraud 

Explosives & 
explosive precursors Digital forensics Hate speech 

L4 VAT fraud       

  Money laundering       

  Corruption         
L3 Cargo crime CBRN threats Non-cash payment fraud Conventional forensics 

L3 Organised property 
crime   Attacks against 

information systems 
Travel intelligence 
(passenger Name record) 

L3     Threats related to 
encryption and 5G Youth criminality 

L3       Community policing 

 

Table 9: Security area breakdown: Resilience of Critical Infrastructure 

 
Pilla
r 
leve
l 
L1 

Resilience of Critical Infrastructure  

L2 
Transport Energy Health 

Communication & 
information 
technology 

Supply Chains and 
sensitive industries 

L3 Airports Electrical power Hospitals Network information 
systems 

Sensitive industrial 
plants 

  
Ports Oil and gas 

production 

Healthcare and 
blood supply 
facilities  

Telecommunications Security of supply 

  Railways Storage 
facilities 

Laboratories and 
pharmaceuticals Broadcasting systems Food 

  

Traffic 
control 
systems 

  Search and rescue Internet   

  
Roads and 
highways   Emergency services     

L2 Finance Critical water 
infrastructure 

Urban Built 
environments Space Other 

L3 Banking Wastewater 
treatment Public spaces Ground segments Research facilities 

  

Securities 
and 
investment 

Dams Soft targets   
Public response 
capabilities (police, civil 
protection) 

  

Cash 
distribution 

Supply and 
sanitation 
systems 

Smart city assets   Elections and 
democratic processes 

  

Financial 
transactions 
outside of 
banks   

Buildings 
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Annex B: Approach for the 
development of the EU 
Security Taxonomy  
This annex gives an overview of the methodology used to create the EU Security 
Taxonomy. 

B.1 Overview of existing taxonomies 

A core element of the preparatory phase of the study sought to establish a clear picture 
of the possible approaches to segmenting and categorising security products and services. 
This involved a review and cross-analysis of a selection of existing taxonomies used in 
both the public and private sector, or developed as outputs from EU funded research 
activities, e.g. FP7, Horizon 2020. When analysing these taxonomies, we sought to identify 
commonly used (and proposed) elements, definitions and terminology in the security 
domain and the different ways in which security products and services can be segmented 
and categorised. We also examined the extent to which existing taxonomies use policy 
domains (i.e. security areas) as one of the segmentation dimensions for organising 
security products and services.  

The study reviewed the following taxonomies: 

• Ecorys 2015 Study on the development of statistical data on the European 
security technological and industrial base65 

• CRISP Taxonomy of Security Products, Systems and Services66 
• JRC Cybersecurity Taxonomy67 
• STACCATO European Security Equipment Market (ESEM) 68 
• European Defense Agency Technology Taxonomy69  

B.2 Cross analysis of existing taxonomies and their application 

The initial analysis of existing taxonomies revealed that security products and services can 
be understood and categorised as responses to particular threats, e.g. fight against 

 
 

65 Ecorys, Study on the development of statistical data on the European security technological and industrial 
base, 2015. 
66 CRISP Project, D.1.2. Taxonomy of Security Products, Systems and Services, FP7 Grant Agreement no. 
607951, February 2016. Available: https://www.trilateralresearch.com/wp-content/uploads/2018/09/CRISP-
D1.2-Taxonomy-of-Security-Products-Systems-Services_REVISED.pdf.  
67 Nai-Fovino, et al., A Proposal for a European Cybersecurity Taxonomy, JRC Technical Reports, 2019. 
Available:  
68 STACATTO Project, Main Conclusions and Recommendations on the European Security Equipment Market 
(ESEM) and Executive Summary of the Final Report, September 2008. Available: 
http://www.iai.it/sites/default/files/staccato_final-report-executive-summary.pdf; NO-FEAR Project, NO-FEAR 
Process Framework: Link with STACCATO Taxonomy. Available: http://www.no-fearproject-
portal.eu/files/STACCATO_Taxonomy_portal.pdf. 
69 European Defence Agency, EDA Technology Taxonomy, 2008. Available: 
https://eda.europa.eu/docs/default-source/procurement/eda-technology-taxonomy.pdf 

https://www.trilateralresearch.com/wp-content/uploads/2018/09/CRISP-D1.2-Taxonomy-of-Security-Products-Systems-Services_REVISED.pdf
https://www.trilateralresearch.com/wp-content/uploads/2018/09/CRISP-D1.2-Taxonomy-of-Security-Products-Systems-Services_REVISED.pdf
http://www.iai.it/sites/default/files/staccato_final-report-executive-summary.pdf
https://eda.europa.eu/docs/default-source/procurement/eda-technology-taxonomy.pdf
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terrorism (CRISP70), the functions or capabilities that they enable, e.g. identify, 
authenticate, authorise, detect, monitor, etc. (CRISP, Ecorys71, JRC Cybersecurity72, 
STACATTO73) or the areas or contexts of application, e.g. airport security (Bosch, 
Honeywell). Two commercial taxonomies, Bosch and Honeywell74, additionally present 
ways of grouping products and systems according to users, demands and perceived 
security markets. With the exception of the CRISP taxonomy, none of the analysed 
taxonomies use policy domains as one of the primary segmentation dimensions.  

Terminology and corresponding definitions are not consistently applied across taxonomies 
(e.g. needs, demands, threats, capabilities, functions), while some taxonomies utilize a 
hybrid mix of segmentation approaches e.g. mix between policy and threat areas, 
functions enabled and types of systems. This finding reinforces the importance of creating 
a common language and common knowledge structures. We present the full analysis of 
the existing taxonomies in the table below.

 
 

70 CRISP Project, D.1.2. Taxonomy of Security Products, Systems and Services, FP7 Grant Agreement no. 
607951, February 2016. Available: https://www.trilateralresearch.com/wp-content/uploads/2018/09/CRISP-
D1.2-Taxonomy-of-Security-Products-Systems-Services_REVISED.pdf.  
71 Ecorys, Study on the development of statistical data on the European security technological and industrial 
base, 2015. 
72 Nai-Fovino, et al., A Proposal for a European Cybersecurity Taxonomy, JRC Technical Reports, 2019. 
Available: https://ec.europa.eu/jrc/en/publication/proposal-european-cybersecurity-taxonomy.  
73 STACATTO Project, Main Conclusions and Recommendations on the European Security Equipment Market 
(ESEM) and Executive Summary of the Final Report, September 2008. Available: 
http://www.iai.it/sites/default/files/staccato_final-report-executive-summary.pdf; NO-FEAR Project, NO-FEAR 
Process Framework: Link with STACCATO Taxonomy. Available: http://www.no-fearproject-
portal.eu/files/STACCATO_Taxonomy_portal.pdf. 
74 These taxonomies were not reviewed by the study team, but were identified as part of the literature review 
conducted by the CRISP project. 

https://www.trilateralresearch.com/wp-content/uploads/2018/09/CRISP-D1.2-Taxonomy-of-Security-Products-Systems-Services_REVISED.pdf
https://www.trilateralresearch.com/wp-content/uploads/2018/09/CRISP-D1.2-Taxonomy-of-Security-Products-Systems-Services_REVISED.pdf
https://ec.europa.eu/jrc/en/publication/proposal-european-cybersecurity-taxonomy
http://www.iai.it/sites/default/files/staccato_final-report-executive-summary.pdf
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Table 10: Assessment of existing taxonomies 

Taxonomy Policy coverage Products and services coverage &  

Level of Granularity 

Segmentation approach Relevance to Security Taxonomy,  

Gaps and Limitations 

ECORYS  

(2015) 75 

Broad coverage of civil security 

risks and threats resulting from 

terrorism, criminality, 

violations of public order and 

civil unrest; natural disasters, 

manmade disasters (i.e. 

industrial accidents and threats 

to critical infrastructure); 

broad coverage of security 

risks and threats linked to 

specific (horizontal) domains, 

namely international borders, 

critical infrastructure, ICT 

infrastructure and systems 

(cyber). 

The study broadly covers security products, 

technologies, systems; and the provision of private 

security services covering three broad headings: (i) 

i.e. manpower-related services, (ii) security 

consultancy and training services and (iii) security 

research services. 

Low Granularity: Security products, solutions and 

services are listed as illustrated examples, though 

not intended as an exhaustive list. 

Supply-side segmentation of the security industry, 

distinguishing between the supply of products and 

services concerned with protection and response to 

cyber risks and threats (‘Cyber security industry’) 

and the supply of products and services those that 

essentially support the security in the ‘physical’ 

world. The resulting approach distinguished 4 main 

dimensions: ‘Cyber security products and services’, 

‘Other security products’, ‘Private security services’ 

and ‘Public security services’.  

The approach categorises security products 

according to the functions or capabilities that they 

provide, which can by and large be grouped 

according to the phases of the security response 

cycle. 

 

The policy coverage is not fully aligned to the four 

policy domains; security products and services are 

categorised according to the capabilities or features 

that they provide, though with no link to a particular 

policy domain (exception of cyber security, which is 

considered as a cross-cutting sub-policy domain in this 

study).   

CRISP 

(2016) 76 

CRISP differentiates between 

four so-called ‘application 

areas’, namely: Border 

security/ management, critical 

infrastructure, emergency 

preparedness/crisis 

management, and security of 

Solutions are clustered into products, systems and 

services.  

Low / Moderate Granularity: Some sub-components 

of solutions appear to be included, though solutions 

are generally identified at the product level.  

Products, systems and services are segmented by 

policy area (defined as ‘application areas’), demand 

areas, e.g. access control and area / building / 

perimeter security, and functions, e.g. assess, 

authorise, prevent / protect, track, etc.   

There is a direct overlap between the CRISP 

“application areas” and three out of four policy areas 

covered under this study. Differences exist in terms of 

policy areas not being taken as starting points, and in 

listing solutions according to security demands and 

security functions.  

 
 

75 Ecorys, Study on the development of statistical data on the European security technological and industrial base, 2015. 
76 CRISP Project, D.1.2. Taxonomy of Security Products, Systems and Services, FP7 Grant Agreement no. 607951, February 2016. Available: 
https://www.trilateralresearch.com/wp-content/uploads/2018/09/CRISP-D1.2-Taxonomy-of-Security-Products-Systems-Services_REVISED.pdf. 
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Taxonomy Policy coverage Products and services coverage &  

Level of Granularity 

Segmentation approach Relevance to Security Taxonomy,  

Gaps and Limitations 

the citizens (e.g. households, 

public and semi-public spaces). 

STACCATO 

(2008) 77 

A relatively broad dual-use 

taxonomy on the specificities 

of security technologies, the 

security market and the 

security policy strategies from 

a supply and demand-side in 

order to integrate and 

coordinate a common security 

equipment market.  

The taxonomy covers security products, 

technology, systems and capabilities. With 7 top 

level sections from I) technologies, II) equipment 

and sub-systems, IIIa) Systems-services functions, 

IIIb) Design-manufacturing, IV) integrated 

platforms and system and human factors, VA) 

mission capabilities and VB) Policy and Support. 

Moderate Granularity: Top level (1) are broad 

descriptions, followed by sub-category levels (100) 

describing area/sector focus, sub-sub level (100-1) 

are products or services in this thematic area.  

 

STACCATO focused on 9 mission areas, both 

demand and supply driven. The taxonomy aims to 

capture both systems and subsystems offered by 

the supply-side and required from the user side 

with a focus on six missions/areas (see right). It 

identifies three transversal missions: a) 

interoperability, b) human factors and c)  

standardizations. The document does not provide 

any precise definition of the applied terms and 

concepts.  

 

There is some degree of overlap between the defined 

mission areas and the four policy areas of our study. 

The six mission / areas are: 1) Critical infrastructure 

and network protection/ cyber security, 2) CBRNE, 3) 

crisis management, 4) wide area surveillance, 5) 

movement of people, 6) movement of goods. The 

missions / areas entail a semi-hybrid mix between 

policy domains as defined in our study (#1, #3), policy 

subdomains (#2, #5, #6) and functions or capabilities 

(#4). The taxonomy is relatively old (2008), based on 

7th Framework Programme. The document does not 

provide any precise definition of the applied terms and 

concepts  

EDA 

(2008)78 
EDA logically follows defence-

related activities. The policy 

focus could be tracked to all 

four areas, but the taxonomy 

very strongly focuses on 

military and defence purposes 

only.  

The solution coverage tackles technologies, 

systems and products. The taxonomy offers a wide 

but detailed description of scope what is included in 

the respective layer (‘four digit’ taxonomy) 

Moderate / High Granularity: A scope is presented 

that describes the respective (sub) technology, 

followed by two levels of detailed descriptions. ‘Two 

digit’ taxonomy fields which aggregate examination 

Defence-related technological activities are defined 

at three levels: 1) underpinning technologies, 2) 

system-related technologies and 3) systems and 

products.  

The taxonomy offers strong technological focus on 

defence. The structure could be applied to the present 

taxonomy, however, would require alignment with 

policy domains. Needs full alignment with policy areas.  

 
 

77 STACATTO Project, Main Conclusions and Recommendations on the European Security Equipment Market (ESEM) and Executive Summary of the Final Report, September 2008. 
Available: http://www.iai.it/sites/default/files/staccato_final-report-executive-summary.pdf; NO-FEAR Project, NO-FEAR Process Framework: Link with STACCATO Taxonomy. 
Available: http://www.no-fearproject-portal.eu/files/STACCATO_Taxonomy_portal.pdf. 
78 European Defence Agency, EDA Technology Taxonomy, 2008. Available: https://eda.europa.eu/docs/default-source/procurement/eda-technology-taxonomy.pdf 

http://www.iai.it/sites/default/files/staccato_final-report-executive-summary.pdf
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Taxonomy Policy coverage Products and services coverage &  

Level of Granularity 

Segmentation approach Relevance to Security Taxonomy,  

Gaps and Limitations 

of activities and competences, e.g. A10 – Human 

Sciences, and ‘four digit’ taxonomy fields that are 

specialised, e.g. A10.13 Human Health Physics 

JRC 

Cybersecurity 

(2019) 79 

All four policy domains are 

represented in the taxonomy, 

identified under the 

‘Technology and use cases’ 

dimension to provide an 

indication of the field of 

technologies and use cases 

where the cybersecurity 

foundational research results 

are applied. 

The taxonomy maps the available European 

cybersecurity competencies, rather than 

cybersecurity products, services or processes (incl. 

operational activities) as such. 

Low granularity: A small number of technologies 

are identified as representative examples of the 

third dimension, ‘Technologies and Use Cases’. 

The taxonomy is based on three dimensions: (1) 

Research domains; (2) Sectors, highlighting 

cybersecurity requirements and challenges in 

different sectors, e.g. energy, transport, financial; 

(3) Technologies and Use Cases, which represent 

the technological enablers to enhance the 

development of the different sectors. 

The taxonomy does not provide a comprehensive 

listing of cybersecurity products, services or processes 

mapped to policy domains, though it does provide a 

useful starting point for this task. The knowledge 

domains (first dimension) will provide important 

insights given the “cross-cutting” dimension of 

cybersecurity as regards the defined policy domains. 

 
 

79 Nai-Fovino, et al., A Proposal for a European Cybersecurity Taxonomy, JRC Technical Reports, 2019. Available: https://ec.europa.eu/jrc/en/publication/proposal-european-
cybersecurity-taxonomy.  

https://ec.europa.eu/jrc/en/publication/proposal-european-cybersecurity-taxonomy
https://ec.europa.eu/jrc/en/publication/proposal-european-cybersecurity-taxonomy
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B.3 Creation of the new Security Taxonomy 

In the first interim report, the policy taxonomy and functional areas were validated. We 
also provided a first draft of the border management taxonomy of products and services, 
linked to these security areas and functional areas.  

In the second interim report, we provided a more developed draft of the border 
management taxonomy and a first draft of the taxonomy for the fighting crime and 
terrorism security area.  

In the third interim report, we submitted a full, first version of the taxonomy for all four 
security areas which have been validated since the fourth interim report. The taxonomy 
has been refined and further defined.  

Since the fourth interim report, the study team focused on visualisation options for the 
taxonomy and documenting recommendations for its governance, beyond completion of 
the study, based on experience and process of developing the taxonomy over the past 
months and highlight the respective elements of the taxonomy that would benefit from a 
form of continuous updating or revision to maintain the taxonomy up to date in a rapidly 
evolving market and dynamic stakeholder ecosystem.   

B.4 Limitations to the new Security Taxonomy 

This section highlights some of the limitations of the taxonomy in view of data collection 
challenges, certain scoping decisions made by the study team, as well as suggestions for 
potential next steps – both short-term (within the current study) and medium- to longer-
term (following completion of the study). During the study, the team has consistently 
aimed to harmonise feedback, findings and views as complete as possible and find 
alignment in adaptation. Nonetheless, some variations remain which are inevitable but 
offer areas for further development post-study. The taxonomy will be a stand-alone 
product but is not intended to be the final security technology taxonomy of the European 
Commission. It is rather intended as a first step toward developing one formal, recognized 
taxonomy of security technologies. The taxonomy is a functioning, actionable way to 
create a common language, but will need cyclical updating post-study completion.    

The taxonomy does not include procedures as such (e.g., Standard Operating Procedures 
(SOP). Experts noted that implementation of improved SOPs can in some cases produce 
better solutions than new products. These improved procedures are oftentimes the product 
of consultancy services. In the current version of the taxonomy, ‘consultancy services’ as 
a standalone category has been removed due to the rather ad hoc and broad nature of 
the listed services in previous iterations. However, relevant services are integrated 
throughout. Future development of the taxonomy may wish to consider including not only 
consultancy services but also procedures underpinning relevant solutions more generally.  

The study team aimed to minimise the gaps throughout the taxonomy, in terms of products 
and services, in a processual way. The validation sessions proved very useful here, both 
in terms of highlighting the gaps, but also in largely verifying that no major systems/ 
solutions were missing. Nonetheless, gaps may remain which will be filled when in use by 
practice. The study team will try to tackle this as much as possible towards the finalisation 
of the taxonomy as one round of feedback revision is expected.  

The policy segmentation approach does now follow a consistent logic across the taxonomy. 
For example, some policy sub-domains are ‘functions’ themselves: e.g., digital forensics 
and conventional forensics, and are in fact used across all of the policy subdomains within 
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fighting crime and terrorism. In other cases, the policy subdomains cut across other sub-
domains. Examples include the sub-domain “Dark net (illegal markets/ cryptocurrencies)”, 
which cuts across many, if not all of the threat types in the fighting crime domain. For 
instance, the dark net can be used to acquire fraud data or sexual content related to 
minors.  

An on-going challenge that emerged in the previous interim report relates to the desired 
level of depth of the products/ services that are listed within the categories of the 
taxonomy. The study team has made efforts to harmonise the level of depth as much as 
possible, though variations inevitably remain. As has been noted in the previous report, 
the current status implies that there may either be some gaps in the taxonomy deriving 
from the higher-level entries, or that it is too specific in parts due to categories entailing 
very specific variations of products and services, depending on the perspective one has 
regarding the most appropriate level of depth. The critical question remains as whether a 
deeper level of depth adds value to the taxonomy or whether it makes it more challenging 
to maintain and future proof. This will be an important area for further refinement in the 
future development of the taxonomy – both in the short- and medium-term.  

The taxonomy includes industrial activities and security services which are either stand-
alone services (i.e., activities or services not associated directly with the purchase of a 
particular product), and/or those which are considered unique to a specific security area 
or sub-domain.80 The taxonomy excludes industrial activities based on the assumption 
that ‘Industrial Activities’ expressed in business processes (e.g., manufacturing, system 
integration, consultancy, support etc.) as well as security services that relate to 
installation, maintenance, training and operation of security systems and devices, as both 
of those items are in many cases carried out or provided by the same provided of an 
associated product or system. Similarly, the taxonomy does not include information on 
suppliers or companies – the industrial elements of the security sector as well as support 
services associated with a particular security product are included in the analysis of the 
supply-side dynamics that is being conducted in another task of this study.  

B.5 Overview of the new Security Taxonomy: security area segmentation 

The four security areas form the basis on which the Security Taxonomy was structured. 
The four security areas are segmented into sub-areas, which reflect by and large the risks 
and threats that are causes of insecurity in societies, i.e. a threat-based approach to 
defining and categorising security products and services.81 

Based on desk research and interviews with security R&I Area Coordinators of the 
European Commission (DG HOME) for each research domain, the security areas have been 
sub-divided into two or three levels. The figures below illustrate the result of this 
breakdown exercise. 

 
 

80 For example, we consider training activities which are not directly linked to the supply of a particular product 
or system to be a stand-alone service, e.g. training delivered to border control personnel on travel document 
fraud detection techniques. In the critical infrastructure domain, there is a substantial sector on the design of 
security systems for critical infrastructures, which can be considered as distinct from the providers of critical 
infrastructure equipment and technologies. Another example might include drone operation services by a 
specialised drone operator (on behalf of law enforcement or rescue services). 
81 Ecorys Security Market Study (2015). 
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Figure 58: Security Area Segmentation: Fighting crime and terrorism 
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Figure 59: Security Area Segmentation: Disaster Resilient Societies 
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Figure 60:Security Area Segmentation: Border management 
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Figure 61: Security Area Segmentation: Resilience of critical infrastructure 

 

B.6 Overview of the new Security Taxonomy: functional areas 

The table below presents the main types of security functions, which have been used as 
the second level of aggregation in structuring the Security Taxonomy. The list draws on 
the categories that were defined as part of the 2015 EU Security Market study (Ecorys), 
supplemented with additional categories identified on the basis of desk research. Each 
security function is accompanied by a definition and a non-exhaustive list of examples.  
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Table 11: List of security functional areas 

MAIN FUNCTIONS Refers to…. (preliminary description with examples, non-exhaustive)  

Personal & Other 
equipment for 
prevention, 
response and 
recovery 

PPE vehicles, platforms and other equipment for:  

• first responders during incident response and recovery. 
Includes special land vehicles, such as armoured vehicles, water 
cannon systems, etc.; aircraft (planes, helicopters) and un-manned 
flight systems (UAVs); ships and boats for use by coast guards; 
emergency equipment such as power generation, temporary 
shelters, specialist search and rescue equipment (other than for 
positioning and localisation of persons) (see ‘decontamination, and 
neutralisation for more) 

• regular security operations (police patrolling, civil protection 
operations border management), including equipment for 
deterrence / prevention, e.g. non-lethal weapons, firearms, etc), 

Emergency medical support, psycho-social support services. 

Data, information & 
intelligence 
gathering 
management, and 
exploitation 

Collection, processing, analysis, management, exploitation and 

dissemination of data, information and intelligence (e.g. Data fusion 

techniques including mining, trend detection and optimization analysis) 

to support, inter alia:  

• Information analysis for intelligence functions, such as counter-
terrorism and criminal intelligence (includes systems that enable / 
support pre-processing of large amounts of data for law 
enforcement purposes); intelligence for facilitation of travel at 
border crossing points, i.e. traveller / passenger facilitation, 
customs risk management systems; 

• Information management for command & control to facilitate 
common operational picture between different security actors 
(within and between departments, regions, nations);  

• Information support for situational awareness and (intelligent) 
decision making including through planning and risk assessment, 
e.g. forecasting, vulnerability and risk and cascading effects 
assessments, etc.; 

• Digital forensics, including to track and trace criminal actions in 
information networks;  

• IT security incident management. 

Monitoring and 
Surveillance of 
environments and 
activities 

Large / wide area surveillance of people and vehicles in specific 
environments (e.g. marine / maritime, air, land/rail borders). Includes 
monitoring and surveillance of 

• Large and small fast boats and underwater vehicles at blue borders; 

• Manned and unmanned vehicles (air surveillance), e.g. UAVs, light 
aircraft (linked to ATM systems); 

• Movement of people and land-based vehicles at regulated and 
unregulated land borders; 

• Remote detection of shipping containers 

Localised / small area surveillance of people, equipment and 
vehicles in controlled areas such as facilities, critical infrastructure, 
urban areas, transport and logistic hubs, seaports and harbours, 
airports and other specified locations. Includes video and other 
observation and surveillance systems, such as CCTV and video 
analytics, etc.  

Seismic, meteorological, biological and epidemiological 
monitoring to predict and detect geological hazards, weather-related 
hazards, dangerous pandemics, etc.  

CBRN monitoring in Seveso sites. Also includes monitoring of air / 
water, etc for early detection of CBRN contaminants.   
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MAIN FUNCTIONS Refers to…. (preliminary description with examples, non-exhaustive)  

Security of 
information 
systems, networks 
and hardware 

Digital systems / ICT hardware, systems and networks, 
software and hardware security engineering. Includes products 
for: certification, electronic seals, cryptography, data security and 
privacy, data loss prevention, data recovery solutions, security of AI 
systems; use of AI systems to get access to information (security of 
data mining technologies); infrastructure for secure data storage. 
Anomaly detection systems, intrusion detection systems; network 
monitoring systems; malware detection. If we discuss e-access control 
here, biometrics are missing. 

Physical access 
control (of 
locations, goods, 
etc.) 

Mechanical access control, barriers, enclosures and physical 
resilience systems and devices. Includes locks and locking systems, 
safe, strong boxes, armoured and fire-resistant doors, mechanical seals 
(and electronic seals without tracking), physical perimeter barriers (e.g. 
fencing and other security barriers), blast proofing, CCTV systems, etc.  

Identification and 
authentication of 
persons, assets and 
goods 

(Other than for 
tracking and 
tracing) 

Identification, authentication and verification of:  

• persons for protection against identity theft and fraud, identity 
management, passenger travel security and verification (e.g. smart 
cards, biometrics, PIN and chip cards, identity cards, passport 
systems etc.),  

• persons for secured access control to buildings and other 
designated secure areas (sites and places) such as airports and 
seaports. 

• persons in crowded spaces (i.e. identification of searched 
individuals in crowds) 

• goods and documents to protect against forgery and 
counterfeiting.  

• dangerous or illicit materials and substances (drugs, 
explosives, CBRN) [Note: Distinction with CBRN / dangerous 
substance detection: identification occurs after a broad substance 
type has been detected for early warning, a more precise check is 
done to identify substance type, source: ESRAB]. 

• assets (ships, aircraft) for transport tracking and facilitation 
in support of sea, land, and air surveillance (includes for example 
automated number plate / container number recognition systems 
for vehicles / cargo). 

Detection of goods, 
substances, assets 
and people and 
incidents 

Detection and screening for dangerous/hazardous or illicit goods 
and substances:  

• Detection of weapons, explosives, drugs, contraband, Radiation and 
nuclear materials), including screening of passengers, luggage, 
cargoes, post and parcels, vehicles etc.  

• Detection of hidden/concealed persons and substances hidden 
within persons. 

• Specialised detection for CBRN substances and agents. 

Detection of vehicle movements, personnel, abnormal behaviour 
and other potential threats in specific environments (e.g. marine 
/ maritime, air, land/rail border, critical infrastructures, public spaces, 
crowds, etc): 

• Detection of large and small fast boats, underwater vehicles, 
swimmers in ports and harbours and wider maritime environment;  

• Detection of manned and unmanned vehicles, e.g. UAVs, light 
aircraft 

• Detection of people trying to enter [the EU territory] illegally 

• Intruder detection / illicit access to buildings (detection of unwanted 
entities in close proximity to critical infrastructures) 

• Detection of abnormal behaviour patterns of individuals or groups 
of individuals (terrorist, criminal behaviour) 
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MAIN FUNCTIONS Refers to…. (preliminary description with examples, non-exhaustive)  

• Detection of abnormal behaviour patterns of vehicles and goods (in 
terms of their trajectory on the outside of critical infrastructures).  

• Intruder detection / illicit access to buildings (detection of unwanted 
entities in close proximity to critical infrastructures) 

• Detection of water contamination 

• Remote detection of illicit access to pipelines 

Detection of people and contaminated environments in case of a 
crisis or security incident. Includes, inter alia: 

• Detection of people (wounded, injured, buried alive, etc) 

• Detection of ill and/or infectious persons 

• Detection of contaminated environments 

• Detection of contaminants in supply networks (e.g. water system 
contamination) 

Detection of security / crisis incidents for early warning (e.g. 
Incident detection systems for fire, gas leaks, smoke alarms, etc.)  

Positioning and 
localisation, 
tracking and tracing  

Positioning, localisation and tracking of platforms, goods, cargo 
containers, vehicles (including ships, aircraft), people and 
inventories:  

• Localisation and tracking of goods, containers and vehicles in an 
area (e.g. bar codes, applications that secure integrity of cargo 
containers such as electronic seals with tracking/positioning such as 
GPS, RFID…)  

• Tracking of containers and goods in wide open areas  

• Tracking and tracing of hazardous substances (and components for 
substances) and devices (e.g. weapons, explosives, CBRN agents 
such as radioactive materials, hazardous chemicals) 

• Control of property change of chemicals to preclude misuse [source: 
ESRAB] 

• Positioning, localisation and tracking of persons (personnel 
movements), emergency services, inventories and aid relief in crisis 
situations  

Observation and localisation of individuals through sub-terrain, 
debris, fixed structures (walls, metal, etc.). Includes detection and 
localisation of victims (wounded, buried alive, etc) in a crisis incident. 

Mobility and 
deployability 

Mobility and deployability of people, assets, equipment for / in:  

• regular security operations (border management, customs, law 
enforcement / police patrolling, civil protection, etc).  

• security incidents / crisis events (i.e. incident response), 
including management of resources and distribution logistics. 

Investigation and 
forensics 

Tools, forensic equipment and systems, etc. to investigate a security 
threat event (e.g. to develop ‘post event’ intelligence to identify 
perpetrators and collect information for eventual legal proceedings etc., 
the origin of natural disasters, industrial accidents, etc. 

(Excluding for digital forensics; see ‘Data, information & intelligence 
gathering management, and exploitation’) 

Decontamination 
and neutralisation  

Decontamination of ill / contaminated persons and 
environments (large areas and sites), reagents. 

Neutralisation of perpetrators and devices (including explosives, 
CBRN and firearms) and effects of a security / crisis incident: 

• Containment (limitation) of impacts/effects of terrorist device on the 
environment by isolation shielding material, handcuffs, explosive 
neutralisation, etc.,  
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MAIN FUNCTIONS Refers to…. (preliminary description with examples, non-exhaustive)  

• Removal of threats (e.g. extinguishers, specialised robots, …), etc,  

Restoration and recovery of basic services (e.g. water, 
communication, energy, etc), including service/business security (see 
also cyber – data recovery) 

Secure and public 
communication, 
data / information 
exchange 

Secure and interoperable communication and information 
systems for use in 

• crisis situations (e.g. by police, customs, emergency responders, 
private security services, etc.),  

• tactical communications  

• regular security operations (border surveillance, police patrolling, 
civil protection operations) 

Communication equipment and systems for public information 
management and situation alert (e.g. public information 
broadcasting, specialised apps, sirens, …) 

Training and 
exercises 

Training, virtual reality (VR), emergent reality (ER), workshops, 
exercises and drills. Includes training platforms and facilities with use of 
scenario and situation modelling, computer aided training, simulation 
systems, etc,  

Cybersecurity education and training (e.g. on how to use tools, human 
aspects, security management and governance, trust management and 
accountability) 
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Annex C: Approach for the 
development of the EU 
security Stakeholder 
Catalogue 
Security needs are ever evolving, especially with the input of technological developments 
that can be related directly to the market or in combination with range of other areas such 
as defence, transport, infrastructure, communications or health. The EU security market 
characterises a vast range of elements, sectors and strategic intents. Nonetheless, all 
players in the industry are working towards building a secure, safe and resilient society. 
Mapping relevant actors in the EU security industry requires taking into account its vast 
and multidimensional nature. Therefore, this Stakeholder Catalogue can be considered 
rather as a mapping of an entire ecosystem rather than the mere mapping of a group of 
stakeholders.   

An ecosystem in this context refers to a network of co-evolving organisations who create 
value through building symbiotic relationships with clients, suppliers, and even 
competitors. Ecosystems involve a wide-ranging set of actors who foster mutually 
exclusive relationships to achieve their strategic goals. Thus, creating ever more 
sophisticated and productive models of collaboration and competition.  

In order to create this catalogue, separate approaches have been adopted to define the 
demand-side and the supply-side stakeholders. 

C.1 Approach to define the demand side stakeholders 

The demand-side stakeholders were collected in the following ways: 

• Stakeholder mapping through direct interaction with the Member States: 
During the data collection process we shared a stakeholder mapping data request 
to all the Member States. We have received stakeholder mappings back from 
Austria, Bulgaria, Cyprus, Czechia, Germany, Italy, Romania, Spain and Sweden. 
The level of completeness varies from one Member State to another. Where some 
Member States provided us with a very detailed stakeholder list, others only 
provided the most relevant stakeholders.  

• Stakeholder mapping through desk research: To gather the EU-level 
stakeholders and to complement the stakeholders from those Member States that 
did not respond to our stakeholder mapping data request, we used different 
sources:  

o DB Hoovers; 
o The Committee of Region Country Profiles; 
o MEDEA; 
o Stakeholders from the procurement data we received during the data 

collection; 
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o EU institutions and agencies documents covering overviews of EU-
stakeholders; and 

o Further desk research where necessary. 

C.2 Approach to define the supply side stakeholders 

The supply-side stakeholders were collected using following methods: 

• Desk research: Identification of EU associations (e.g., ASD, EOS, ...) and 
suppliers of security solutions at EU level based on EU procurement data. Different 
sources were used: 

o EU transparency register; and 
o Horizon Dashboard. 

• Triangulation process: Continuation of adding stakeholders through national 
contact points, interactions with stakeholders in the context of the various 
outreach events and contacts obtained from survey responses.   

Following the consolidation of data received throughout these different channels, relevance 
and completeness checks were carried out in order to ensure high level of 
representativeness. Nonetheless, while the Stakeholder Catalogue compiles all 
stakeholder organisations encountered during the course of this research, it may not be a 
comprehensive list of all stakeholders across the EU security market. On the national 
demand-side stakeholders, there is apparent inconsistency in the number of stakeholders 
between the Member States. This can be mainly explained due to the varying responses 
received from the Member States to the stakeholder mapping data requests. 

C.3 Final EU Security Stakeholder Catalogue 

The final deliverable containing the Stakeholder Catalogue will be handed over in a 
separate file together with this Report.  
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Annex D: Methodology of 
market data collection and 
analysis 
An overview of the overall approach for both the demand side and supply side analysis is 
provided below. 

D.1 Estimating the market share and data completeness check 

The study team estimated the data completeness by creating an overview of the data 
quality from Open Tender and TED, evaluating the national procurement data availability 
and accessibility, the availability of data through the stakeholder consultations and the 
market share by comparing the dataset with a dataset from Eurostat on the general 
government expenditure by function. The result of the exercise can be found in the 
following table. A colour rating was given to the different data subjects and were merged 
into one colour scale to represent the overall data availability. The colour rating has been 
added to different graphs in the following sections, in order to give a perspective on the 
estimated accuracy of the graph.   

Figure 62: Defining the data availability and quality per Member State 
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As for the market share estimation, the study team carried out a benchmarking exercise 
in order to estimate the average data collected over the Member States by comparing the 
data collected with Eurostat data. The table below demonstrates an overview of the data 
completeness compared to the Eurostat dataset by Member State. 

Table 12: Representation of data collected per Member State 

 

The comparison was made with a government statistics dataset from Eurostat, specifically 
the general government expenditure by function (COFOG) under the annual government 
finance statistics.82 In order to align as closely as possible with the data collected, the 
following functions were selected: 

• Police services CF0301 
• Fire-protection services GF0302 
• R&D Public order and safety GF0305 
• Public order and safety n.e.c. GF0306 
• Water waste management GF0502 
• Medical products, appliances and equipment GF0701 

Furthermore, in order to leave out the personnel and social costs, we selected 
“intermediate consumption” under the national accounts’ indicator. In order to calculate 
the coverage of the data collected compared to the market, the data collected between 
2015 and 2020 was divided by the Eurostat dataset between 2015 and 2020 from that 
respective member state. Error! Reference source not found. demonstrates the 
example of Ireland. In some cases, the data for 2020 was not available, here we assumed 
the data to be similar as the 2019 data.  

The aim is to provide an addition data point to estimate the completeness of data collected, 
and as a result, our estimation of the market size. It is however not possible to provide an 
exact number since the dataset we collected through this study is unique and differs from 
scope and data from already existing datasets. This also explains the variation of data 
coverage between Member States, and why for some Member States there seems to be 
an overrepresentation of data (Lithuania, Slovakia, Slovenia).  

 
 

82 https://ec.europa.eu/eurostat/databrowser/view/GOV_10A_EXP__custom_1510614/default/table?lang=en 
 

Austria Italy
Belgium Latvia
Bulgaria Lithuania Legend
Croatia Luxembourg 0-20% underrepresentation
Cyprus Malta 21-60% Partly covered
Czech Republic The Netherlands 61-100% Accurate
Denmark Poland 101+% Overrepresentation
Estonia Portugal
Finland Romania
France Slovakia
Germany Slovenia
Greece Spain
Hungary Sweden
Ireland
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D.2 Demand side analysis 

Approach 

The figure below gives an overview of the four key steps to conducting the data analysis. 

Figure 63: Key steps for data analysis 

 

Data collection and consultations 

We have developed a data collection approach based on comprehensive desk research of 
national procurement portals, data provided directly by Member States, company 
databases and stakeholder interviews. This allowed us to gather the data required on both 
the demand and supply side to feed the model. 

The data collection exercise consisted of not only collecting data from AMIF, CEF, 
COPERNICUS, eu-LISA, Europol, Frontex, Horizon 2020, ICSP, ISF, UCPM, Customs 2020, 
as well as in all Member States, but also through numerous and continuous consultations 
with Member State authorities. In some cases, we have received complementary data 
from national ministries, while in other cases we received validation on the data collected 
by the study team. 

Data collection has been completed through the following means: 

• Market research through open and third-party portals: (1) Identification of the data 
on relevant ministry websites, (2) National open procurement portal, (3) 
OpenTender/TED; 

• Consultations with EU stakeholders (Programme Committee members, DGs and 
agencies); 

• Consultations with Member State authorities. 
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The following EU instruments were selected and have been included in the market 
estimation:   

• Horizon 2020; 

• Internal Security Fund (ISF)  

• Asylum, Migration and Integration Fund (AMIF); 

• Union Civil Protection Mechanism; 

• Customs 2020 Programme; 

• Copernicus; 

• Instrument contributing to Stability and Peace (CISSP) – only EU projects 

• Connecting Europe Facility (CEF) - projects relating to cybersecurity & safer 
internet 

• DG TAXUD Customs 2020 Programme data 

 
With regards to national level research, the table below sets out the data points that are 
being sought in each Member State to feed the data model of the overall market estimation 
as well as the analysis on R&I investments. 

Table 13: Demand side data required to estimate EU security market size 

Dimension Market sizing Base data matrix 

Procurement - 
Demand (& Supply)83 

Procurement of security products 

and services between 2015-2020 

from demand stakeholders in the EU 

and Schengen security market 

For each of the procurements,  

we will gather information on: 

• Demand stakeholder 

• Purchase amount 

• Year of purchase 

• Security (sub)area(s) 

• Products & Services 

• Industry 

• Beneficiary geographies84 

• Supplying geography 

• Supplier 

• Company size of supplier 

Procurement and R&I 

Funding 

EU funding amounts issued for 

procurement of security products 

and services, and research and 

innovation, starting from 2015.85 

 

For each of the funding elements86,  

we will gather information on: 

• Funding instrument 

• Funding amount 

• Years of funding 

• Beneficiary demand stakeholder 

 
 

83 Looking back, demand and supply procurement will be aligned. Since we propose a ‘market opportunity-
based’ estimate model, procurement data will represent past purchases in security products and services made 
by public demand stakeholders in EU and Schengen countries. 
84 If a procurement links to multiple geographies, the purchase amount will be split across geographies. The 
distribution key will be defined in a later stage depending on the available data. 
85 Funding at national level will not be included in this dimension. However, we will request this data from 
national stakeholders and include relevant insights in Task 2 – Market dynamics. 
86 We will split funding instrument amounts in funding elements, based on the different beneficiaries that 
granted funding and security solutions that were researched. 
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Dimension Market sizing Base data matrix 

• Security (sub)areas(s) 

• Products & Services 

• Beneficiary geographies87 

 

With regards to stakeholder consultations, the study team has contacted88: 

• Ministry of interior and/or justice; 
• Other ministries and agencies involved in civil security (e.g., health, transport, 

cyber, law enforcement); 
• Ministry or agency responsible for research and innovation; 
• Agencies responsible for specific security funding programmes; 
• Operators of critical infrastructures (e.g., energy, transport, ICT). 

 

These stakeholders were asked to share procurement and R&I data at national level. In 
certain cases where this is not feasible, the stakeholders were asked to review the data 
collected by the study team to identify any gap or point the study team towards additional 
sources. This is also a complementary task to the continued mapping of demand side 
stakeholders for the catalogue. A challenge related to this task has been a rather low 
response rate of Member State contacts, the unavailability of data at national level and/or 
lack of resources to assist.  

At the stage of the first and second interim reports, interviews had been held at EU level 
with demand side stakeholders, discussions with horizon Europe Cluster 3 Programme 
Committee members have taken place. The purpose of these discussions was to explain 
in more detail the type of data being sought by the demand side data-request and to 
encourage engagement with the study and support to the study team.  

Since then, we contacted additional stakeholders in the Member States with the data 
requests. The table below gives an overview of our contact with stakeholders at the 
national level and the data we received from this end. While for some Member States we 
had fixed contact points who were willing to coordinate the exercise on the national level 
and were able to provide the study with valuable data, other Member States have refused 
to participate / irresponsive. The data requests were also sent to contact points of 
committees, such as the Equipment Fund Network, in order to increase the awareness of 
the study. In the meanwhile, the data received has been cross-checked with the data 
collected from our side. We took out a few Member States to hold a data review call in 
order to validate the data collected through USI.  

 
 

87 If a funding element links to multiple geographies, the purchase amount will be split across geographies. 
The distribution key will be defined in a later stage depending on the available data. 
88 Contact has been made via email to relevant stakeholders. We are using contact information available online 
and contacts provided by other stakeholders in the respective Member States.  
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Table 14: Member State consultations 

Member State Contact held 
 

Data received USI Data 
completeness 
check 

Austria Introductory call conducted 
with Ministry of Interior; 
follow-up communication. 

Limited list of stakeholders a few 
figures on research spending and 
a link to Austrian security 
research shared by the Ministry 
of Interior. 

Data review 
call with 
Ministry of 
Interior and 
Economica. 

Belgium Introductory call conducted 
with the National Crisis 
Committee, reluctant to share 
information. Several other 
stakeholders have been 
contacted but no response. 

No information/data shared by 
national contact because the data 
is confidential and not centrally 
organized. 

/ 

Bulgaria Introductory call conducted 
with Ministry of Interior and 
follow-up communication; 
additional stakeholders have 
been contacted.  

R&I not available, Border 
Management procurement data 
has been shared by the 
Responsible Authority 
(International Project 
Directorate) and the Ministry of 
Interior (9 entries). 

Data review 
call with 
Ministry of 
Interior and 
additional data 
received.  

Croatia Ministry of Justice has been 
contacted; several reminders 
were sent. 

Procurement data has been 
shared by the Ministry of Interior 
(33 entries).  

/ 

Cyprus Introductory call conducted; 
and follow-up 
communication; several other 
stakeholders were contacted. 

Stakeholder mapping shared by 
the Digital Security Authority 
(DSA), the Ministry of Defence 
and the Ministry of Foreign 
Affairs;   
Procurement data shared by the 
Police (3 entries), DSA (26 
entries) and the Ministry of 
Defence (6 entrances);  
R&I data shared by the DSA (2 
entries) and the Ministry of 
Defence (4 entries). 

/ 

Czech Republic Introductory call conducted 
with the Ministry of Interior 
(coordinating the exercise) 
and follow-up communication.  

Stakeholder mapping shared by 
the Ministry of Interior; 
R&I data shared by the Ministry 
of Interior (269 entries). 

Data review 
call held with 
Ministry of 
Interior. 

Denmark Introductory call conducted. 
follow up and several 
reminders sent. 

No information/data shared by 
national contact, despite several 
reminders.  

Data validation 
e-mail sent; no 
input possible 
before 
deadline. 

Estonia Introductory call conducted; 
follow up and several 
reminders sent. 

Provided link to procurement 
data portal, no further data has 
been provided despite several 
reminders. 

Data validation 
e-mail sent 
and reminder, 
no response. 

Finland Introductory call conducted; 
follow-up and several 
reminders sent. 

No information/data shared by 
national contact. The data seems 
difficult to collect in the country. 

/ 

France Introductory call conducted 
with the General Secretariat 
for Defence and National 
Security. 

No information/data shared by 
national contact. The stakeholder 
provided feedback on including 
regional data but did not respond 
to the request. 

/ 
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Member State Contact held 
 

Data received USI Data 
completeness 
check 

Germany Introductory call conducted; 
follow-up sent; additional 
stakeholders were contacted: 
Technologiezentrum GmbH; 
Federal Ministry of Education 
and Research; Federal 
Ministry of Interior, Buildings 
and Communications; Federal 
Office of Civil Protection and 
Disaster Assessment; 
Bundespolizei; Federal 
Criminal Police Office; Federal 
Chancellery of Germany). 

Provided link to procurement data 
portal (Förderdatenbank). Most 
stakeholders refused or did not 
answer the request. The main 
reason is a lack of capacity at both 
the Ministry as well as the agency. 

/ 

Greece Introductory call conducted 
with the Ministry of 
Development General 
Secretariat for Research and 
Technology; several 
reminders sent. 

No information/data shared by 
national contact. The stakeholder 
did not respond to the request. 

/ 

Hungary E-mail sent to ministry of 
interior, no response 

No information/data shared by 
national contact. The 
stakeholders did not respond to 
the request. 

/ 

Ireland Acknowledgement of receipt 
of request from department 
of justice and in contact with 
the Permanent 
Representation of Ireland to 
the EU.  

No information/data shared by 
national contact.  

/ 

Italy Introductory call conducted; 
several reminders sent; 
additional stakeholders were 
contacted. 

Stakeholder mapping (49 entries) 
shared by the contact person in 
the “civil Security for Society” 
cluster in the Horizon Europe 
Programme Committee; 
Link to procurement data portal 
shared. No further data was 
shared by contact due to the data 
not being stored in one central 
location and lack of capacity to 
gather the data. 

/ 

Latvia Introductory call conducted 
with Ministry of Interior 
(coordinating the exercise) 
and follow-up communication. 

Stakeholder mapping shared by 
the Ministry of Interior (5 
entries);  
Procurement data from the State 
Police (136 entries) and from the 
State Border Guard (31 entries). 

/ 

Lithuania E-mail and reminders sent to 
multiple stakeholders from 
the Ministry of Interior (law 
enforcement + Public Security 
Policy Group), no response. 

No information/data shared by 
national contact, most likely 
because of a lack of capacity. 

/ 

Luxembourg E-mail sent to multiple 
stakeholders from the Haut-
Commissariat à la Protection 
Nationale, ANSSI, Lux Police 
and the Douane. 

No information/data shared by 
national contact. No response 
and not willing to participate in 
the study. No further data was 
shared by contact due to the data 
not being stored in one central 

/ 
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Member State Contact held 
 

Data received USI Data 
completeness 
check 

location and lack of capacity to 
gather the data. 

Malta Introductory call conducted 
with the Ministry for Home 
Affairs National Security and 
Law Enforcement. 

No information/data shared by 
national contact.  

/ 

Netherlands Introductory call conducted 
with the Ministry of Justice; 
reminders sent; contact 
agreed to coordinate with the 
Ministry of Finance and the 
EU funding team but 
afterwards came back to that 
request. 

No information/data shared by 
national contact. Contact was not 
able to share the data due to 
sensitiveness of the data.  

/ 

Poland E-mail sent to ministry of 
interior, no response 

No information/data shared by 
national contact.  

/ 

Portugal Ministry of Internal 
Administration contacted, 
reminders sent. 

No information/data shared by 
national contact, no point of 
entry yet.  

/ 

Romania Ministry of Interior and 
Ministry of Internal Affairs 
contacted; E-mail exchange 
with Ministry of Internal 
Affairs. 

Stakeholder mapping shared by 
contact point (10 entries);  
Procurement data from the 
General Directorate of Customs 
(9 entries). 

/ 

Slovakia E-mail sent to Ministry of 
Interior and Bureau for Civil 
Protection; multiple 
reminders sent. 

No information/data shared by 
national contact. 

Data review e-
mail sent, no 
response. 

Slovenia Introductory call with multiple 
stakeholders from the 
Ministry of Interior and 
Ministry of Defence 
conducted. 

Stakeholder mapping shared by 
the Ministry of Defence (8 
entries); 
Procurement data shared by the 
Ministry of Defence (1 entries) 
and the Ministry of Interior (374 
entries); 
R&I data shared by the 
Administration for Civil Protection 
and Disaster Relief (22 entries). 

/ 

Spain Introductory call conducted 
with the Center for Industrial 
Technological Development 
(CDTI) under the Ministry of 
Economy and 
Competitiveness (pilot); 
contact is coordinating the 
exercise for Spain. 

Stakeholder mapping shared by 
the CDTI (22 entries); 
Procurement data from the 
Ministry of Interior (50 entries + 
additional investments); 
R&I data shared by the Spanish 
Ministry of Science and 
Innovations (21 entries), Ministry 
of Interior and CDTI (11 entries).  

Data review e-
mail sent; data 
has been 
validated. 

Sweden Introductory call conducted 
with multiple stakeholders 
(Ministry of Health and Social 
Affairs; Ministry of Energy; 
the Post- and Telecom 
Authority; the Transport 
Administration and the 
Transport Agency; the 
Maritime Administration; the 

Stakeholder mapping shared by 
different stakeholders (7 entries); 
Procurement shared by the Prison 
and Probation Service (12 
entries), Swedish Police (25 
entries), Maritime Administration 
(23 entries), the Transport 
Agency (21 entries) and the 
Ministry of Health, the Transport 

/ 
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Member State Contact held 
 

Data received USI Data 
completeness 
check 

Swedish Police, prison and 
probations service). Follow-up 
communication. 

Administration (121 entries), the 
Ministry of Energy (17 entries) 
and Social Affairs (1 entry); 
R&I data shared by the Transport 
Administration (4 entries), the 
Ministry of Energy (7 entries). 
Sweden is not able to share 
sensitive information. 

Norway  Introductory call conducted 
with the Ministry of Justice and 
Public Security.  

No information/data shared by 
national contact.  

/  

Liechtenstein  E-mail sent to Ministry of 
Interior.  

No information/data shared by 
national contact. Contact stated 
the lack of capacity to collect the 
data.  

/  

 

Between the 2nd and 3rd interim report, several presentations were given to Committees 
and events (overview below). Since, no further presentations to introduce the study have 
been given while the focus for the 4th interim report was rather on bilateral validation 
interviews. 

Event Date Impact 

Horizon 2020 Programme 
Committee 

19 March 2021 Audience of the Member 
States national contact 
points. 

Outreach from Member 
States contact points. 

eu-LISA industry roundtable 2 June 2021 Over 330 participants from 
40 countries  

Outreach from industry 
stakeholders (added to 
catalogue and 
engagement list) 

CERIS SSRI Virtual 
Workshops 

30 April 2021 

4 June 2021 

Audience of +100, 
research/industry 
stakeholders 

Outreach from industry 
stakeholders (added to 
catalogue and 
engagement list) 
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Event Date Impact 

ISF/AMIF Committee 25 June 2021 Member State 
representatives of 
Committee 

No outreach from 
participants89 

Overall, the demand side outreach is quite extensive, however challenges in data collection 
have persisted due to several factors. The main hurdle emerging when speaking with 
national bodies, was the lack of centralisation of security procurement data. No Member 
State had data readily available for sharing and the exercise involves bringing together 
several national ministries/authorities and databases. Not surprisingly this requires time 
and resource investment on the national side to identify the relevant contact points and 
collect the data. Some Member States do not have these resources available during the 
study timeframe or indicate that the ask is very burdensome.90

 
 

89 Committee members did not get in touch with the study team after the presentation.  
90 For example, Netherlands declined to support in the data collection exercise.  
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Data refinement and cleaning 

As for data cleaning, the study team completed the exercise of running manual coherence 
and completeness checks of all datasets, identifying gaps, assumptions to be applied and 
consulting Member States and experts on this.  

Within each data source identified, checks were made for security-related procurement 
data using a defined methodology. 

• Each data file is thoroughly and manually checked to ensure that the data collected 
is in scope and is complete. In particular, the following three elements are given 
particular emphasis: 

o Completeness. A qualitative completeness check was performed on all the 
collected data sources to ensure that the study team is aware of the data 
gaps. This way, it is prevented that the study misrepresents the value 
attributed to certain products and services or security areas without making 
the data limitations explicit. 

o Relevancy. This is assessed through a key word search to ensure that the 
data collected for a specific Member State or funding mechanism contains 
records for all civil security areas.  

o Data quality. This is done through a random sample check of each file, 
examining a minimum of 30 records where the relevance rate is recorded. 

o Economic indicators. This is done by firstly, looking at the overall amount of 
the contracts collected, and comparing it with other Member States with 
similar GDP and population. 

• Any issue or discrepancy observed was added to the data issue log, where each 
issue was discussed and action points (e.g., desk research, Member State, EU 
stakeholder or other expert consultation) were decided upon. 

• Once actions had been taken and a decision on resolution found, this was 
documented in the log and implemented by the data scientist into the market data 
Masterfile. This also includes the removal of any duplications. 

 

The following issue log contains an overview of all encountered by the study team when 
conducting the data cleansing; all issues are documented and organized by level of data 
(i.e., EU or national) and per category (e.g., scope, gap, assumption, data model). Scope 
issues refer for example to data entries that are considered out of scope for this study 
(e.g., awareness campaigns); gap issues refer to missing data (e.g., entries missing 
dates); assumption issues refer to situations in which the study team had to rely on 
assumption in the data cleaning or analysis (e.g., comparison to economic indicators); data 
model issues refer to entries that resulted in coding errors (e.g., use of commas and 
periods in numerical values). Each issue in the issue log is described, along with actions 
taken by the study team to mitigate or resolve the issue and the resolution status.
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Country/Domain
/fund 

Category Item Status Description Actions Resolution 

General 

All Gap Partial coverage of 
dataset and 
overall amounts in 
euro should be 
adjusted 
accordingly 

Resolved  Significant 
challenges have 
been encountered 
with regards to 
data availability 
and accessibility 
across Member 
States 

- Dividing the EU 
Member States 
into three clusters 
of comparable 
countries 
according to GDP; 

- Selecting up to 
three countries for 
each cluster and 
applying the mean 
value of their 
spending 
percentage 
compared to GDP 
to this cluster; 

- defining the 
high-level 
estimate of the 
share of overall 
market coverage. 

 

 Filled the gap 
between collected 
data and 
estimated 
spending by 
calculating the 
amount of the gap 
in euro and 
dividing this 
between the 
security areas in 
accordance with 
the percentage of 
which each 
country allocates 
to these in the 
existing dataset. 

(See Calculating 
the market share 
collected below for 
more detailed 
information)  
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Country/Domain
/fund 

Category Item Status Description Actions Resolution 

All Gap The beneficiaries 
listed in datasets 
related to EU 
funding represent 
the demand side 
and the supply 
side 

Resolved Distinction 
between demand-
side beneficiaries 
(e.g., national 
authorities 
requesting funding 
to procure 
services) or 
supply-side 
beneficiaries (e.g., 
private companies 
providing 
products) 

In order to provide 
a more accurate 
view, an 
assumption needs 
to be applied to 
each fund on 
whether they 
mostly disburse 
sums to supply-
side beneficiaries 
or demand-side 
beneficiaries. 

- Examining the 
regulations of 
each fund to 
determine which 
stakeholders are 
the beneficiaries 
and the general 
purpose and 
objective of the 
fund is.  

- Conducting 
random sample 
tests of 30 records 
for each fund to 
determine which 
types of projects 
and stakeholders 
are most 
prevalent.  

- If the fund 
disburses 
contributions 
mostly to national 
authorities/other 
public sector 
stakeholders to 
strengthen 
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Country/Domain
/fund 

Category Item Status Description Actions Resolution 

national 
capacities/objectiv
es, the recipients 
of funding from 
that specific fund 
are labelled as 
“demand-side 
beneficiaries”. 

- If the fund 
disburses 
contributions 
mostly to private 
companies/ 
research consortia 
who develop 
products and 
services directly, 
the recipients of 
funding from that 
specific fund are 
labelled “supply-
side beneficiaries.” 

All Gap Labelling data as 
either 
procurement or 
RIA/R&I 

Resolved It is needed to 
assess/ compare 
spending on 
procurement and 
RIA/R&I across 

There appeared to 
be a limited 
labelling by 
Member States of 
R&I funding and 

Analysis of R&I 
data will be made 
solely based on EU 
fund input. 
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Country/Domain
/fund 

Category Item Status Description Actions Resolution 

time, domain and 
geographical area 
separately 

procurement. It 
has also proven 
difficult to make 
this differentiation 
manually. 

All Scope  Data on waste 
collection and 
disposal 

Resolved Irrelevant to 
security products 
and services. 

Cleaned from 
dataset by using 
key-word search 
(bulky waste, 
household waste, 
municipal waste, 
residual waste…) 
and CPV-code 
search (all 
projects under 
905XXXXX-X + 
906XXXXX-X+ 
907XXXXX-X+ 
909XXXXX-X are 
not relevant 
except for those 
containing a 
mention of CBRNE 
(nuclear, 
hazardous 
radiological, 

Irrelevant records 
(not including 
disposal of specific 
dangerous waste) 
cleaned from 
dataset 
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Country/Domain
/fund 

Category Item Status Description Actions Resolution 

chemical, 
biological…) 

All Assumptions Data on COVID-19 
testing kits 

Resolved Contracts related 
to COVID-19 
testing kits need 
to be categorized 
consistently. 

Recategorising all 
relevant contracts 
where necessary 
based on key word 
searches. 

All data related to 
the provision of 
testing kits have 
been categorized 
under Healthcare 
and Medical 
Equipment. 

All Assumptions Police uniforms Resolved Entries related to 
police uniforms 
can be categorized 
under FCT 

Key word searches 
have been 
performed to retag 
the entries where 
needed 

All entries related 
to police uniforms 
have been 
included into the 
correct category. 

All Assumptions Border control and 
customs 

Resolved Entries related to 
border control and 
customs can be 
categorized under 
BM 

Key word searches 
(border control, 
customs, visa…) 
have been 
performed to retag 
the entries where 
needed 

All entries related 
to border control 
and customs have 
been included into 
the correct 
category. 

All Assumptions Civil protection 
modules 

Resolved Entries related to 
civil protection 
modules can be 
categorized under 

Key word searches 
have been 
performed to retag 

All entries related 
to civil protection 
modules have 
been included into 
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Country/Domain
/fund 

Category Item Status Description Actions Resolution 

Training and 
Simulation 

the entries where 
needed 

the correct 
category. 

All Assumptions Interoperability Resolved Entries related to 
interoperability 
can be categorized 
under 
Interoperable 
communications 

Key word searches 
have been 
performed to retag 
the entries where 
needed 

All entries related 
to interoperability 
have been 
included into the 
correct category. 

All Assumptions Bulletproof 
harness 

Resolved Entries related to 
bulletproof 
harnesses can be 
categorized under 
FCT 

Key word searches 
have been 
performed to retag 
the entries where 
needed 

All entries related 
to bulletproof 
harnesses have 
been included into 
the correct 
category. 

All Assumptions COVID-19 Resolved Entries related to 
COVID-19 can be 
categorized under 
DRS 

Key word searches 
(Mask, equipment, 
kit, test, 
respirator…) have 
been performed in 
combination with 
filters on the 
dataset to retag 
the entries where 
needed 

All entries related 
to COVID-19 have 
been included into 
the correct 
category. 
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Country/Domain
/fund 

Category Item Status Description Actions Resolution 

All Assumptions CBRNE Resolved Entries related to 
CBRNE can be 
categorized under 
the CBRNE 
product and 
services category 

Key word searches 
have been 
performed to retag 
the entries where 
needed 

All entries related 
to CBRNE have 
been included into 
the correct 
category. 

All Assumptions Construction 
works 

Resolved Entries related to 
construction works 
can be categorized 
under INFRA 

Entries containing 
a CPV code 
starting with 45 
are related to 
construction works 
and can be 
categorized as 
such. 

All entries related 
to the CPV code 
have been 
included into the 
correct category. 

All Assumptions Wastewater works Resolved Entries related to 
wastewater works 
can be categorized 
under the Logistics 
and Utilities + 
INFRA categories 

Entries containing 
“wastewater” or 
“sewage” under 
the CPV code 
starting with 45 
and 904 are 
related to 
wastewater works 
and can be 
categorized as 
such. 

All entries related 
to the CPV code 
have been 
included into the 
correct category. 
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Country/Domain
/fund 

Category Item Status Description Actions Resolution 

All Assumptions Testing and 
control 

Resolved Entries related to 
testing and control 
can be categorized 
under the 
screening and 
detection category 

Entries under the 
CPV code starting 
with 71631XXX 
are related to 
screening and 
detection and can 
be categorized as 
such. 

All entries related 
to the CPV code 
have been 
included into the 
correct category. 

All Assumptions Vehicles Resolved Entries related to 
vehicles can be 
categorized as 
such under the 
general equipment 
- vehicles category 

Entries under the 
CPV code starting 
with 341XXXXXX 
are related to 
vehicles and can 
be categorized as 
such. 

All entries related 
to the CPV code 
have been 
included into the 
correct category. 

All Assumptions Alarms Resolved Entries related to 
alarms and 
warning systems 
can be categorized 
under that same 
product and 
services category 

Key word searches 
(Fire detector, 
smoke detector, 
fire safety system, 
smoke control 
(installation), 
alarm…) have 
been performed to 
retag the entries 
where needed 

All entries related 
to alarms and 
warning systems 
have been 
included into the 
correct category. 
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Country/Domain
/fund 

Category Item Status Description Actions Resolution 

All Assumptions PPE Resolved Entries related to 
PPE can be 
categorized under 
that same product 
and services 
category 

Key word searches 
(protective gear, 
protective 
equipment, stab 
protection…) have 
been performed to 
retag the entries 
where needed 

All entries related 
to this item have 
been included into 
the correct 
category. 

All Assumptions Weapons Resolved Entries related to 
weapons can be 
categorized under 
that same product 
and services 
category 

Key word searches 
(bullets, calibre, 
pistol, gun, 
ammunition…) 
have been 
performed to retag 
the entries where 
needed 

All entries related 
to this item have 
been included into 
the correct 
category. 

All Assumptions Cyber security Resolved Entries related to 
cyber security can 
be categorized 
under the ‘Digital 
products and 
services’ es 
category 

Key word searches 
combined with 
specific filters 
have been 
performed to retag 
the entries where 
needed 

All entries related 
to this item have 
been included into 
the correct 
category. 

All Assumptions Maintenance 
service 

Resolved Entries related to 
maintenance 
services should be 

Key word searches 
combined with 
specific filters 

All entries related 
to this item have 
been included into 
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Country/Domain
/fund 

Category Item Status Description Actions Resolution 

categorized based 
on the subject of 
maintenance 

have been 
performed to retag 
the entries where 
needed 

the correct 
category. 

All Assumptions Vehicles Resolved Entries related to 
vehicles can often 
be categorized 
under a product 
and services 
category related to 
the use of the 
vehicle 

Despite the 
application of 
multiple product 
and service 
categories, 
vehicles will 
always be put into 
their own products 
and services 
category. 

All entries related 
to this item have 
been included into 
the correct 
category. 

EU funds 

Border 
Management 

Scope  Entries related to 
refugees (social 
services, 
integration 
programmes etc.) 

Resolved Irrelevant to 
security products 
and services. 

Filtering dataset of 
all refugee entries 
to ensure that 
these are relevant 

Manually going 
through all entries 
in dataset that 
refers to refugees. 
This must be done 
after all data has 
been compiled.  

ICSP, ISF, AMIF 
(+) 

Scope  Awareness 
campaigns 

Resolved Irrelevant to 
security products 
and services. 

Cleaned from 
dataset by using 
key-word search. 

Irrelevant records 
cleaned from 
dataset. 
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Country/Domain
/fund 

Category Item Status Description Actions Resolution 

All Scope  Renovation works Resolved Irrelevant to 
security products 
and services. 

Expert consulted 
(Danny Tinga) and 
cleaned from 
dataset by using 
key-word search. 

Irrelevant records 
cleaned from 
dataset. 

All Scope  HR-related or 
training 

Resolved Irrelevant to 
security products 
and services. 

Cleaned from 
dataset by using 
key-word search. 

Irrelevant records 
cleaned from 
dataset. 

ISF Gap ISF Borders and 
Visa funding 
lacking for 2020 
(not available 
online) 

Resolved Data gap. Reach out to DG 
HOME to obtain 
missing data. 

Data shared by DG 
HOME. 

ISF Gap ISF Borders and 
Visa is lacking 
amount per 
beneficiary 

Resolved Data gap. Reach out to DG 
HOME to obtain 
missing data. 

Data shared by DG 
HOME, but this 
data did not 
include the 
contracts in 
question. Solution 
is to split the 
overall contract 
amounts for the 
number of 
beneficiaries. 
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Country/Domain
/fund 

Category Item Status Description Actions Resolution 

ISF Assumptions Beneficiaries in the 
dataset relates to 
both demand side 
(national 
authorities) and 
supply side 
(research 
consortia, private 
companies)  

Resolved Figure out if we 
can apply some 
logic to the funds 
for 
categorisation/dis
cuss logic for 
Procurement/R&I 
and consult expert 
on this 

Assumption based 
logic related to 
tagging each fund 
as mostly 
providing funding 
to the supply side 
or demand side.  

Pending 
integration into 
the master file. 

TAXUD Gap Customs2020 is 
lacking the dates; 
beneficiaries; 
clear descriptions 

Resolved Data gap. Reach out to DG 
TAXUD to obtain 
the missing data 

Annual reports 
from the website 
shared by DG 
TAXUD. DG 
TAXUD was unable 
to share more 
details, due to 
sensitive 
information or 
because of the fact 
that some projects 
are benefitting all 
Member States / 
spread over 7 
years. 
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Country/Domain
/fund 

Category Item Status Description Actions Resolution 

TAXUD Gap Customs2020 data 
on Joint actions 
and Training 
activities but not 
on IT systems 
which covers 85% 
of the budget 

Resolved Data gap. Reach out to DG 
TAXUD to obtain 
the missing data 

In general, the IT 
systems part is not 
security related 
but could be partly 
linked to it. 
Therefore, the IT 
systems were 
added as single 
lines per year. 

All Scope  Guard services Resolved Outside scope of 
study. 

Cleaned from 
dataset by using 
key-word search. 

Irrelevant records 
cleaned from 
dataset. 

All Scope  Consultancy 
services on 
improving EU 
bodies value, 
effectiveness and 
efficiency 

Resolved Outside scope of 
study. 

Cleaned from 
dataset by using 
key-word search. 

Irrelevant records 
cleaned from 
dataset. 

Europol Gap USI amount differs 
from the one on 
the yearly reports 
on the Europol 
website 

Resolved Data gap. Reach out to 
Europol, who 
redirected to the 
annual list of 
contracts.  

Discrepancy 
explained by 1. 
difference 
between overall 
spent budget 
(TED/ 
OpenTender) and 
spent by year 
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Country/Domain
/fund 

Category Item Status Description Actions Resolution 

(annual report) 2. 
the maximum 
amount spent 
(TED / 
OpenTender) and 
the actual amount 
spent (annual 
report) 

CEF Gap Only CEF Telecom 
is included; CEF 
Transport and 
Energy are 
missing. 

Resolved Initially only CEF 
Telecom would be 
collected (EU 
Security Market 
study proposal). 
However CEF 
Telecom only 
covers a very 
small part of the 
budget, Transport 
has around 90%. 
Some of the 
Transport and 
Energy priorities 
are also relevant 
for the study 

Internal 
discussion. 

CEF transport and 
energy data 
relevant for the 
study has 
additionally been 
collected 
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Country/Domain
/fund 

Category Item Status Description Actions Resolution 

CEF Assumption Categorizing the 
contracts under 
the “Safe and 
secure 
infrastructure” 
topic  

Resolved All the contracts 
under this topic 
fall within the 
scope of the 
Critical 
Infrastructure 
security area. 

Retagging the 
contracts 
accordingly where 
needed. 

All contracts within 
this topic are 
categorized 
correctly. 

CEF Assumption Categorizing the 
contracts under 
the “CEF 
Transport” 
programme 

Resolved All the contracts 
under this 
programme fall 
within the scope of 
the Critical 
Infrastructure 
security area. 

Retagging the 
contracts 
accordingly where 
needed. 

All contracts within 
this topic are 
categorized 
correctly. 

CEF Assumption Categorizing the 
contracts under 
the “CEF Telecom” 
programme 

Resolved All the contracts 
under this 
programme should 
be categorized as 
Digital Products 
and Services 

Retagging the 
contracts 
accordingly where 
needed. 

All contracts within 
this topic are 
categorized 
correctly. 

ISF Assumption Categorizing the 
contracts under 
the “Borders and 
Visa” programme 

Resolved All the contracts 
under this 
programme should 
be categorized 
under BM 

Retagging the 
contracts 
accordingly where 
needed. 

All contracts within 
this programme 
are categorized 
correctly. 
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Country/Domain
/fund 

Category Item Status Description Actions Resolution 

Frontex Gap No data has been 
collected for 2020 

Pending  Based on the input 
files received from 
Frontex, no 
contracts closed in 
2020 have been 
disclosed. 

No action will be 
taken in this phase 
of the project. 

N/A 

Eu-LISA Data model Double entries Resolved The eu-LISA file 
contained double 
entries in the 
consolidated data 
model due to rows 
including 
beneficiaries and 
rows without 
beneficiaries, 
which caused an 
inflation of 
contract prices.  

Deleted the 
entries without 
beneficiaries. 

None of the eu-
LISA contracts do 
still have doubles 
in the data model. 

National data  

Spain Assumptions String of copied 
text 

Resolved In the Spain_OT 
file, a string of text 
had been copied 
into each of the 
entries. 

String of text has 
been deleted 
where needed in 
order to prevent 
impact when 

Text deleted 
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subjected to the 
algorithm. 

Slovenia Assumptions Overall amount for 
Slovenia is 
comparatively low. 

N/A Overall amount for 
Slovenia seems 
very low in 
comparison to for 
example Croatia 
and Slovakia.  

Conducting an 
economic gap 
assessment on 
budgets, sourcing 
GDP, public 
security spending 
and assessing 
overall gaps per 
security area. 

Economic gap 
analysis shows the 
likely gap between 
market data 
collected and the 
likely size of the 
market. 

Bulgaria, Poland Data model Certain MS overall 
amounts appear in 
trillions 

Resolved Bulgaria and 
Poland have 
contract records 
that appear in 
trillions. 

To check data 
model and code. 

Mistake found in 
code and 
corrected. 

CZ / all Scope  Physical security 
of property and 
persons and 
reception service 
building 

Resolved All references to 
reception services 
and man guarding 
seem irrelevant.  

Cleaned from 
dataset by using 
key-word search. 

Irrelevant records 
cleaned from 
dataset. 

CZ/ all Scope  Police uniforms/ 
clothing / trousers 

Resolved Question of 
whether this is in 
scope. 

No action Challenging to 
distinguish 
relevant records 
from irrelevant 
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records, and these 
entries are 
therefore kept in. 

CZ/ all Scope  "Commercial 
passenger car"/ 
"trucks"/ "road 
vehicles" 

Resolved Many references 
to vehicles without 
further 
description. If not 
linked to 
police/security to 
be removed. 

No action Challenging to 
distinguish 
relevant records 
from irrelevant 
records, and these 
entries are 
therefore kept in. 

CZ/ all Scope  Promotion of the 
OPE 2007–2013 
and the OPE 
2014–2020 in the 
form of containers 
for sorted waste at 
train stations. 

Resolved Information 
campaigns to be 
removed 

Cleaned from 
dataset by using 
key-word search. 

Irrelevant records 
cleaned from 
dataset. 

Estonia Scope  Purchase of 
accessories for 
radio stations 

Resolved Not clear what 
type of radio 
stations.  

Consulted EE 
contact on the 
FWC, no answer. 
No further action 
to be taken. 

Challenging to 
distinguish 
relevant records 
from irrelevant 
records, and these 
entries are 
therefore kept in. 



EU Security Market Study | Final Report 

151 
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Category Item Status Description Actions Resolution 

Estonia Scope  Mid - term 
evaluation of the 
performance and 
impact of the AMIF 
and ISF funds 

Resolved The relevance of 
records 
concerning 
"policy" 
evaluations  

Cleaned from 
dataset by using 
key-word search. 

Irrelevant records 
cleaned from 
dataset. 

Bulgaria Assumptions The total amount 
is very low 
compared to the 
population/ GDP 
and other MS 

N/A There is 
potentially a data 
gap. 

Asked NCP the 
national budget 
indicating the lines 
relevant for civil 
security - no 
response due to 
illness. Economic 
gap analysis is 
being conducted 
to account for this. 

Economic gap 
analysis shows the 
likely gap between 
market data 
collected and the 
likely size of the 
market. 

Spain Data model OpenTender: 
contract name is 
more descriptive 
than the 
description 

Resolved In some instances, 
the contract name 
gives more 
information to the 
data model than 
the actual 
description. 

Data model to be 
adjusted 

Logic applied 
means that all 
data model 
"descriptions" will 
include both 
contract names + 
description 

Croatia Gap File from MS is in 
PDF 

Resolved The file received 
from MS 
authorities cannot 
be integrated and 

The NCP was 
contacted twice, 
no reply. No 

This data could not 
be integrated. 
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processed as it is 
in PDF format, 
local language and 
currency. 

further action 
taken. 

Estonia Assumptions The overall sum is 
far too high 

Resolved The sum of data 
from Estonia in 
euro is far too high 
in comparison to 
all other MS. 

Manual review of 
the data set. 

A duplication of a 
framework 
contract found. All 
single contracts 
have the entire 
sum of the 
framework 
contract repeated 
444 times. 
Resolved. 

Ireland Data model 2019 framework 
contract for fire 
safety consultancy 

Resolved In the Irish DRS 
data, a contract  
'framework 2019 
for fire safety 
consultancy 
services' is 
mentioned which 
allocates €100 
million. There are 
multiple 
beneficiaries, but 
due to data issues 
not only all the 

This has been 
manually fixed by 
changing the sum 
per beneficiary to 
each of them for 
the correct 
amount. 

Each entry in the 
model now 
contains the right 
amount of money 
for each 
beneficiary. 
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known 
beneficiaries have 
received 100 
million each. Also 
the unknown lines 
divided the 100 
million between 
them, hugely 
inflating the 
expenditure here. 

Denmark Data model Contract price 
inflated 

Resolved Danish 
procurement data 
included a 
‘percentage’ 
column which 
caused the price of 
the contract to 
inflate/deflate. 

Where needed, 
the adaptations to 
the contracted 
amount have been 
made. 

Danish 
procurement 
contracts now 
contain the right 
amount of money 
per beneficiary. 

Slovakia Data Model Double entries Resolved The 2015 Slovakia 
procurement file 
contained doubles 
concerning 'flood 
rescue service kit 
for fire brigades' 
because the 
beneficiary was 
both in normal 

Double entries 
have been 
deleted. 

No more double 
entries of the 
same contract in 
the 2015 Slovakia 
files. 
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letters and capitals 
as well as the CPV 
codes were 
additionally 
specified. 
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Data analysis 

The data analysis consists of four key steps: 

• Establishing and manually labelling an extensive and diverse data set. This manual 
labelling exercise resulted in a level 1 security policy areas training set of almost 
10.000 rows and a P&S training set of almost 6.500 rows, covering more than €36 
billion of the market value depicted in the model; 

• Developing a data model that can learn the labelling of data through Artificial 
Intelligence and can apply this knowledge to the entire dataset; 

• Testing the data model for accuracy and making further refinements in the training 
set and data model; 

• Once the accuracy is satisfactory, data of interest to the analysis can be extracted 
and analysed. At this stage, gaps or discrepancies are often identified – also 
requiring further refinements. 

This process has been completed for the level 1 security policy areas. This includes insights 
such as: 

• The amount of expenditure per security policy area; 
• The expenditure each year from 2015 – 2020; per Member State and security 

policy area; 
• The number of suppliers and the median amount per supplier; 
• The overall demand for a specific category of product. 

 

Throughout, significant efforts have been dedicated to continuously training the algorithm 
to ensure a high level of accuracy. For the civil security area segmentation (L1) - now 
referred to as security area segmentation - the current level of accuracy is 82%91. 

The study team has trained and refined the data model that will segment the market into 
product and services categories. The training dataset uses CPV codes to accurately label 
each contract/record. This training dataset is the basis of an algorithm that segments the 
consolidated dataset into the product and service categories. This task has been 
challenging due to somewhat limited descriptions available in the datasets (the data model 
recognises words and links them to a category), and its final level of accuracy is 85%92.  

Finally, the overall market estimation is developed through a market segmentation model. 
This model demonstrates the outcomes of our data collection, cleaning and analysis by 
providing an overview of the market according to each civil security area, access 
geographies (EU), time (2015-2020) and industry (supply side mapping, product and 
services category analysis). 

 

 
 

91 Kindly note that this level of accuracy reflects a value the data model estimates taking into account only the 
data it has been trained with (approximately 6000 entries). 
92 Same as above 
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D.3 Supply side analysis 

Supply side analytical framework 

To best answer to the research questions constituting the basis of the supply-side analysis, we have refined our analytical framework, 
summarised in the table below93. 

Table 15: Supply-side analytical framework 

# Question Indicators Information/data collection Data sources 

1 What are the key 
characteristics of 
the EU security 
supply-capacity? 

• Market size based on demand 
side assessment 

• Structural indicators (size 
distribution in terms of 
revenues and number of 
persons employed, geographical 
location) 

• Product/service focus of EU 
industry 

• Desk research 
• Company survey with focus on 

Stakeholder Catalogue 
• Analysis of company structure 

matching Stakeholder Catalogue 
with D&B Hoover and Eurostat SBS 

• Interviews with experts and relevant 
stakeholders 

• Reports from EU and national 
level associations 

• EU databases 
• Existing reports 
• Company databases 
• Associations and top companies 

per security area 
• Survey 
• Workshop voting 

2 What are the key 
factors influencing 
the industry and 
how do they cause 
challenges or 
opportunities? 

• Drivers (e.g., technological, 
political, social) 

• Challenges (to respond to the 
drivers) 

• Desk research 
• Qualitative questions in survey 
• Interviews with experts and relevant 

stakeholders 

• Reports from EU and national 
level associations 

• Existing academic and sectoral 
studies 

• Survey 
• Workshop voting 

 
 

93 While the final analysis is not necessarily structured according to the research questions, but the framework guided the analysis which sought to address all questions. 
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# Question Indicators Information/data collection Data sources 

3 What is the 
response capacity of 
EU industry to 
challenges? 

• R&D expenditure from supply-
side stakeholders 

• Expected R&D expenditure for 
the future and investment 
priorities 

• How does the industry respond 
to the drivers and challenges? 

• Supply chain analysis of 
essential technologies 

• Growth expectations 

• Quantitative survey questions 
• Interviews with 

companies/associations 
• Analysis of company response 

capacity matching Stakeholder 
Catalogue with D&B Hoover and 
Eurostat SBS 

• Reports from EU and national 
level associations 

• National procurement data 
• Company database 
• Interviews 
• Survey 
• Workshop voting 

4 What is the 
competitive 
landscape of the 
industry? 

• Estimated share of EU and non-
EU industrial players (based on 
demand side estimates) 

• Identification of non-EU 
suppliers to final procurers 

• Identification of suppliers of 
essential technologies to EU 
industry 

• Estimated share of SMEs in the 
EU security market 

• Export shares/growth markets 

• Analysis of the Stakeholder 
Catalogue matched with company 
databases 

• Qualitative and quantitative 
questions from the survey 

• Interviews with experts and relevant 
stakeholders 

• Reports from EU and national 
level associations 

• EU databases 
• Existing academic and sectoral 

studies 
• Survey 

5 How has the sector 
evolved in the last 
years and what are 
the expectations for 
the future? 

• Revenue growth estimates • Market size assessment matched 
with supply capacity 

• Reports from EU and national 
level associations 

• EU databases 
• Existing academic and sectoral 

studies 
• Survey 
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Data collection and consultations 

Six activities have been conducted to obtain the necessary data to conduct the supply-
side analysis, presented below: 

• The organisation of scoping interviews with companies and associations; 
• A webinar including a breakout session dedicated to supply-side stakeholders; 
• A thorough desk research (including the establishment of a Stakeholder 

Catalogue and enriching it with primary data); 
• A supply-side survey; 
• The establishment of a company database; 
• The organisation of deep dive interviews with supply-side companies. 

The status of each activity is described below. 

Scoping interviews 

Scoping interviews have been completed and were held in an initial phase of the analysis 
and helped obtaining qualitative insights, as well as feedback on the survey questionnaire. 
They were also used to promote the survey and wider engagement activities under this 
study. The following stakeholders were interviewed: 

Table 16: Scoping interviews conducted 

Stakeholder interviewed Type of stakeholder 

ESSA (European Security Systems Association) Industry association 

Eurosmart Industry association 

IDEMIA (two interviews) Security company 

Infineon Security company 

ASD (AeroSpace and Defence Industries Association of Europe) Industry association 

Indra Security company 

Securitas Security company 

EOS (European Organisation for Security) Industry association 

 

Webinar 

A webinar was held on 5 July 2021. 233 supply-side stakeholders originally signed up to 
the event, about a fourth of which joined the dedicated break-out session. Through 
Mentimeter, an online polling tool, the following questions were discussed: 
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• In which of the four security areas are you currently investing in terms of R&I? 
• In which of the four security areas do you expect major growth over the next 5 

years? 
• What are the main challenges that you expect in the future for the growth of the 

industry? 
• How much do you expect to invest in the four security areas in the next five 

years? Please indicate an estimate in million euros 
• What are the main technological breakthroughs you observe in these areas? 
• How do you expect the importance of exports outside of the EU/Schengen region 

to change over the next 5-10 years? 

Insights from these questions, while coming from a relatively restricted number of 
stakeholders, have been included into the preliminary supply-side analysis – mostly in the 
form of qualitative inputs. 

Desk research 

The desk research has focused on establishing the Stakeholder Catalogue (see section 5) 
and screening the websites of EU- and national-level associations as well as company 
websites, with the objective to identify and analyse publications by associations (e.g., 
reports and studies). 10 relevant reports were identified among EU-level associations, 
while 15 publications - both reports and webpages – from national-level associations were 
found to be relevant for this study, and 13 have already been integrated into the analysis. 
The main findings have been summarised using a screening matrix, largely based on our 
analytical framework (see Table 3). The screening matrix allowed us to rapidly identify the 
relevant information and place them in the context of our research questions. This exercise 
has led to the development of preliminary results of the analysis (see below), and has 
helped us obtaining further insights, both qualitative and quantitative, especially to 
address our first two research questions (i.e., key characteristics of the EU security supply-
capacity and key factors influencing the industry). 

The table below lists the study consulted to date. 

Table 17 : Overview of literature review (Supply-side analysis) 

Association Country Report 

EU-LEVEL ASSOCIATIONS  

EU Organisation for Security (EOS)  EU EOS Position Paper on Artificial intelligence, 

September 2018 

EU Organisation for Security (EOS) EU EOS Reflections on Comprehensive assessment of EU 

Security policy, December 2017 

EU Organisation for Security (EOS) EU Developing Security Screening and Detection 

Technologies to enhance European Rail Security, 

October 2017 

http://www.eos-eu.com/Files/EOS%20Position%20Paper%20on%20AI%20in%20the%20Security%20Domain%20-%20September%202021.pdf
http://eos-eu.com/Files/EOS_Reflections_Comprehensive_Assessment.pdf
http://eos-eu.com/Files/EOS_Reflections_Comprehensive_Assessment.pdf
http://www.eos-eu.com/Files/EOS%20Position%20Paper%20Rail%20Security%2016%20Oct%20NEW.pdf
http://www.eos-eu.com/Files/EOS%20Position%20Paper%20Rail%20Security%2016%20Oct%20NEW.pdf
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Association Country Report 

AeroSpace and Defence Industries 

Association of Europe – ASD 

EU Facts & Figures, 2020 

Eurosmart - Digital Security Industry EU Secure element shipments, 18 June 2019 

Airports Council International (ACI 

Europe) 

EU Open architecture for airport security systems, July 

2020 

European Cybersecurity Organisation 

(ECSO) 

EU Survey Analysis Report, Chief Information Security 

Officers’ (CISO) Challenges & Priorities, April 2021 

European Forum for Urban Security – 

EFUS 

EU The Manifesto: Security, Democracy and Cities: Co-

producing Urban Security Policies, April 2018 

Euralarm EU Priorities and challenges 2019-2024, 2018 

Public Safety Communications Europe EU PSCE Reply to the DG ENTR’s Public Consultation on 

an Industrial Policy for the Security Industry, February 

2016 

NATIONAL ASSOCIATIONS 

ANSSI - French National 

Cybersecurity Agency and BSI - 

German Federal Office for Information 

Security 

FR – DE Influences of COVID-19 on the IT security situations in 

France and Germany, December 2020 

BDSV - Federal Association of the 

German Security and Defence 

Industry 

DE Website information 

ISDEFE – Engineering systems for the 

defence of Spain 

ES Annual report 2019, 2019 

SAFE Cluster FR Website information 

Association of Aviation Manufacturers 

of the Czech Republic (ALV-CR)  

CZ Czech Aviation 2016, April 2016 

SOFF - Association of Swedish 

Defence Industries (Säkerhets & 

Försvars Företagen)  

SE Strategy and Business Plan, 2016 

https://www.asd-europe.org/sites/default/files/atoms/files/ASD_FactsFigures_2020.pdf
https://www.eurosmart.com/2018-secure-element-shipments-eurosmart-confirms-its-forecasts-and-a-continued-strength-for-worldwide-secure-element-market/
https://www.aci-europe.org/downloads/resources/Open%20Architecture%20for%20Airport%20Security%20Systems_1st%20Edition.pdf
https://ecs-org.eu/documents/uploads/uc-ciso-survey-analysis-report.pdf
https://ecs-org.eu/documents/uploads/uc-ciso-survey-analysis-report.pdf
https://issuu.com/efus/docs/manifeste-vang-web
https://issuu.com/efus/docs/manifeste-vang-web
https://www.euralarm.org/asset/3F422632-53F5-4726-9107B8E111E5EDAB/
https://www.psc-europe.eu/library/psce-policy-papers/psce-reply-to-the-dg-entr-s-public-consultation-on-an-industrial-policy-for-the-security-industry/download.html
https://www.psc-europe.eu/library/psce-policy-papers/psce-reply-to-the-dg-entr-s-public-consultation-on-an-industrial-policy-for-the-security-industry/download.html
https://www.ssi.gouv.fr/uploads/2020/12/anssi-bsi-common_situational_picture_2020.pdf
https://www.ssi.gouv.fr/uploads/2020/12/anssi-bsi-common_situational_picture_2020.pdf
https://www.bdsv.eu/about-bdsv.html
https://www.isdefe.es/sites/default/files/ISDEFE_Annual_Report_2019_0.pdf
https://www.safecluster.com/
https://issuu.com/laa_cr/docs/katalog_2016_f_300dpi
https://soff.se/wp-content/uploads/2016/04/vp16-eng-160429b-webb.pdf
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Association Country Report 

FSI - Norwegian Defence and Security 

Industries Association 

NO Norwegian defence and security industry directory, 

2017 

BDLI - German Aerospace Industries 

Association 

DE German aerospace industry figures 2020 

SEKPY - Hellenic Manufacturers of 

Defence Material Association 

GR Website information 

TEDAE - Spanish Association of 

Defence, Aeronautics, Security and 

Space Technology 

ES Activities report 2019, 2019 

AFDA - Association of Finnish Defence 

& Aerospace Industries 

FI AFDA Facts and figures 2021, 2021 

CLUSIT Italian Association for 

Information Security 

IT Rapporto Clusit 2020 sulla sicurezza ICT in Italia, 2020 

AIPAS - Association of Italian Space 

Companies 

IT Website information 

ISA - Italian Space Agency IT Italian Space Industry Catalogue, 2020 

GICAT - Groupement des Industries 

Françaises de Défense Terrestre 

FR GICAT rapport d’activité 2020, 2020 

 

Additional targeted desk research is conducted based on identified essential technologies 
that might cause critical dependencies. 

Survey 

Our outreach strategy, with the objective of involving stakeholders in responding to the 
survey, has led to 200 responses94. The survey has been online since the month of July 
2021 and was closed by mid-November 2021. The link to the survey was shared directly 
with the 816 companies populating the catalogue as well as promoted through associations 
and other means. The final response rate was 24.5%. The additional emphasis on more 
direct engagement methods (e.g., the webinar, the interviews, the phone calls) has helped 
increase the number of survey responses over the course of October. The survey was also 
sent to the 24 EU-level and 58 national-level associations for dissemination.  

 
 

94 This is the total number of responses received. Completeness of individual responses, however, vary greatly 
and a number of responses had to be discarded given they were very poorly or not filled in 

https://www.fsi.no/siteassets/dokumenter/fsi-brosjyre-engelsk.pdf
https://www.bdli.de/sites/default/files/2021-04/Branchendaten_2020_E_final_0.pdf
http://www.sekpy.gr/
https://www.tedae.org/uploads/files/1600254755_en-mem-act-tedae-2019-ok-1-pdf.pdf
https://www.afda.fi/sites/default/files/AFDA_2021_S%C3%A4hk%C3%B6inen%20j%C3%A4senluettelo_0.pdf
https://clusit.it/rapporto-clusit/
https://aipas.it/en/
https://www.asi.it/wp-content/uploads/2020/10/Catalogo-2020-aggiornato-1.pdf
https://www.gicat.com/wp-content/uploads/2021/05/gicat-rapport-activite-2020-web-1.pdf
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Key pillars of the outreach campaign 

a. Email campaign: This email campaign aimed to reach all the entities 
identified in our Stakeholder Catalogue, including the EU- and national-
level associations for which we have collected e-mail contact 
information. Both associations and companies have been approached 
various times. While associations are not the target of the survey, they 
have acted as multipliers, disseminating the survey within their 
networks, and helping to advertising it. The latter appears to have 
helped increasing the response rate as well during the final weeks. 

b. Webinar: a webinar dedicate to supply-side market analysis was held 
on 5 July 2021 (see above). The webinar was useful to raise awareness 
about the ongoing survey, to initiate a discussion on the EU security 
market with relevant stakeholders, and to involve security companies 
by explaining the importance and usefulness of this research. In 
particular, the webinar included a break-out session dedicated to 
supply-side stakeholders, which saw up to 50 total participants. All of 
them were invited to fill in the questionnaire. 

c. Direct phone calls/e-mail engagement with companies and 
associations: Companies were approached directly also to participate 
to interviews. While the main objective of such interviews was to obtain 
qualitative and quantitative data for the analysis, we also used such 
direct engagement to advertise the survey. At the time of this report, 
the study team has contacted 68 companies (23 of them also by 
phone), selected among top recipients of EU research funding. As 
illustrated below (Figure 64), these companies provide wide coverage 
of four security areas, as well as geographical distribution among key 
markets. Associations have also been contacted various times first 
through e-mail reminders, then direct written questions to the 
associations and direct phone calls (15 of them) to raise their 
awareness and cooperation for the dissemination of the survey. 

d. Reminder campaign: We have also contacted EU-level associations 
such as EOS and ASD to elaborate a strategy to increase the number 
of responses from specific countries. Additional reminders were sent in 
this regard. Moreover, dissemination of the survey through the social 
network accounts (e.g., LinkedIn, Twitter) of Steering Committee 
members was organised. 

 

The following infographic summarises some statistical information on survey respondents: 
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Figure 64: Summary of survey respondents' statistical information 

 

Establishment of company database 

To support the activities described above, we continued to expand the Stakeholder 
Catalogue (see section 5) to become a database of companies supplying civil security 
products and services in the EU market, combining primary information collected through 
website review of all companies identified and extraction of company information using 
the D&B Hoovers database and other publicly available sources. The information compiled 
consists of descriptive details on company key facts (headquarters, number of employees, 
level of revenue). The purpose of this database is to provide a basis for analysing supply-
side industry characteristics such as services provided, size structure and supply-capacity.  

Interviews 

To complement and validate the desk research, as well as to obtain additional quantitative 
information on R&D investments, and to identify essential technologies and supply chain 
dependencies, we organized interviews with 15 stakeholders – mostly companies, 
identified as key suppliers. In three cases (NIDV, Safe, and EARTO), we interviewed 
associations, given their high relevance and knowledge of their specific market. We 
contacted EU-level associations such as ASD and EOS to obtain personal contacts; 27 
personal contacts were achieved this way. We have developed an interview questionnaire 
(aimed at covering most of our research questions presented in Table 3). We have 
contacted 68 companies (23 by phone) in addition to the three associations mentioned 
above. 

The following table lists the stakeholders we have interviewed: 
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Table 18: Companies identified and interviews status 

Company Security Area Country of origin Interview status 

DRS INFRA BM FCT 

AIRBUS  X X  FR, DE Conducted  

Leonardo X X X X IT Conducted 

Satways  X X X EL Conducted 

Thales  X X X FR Conducted 

Infineon X X X  BE Conducted 

NIDV X X X X NL Conducted 

Smiths X X X X UK Conducted 

IDEMIA  X X X FR Two Conducted 

4c Strategies X X X X SE Conducted 

Ayesas  X X  TR Conducted 

Safe X    IT Conducted 

GMV X X X  ES Conducted 

EARTO X X X X EU Conducted 

Combitech X X X X SE Conducted 

  



EU Security Market Study | Final Report 

165 
 

Annex E: Future of the EU 
Security Market – approach 
for the identification of future 
drivers 
The identification of the future drivers was the starting point of the future-looking analysis. 

Based on the market dynamics analysis 
(looking back 2015-2020), we have 
distilled relevant insights and 
developments, adding a variety of 
additional research for further 
information. This has given us an 
overview on current and upcoming 
trends and drivers that influence in which 
direction the market may develop. 72 
driving forces along political, economic, 
technological, social and environmental 
aspects have been determined and put 
into context. 

A key part of this exercise is the use of 
Deep View, an AI-based research tool 
that combines human intuition with 
machine objectivity. It uses natural 
language processing methods to ingest 
ideas and opinions expressed in written 
language and to find patterns across 
billions of documents. It calculates, 
collects, and stores datasets for patents, 
companies and over 500k news and blog 
sources. We employed the news and blog sources database95 to run two larger analyses: 
starting with a general overview of the EU civil security market (‘General EU Civil Security 
Market’), we conducted further analyses to highlight the discussions around innovation 
and technology developments (‘Innovation & Technology Topics’).  

 
 

95 The database used is LexisNexis. It pulls English-language news (also non-English pieces tagged with 
English keywords) from 200+ countries sourced from 500K+ global news sources and 1Mio blog sources, 
including e.g., 18K+ licensed news sources from top tier web and print sources (e.g., Reuters, PR Newswire, 
Bloomberg, CNN, Politico). They also curate a list of sources to specifically exclude because they do not meet 
quality or bias-free standards. This list is checked and amended at minimum once a year. Additionally, filter 
options exist for the user within the tool to further decide how broad a range of sources should be included. 
This allows filtering for only top tier sources, inclusion of mid-tier and niche publications (e.g., industry-
specific, or smaller local publications), or the use of all sources in the database. 

Figure 65: Deep View Facts & Figures 
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Figure 66: Deep View Research Structure 

 

The relevant trends and driving forces that result from the iterative research process 
explained above – including expert interviews, desk research and Deep View analysis – 
were then prioritised as input for the interactive workshop sessions that took place on 
November 22nd and November 25th in which participants, representing various 
stakeholders involved in the study, jointly create the scenarios. For this, we apply the 
characteristics of expected impact on the topic and question at hand, and uncertainty 
regarding the relative development of each driving force.  This prioritization is achieved 
via a digital survey. In it, a broad spectrum of experts answered two questions for each 
driving force. This includes global Deloitte experts, Commission officials and selected 
external experts identified in the stakeholder map or in the network of members of the 
Steering Group.  
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Annex F: Future of the EU 
Civil Security Market 
(scenario planning) 
This annex presents the underlying methodology for the scenario planning exercise. 

F.1 Definition of the future scenarios 

The trends and driving forces ranked via the previously mentioned survey formed the 
starting point of the virtual, interactive workshop – spread over two half-day sessions, 
involving a diverse set of participants. These workshops took place on November 22nd and 
25th, using MS Teams and Mural for optimal collaboration. The most impactful and 
uncertain driving forces, which are most likely to diverge strongly in different scenarios, 
are clustered into common topic categories. These categories are called critical 
uncertainties, which provide possible axes for our scenario matrix. Two axes with little to 
no correlation were chosen to form the final matrix. Within this matrix, scenario narratives 
both for the end state 2032 as well as the 2027 half-way point were collaboratively created 
and detailed across the four security areas. Additionally, underlying deep causes identify 
events that are decisive for the realisation of the individual scenarios, e.g., events or 
developments that may ‘tip the scales’ of each axis in a particular direction. 

The output of the workshops laid the foundation for next steps in the scenario planning 
process.
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Figure 67: EU Civil Security Market 2032 | Impact & Uncertainty Matrix 
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Figure 68: Critical Uncertainties – Clustering (Workshop 1) 

 

 

 

For each critical uncertainty, workshop participants collaboratively defined plausible yet extreme endpoints. Based on correlation assessment of 
the identified critical uncertainties, the workshop participants agreed on a final pair of scenario axes
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Figure 69: Critical Uncertainties – Correlation Testing: Comparing critical uncertainties and determining 
their relationship (Workshop 1) 

 

As described above, combining the most critical uncertainties yields four plausible visions 
of the future (Workshop 2), summarized in the matrix below and further detailed 
throughout the section, starting from the top right quadrant and moving clockwise to 
complete the description of scenarios with the top left quadrant96.  

 
 

96 Note that, as you read through the scenario, it is recommended that you focus on why this scenario may 
occur and what its impact could mean for you, your organisation, and the civil security sector; remember that 
there is no data about the future. There is only data about the past. These are efforts to spark new ideas about 
the future. If they don’t challenge your expectations, they’re not doing their job; and, resist the temptation to 
cling to the scenario closest to your current expectations of the future. Likewise, it is recommended that you 
do not focus too much on specific details. Instead, read for the overall direction and conditions each scenario 
creates; expect to see specific forecasts and predictions about the future of the civil security sector; and, try 
and assign probabilities to these scenarios. At this moment, the question should be, what do we need to be 
ready for, even if we think it’s unlikely? 
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Figure 70: Future of the EU Civil Security Market 2032 Scenario Framework 
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The team focused on understanding what these future scenarios could mean for the central 
stakeholders in the EU security market from the Commission’s perspective, in particular 
with regard to essential technologies and EU autonomy. For each stakeholder group, we 
worked with experts to identify what implications the four future scenarios created 
previously will have on them. The developed scenarios are of little consequence without 
clear action points linked to the EU’s security strategy. The identified implications lead us 
to optimal strategic opportunities and actions for each stakeholder to best position 
themselves in each scenario. With potential alternative futures clearly understood, the 
strategic process must then generate a range of opportunities, targeted towards achieving 
the most future-robust objectives of the EU security and industrial policy, which the EU 
could choose to pursue. The above steps allow us to analyse and compare opportunities 
across scenarios and identify commonalities, which we can classify as “robust options” – 
actions that are favourable to pursue no matter which scenario may come to pass. 

The following scenario-overarching topics materialize differently in each scenario and 
provide the basis of each scenario narrative.  

Figure 71: Overview of characteristics of identified scenarios across key topics 

 

 

Scenario 1: More EU, More Security  

In this scenario, EU Member States are closely aligned on civil security matters, while also 
successfully anticipating and responding to a dynamic threat landscape 
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In this world, the EU has achieved agreement on civil security risks and the need for 
decisive action. Member States pursue a long-term EU-level strategic approach and 
continue to set global standards, not only on data, but AI systems and other security 
concerns. For this, they receive global recognition. Strong focus on collaborative R&I and 
implementation of innovative 
technologies increases competitiveness 
of EU companies, as well as ability to 
monitor, anticipate and take actions 
against security threats. In other 
words, strategic autonomy is achieved. 
This also results in robust critical 
infrastructure as well as interoperable 
systems. End users collaborate across 
borders. However, out-of-the-box 
ideas find it difficult to find footing. All 
this is enabled and advanced by 
citizens’ trust in the technologies, 
security measures and the EU as a 
whole to ensure a safe environment for 
the union.  

In this world, global security threats have increased and have inspired EU Member States 
to move closer together on civil security issues. Common external antagonists and a 
generational change further foster this political transformation toward “more EU”. 

The increased variety and level of security threats has encouraged decisive action among 
the closely aligned Member States, especially on the cyber and innovation fronts. Data 
sharing treaties with outside parties have been ratified, comprehensive AI regulation has 
been enacted, and the overarching regulatory framework has been shaped to be conducive 
to innovation. This, paired with the development of strong venture capital markets, has 
significantly increased R&I speed and has resulted in a strengthened ability to respond to 
security threats in a proactive and rapid manner across the EU. 

Successful, productive long-term relationships with third countries support this. As a block, 
the EU collaborates with others, from both a supply and demand angle. In this 
interconnected world, the EU continues to set standards on data as well as AI systems and 
other security concerns. As a strong player, they are taken seriously by other global 
players. Even countries who may not agree with EU positions, respect them for their ability 
to consider diverse perspectives and seek constructive compromise. 

The Member States cooperate together and with the EU. They continue a successful long-
term plan for the development of joint civil security capabilities and an increasing number 
of common civil security-related standards. There is a high level of agreement and a 
fostered ability to find compromises.  

The implementation of EU mechanisms for cooperation and coordination of security 
activities allow for further decisions made at EU level. The alignment among Member 
States and agreement on activities also enables reaching a set goals, such as in the 
European Green Deal.  

Processes are standardised by policy area, driven by the European Commission. This also 
requires firm governance to keep processes lean and efficient. The EU knows itself, its 

Figure 72: Key characteristics of Scenario 1 
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structures and security needs fully. Thus, industry can understand them better, and (co-
)develop it. 

Increased budget and an attractive start-up scene for research and innovation in civil 
security foster European tech unicorns, enabling successful competition with leading 
competitors from e.g., the USA, Israel and China. Greater cooperation and consolidation 
of research efforts further enables this. The EU excels at innovation, and thanks to their 
conducive regulatory framework, is still able to protect data. Due to this ability, the EU 
sets new global standards on the use of emerging technologies. 

The European Commission itself also holds strong knowledge and an innovation base in 
sensitive technologies. This allows EU bodies to get closely involved in developing 
technology solutions to address security threats. It also fosters their ability to digitise 
legacy systems without compromising system security. 

However, productive cooperation between the EC and industrial players also presents the 
danger of increased power of lobbies forming the base of this. Additionally, the strong EU-
wide alignment on goals and priorities can also limit innovation. An example of this 
drawback could be the lack of funding for out of the box ideas without a strong link to 
existing measures. 

All of this makes this world a highly anticipatory environment. Enabled by innovation and 
their global standing, EU civil security actors have a real-time supply of intelligence on 
emerging civil security threats. This gives them the ability to respond to threats in a 
proactive and rapid manner, despite the highly dynamic threat landscape. Therefore, other 
aspects, such as the facilitation element at borders, can receive a better-balanced amount 
of attention. 

The EU has the ability to respond to evolving threats, and fulfil its needs without 
dependence on third party nations. This does not mean that the EU becomes autarchic, 
nor does it want to be. Instead, the EU can choose the suppliers to work with from an 
equal standpoint and can circumvent single point of failure risk. This ability is further 
enabled by robust civil security supply chains. 

Member States’ alignment means the EU continues to jointly agree on future priorities, co-
invest in them in a coordinated way and be prepared to respond to threats before they 
materialise. A strong example of this is increased cooperation on disaster resilient societies 
following the increase of climate disasters. 

The extent of investments in research and innovation, particularly in the cyber sphere 
where the largest gaps exist, paired with the increased bureaucratic efficiency led to 
increasingly robust critical infrastructure. Technological advances also make decentralising 
critical systems more feasible.  

Collaboration – in research, development, real-time intelligence and more – is a core 
aspect of this world. Interoperable systems and communications lead to secure exchanges 
of data and give end users and other agencies alike a better understanding of the work in 
their field and those adjacent to it. 

This includes the defence sector. Boundaries between civil security and defence 
increasingly blur, as concerns regarding e.g., borders or hybrid threats open up “grey 
areas” between the two fields. 
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In order to remain in this leading position, state-of-the-art training capabilities are 
implemented. This ensures that all actors, from the EC to the end users, have the 
knowledge they need in order to best contribute to the civil security of the EU. 

All of this success is both enabled, and only possible, due to widespread societal 
acceptability and acceptance of technology implementation and other security measures. 
It gives citizens an enhanced sense of security, and their priorities of where they need to 
“feel safe” are clear and stable. Should this change, the capacity to anticipate and respond 
to threats in a landscape as dynamic as this one would be in jeopardy. 

Therefore, strong, effective oversight measures are crucial. Keeping these transparent and 
independent is a challenge, especially the question of who – which actor or group – can 
act as a controlling player. 

Where are we halfway down the road to 2032?  

In 2027, civil security demand actors focus on innovation, integration and interoperability. 
To this end, they support tech development, e.g., through diverse innovation funding, 
investment in tech and cyber skill development/education and fostering open tools and 
data repositories. In order to ensure effectiveness in this, they determine their civil 
security foci, which enables them to actively communicate and explain their common 
needs and capability gaps. These fosters enhanced collaboration between procuring 
authorities and better information sharing with private companies, also on threats. 

Another priority is the concern of 
citizens and a resulting interest in the 
positive and negative societal impact of 
security technologies. 

Strategic autonomy is actively pursued, 
and the EU and its Members States are 
prepared to pay for it. Convincing 
taxpayers of the need and value is an 
ongoing process, as security is 
politicised, and conflicting values exist.  

Suppliers also increase R&I 
investments, especially as concerns 
needs of public customers and 
understanding security policy drivers. 
They especially consider interoperability potentials even when developing solutions 
targeted at a broader market (non-public security), which facilitates public purchasing. 
This is enabled by increased EU venture capital interest in security tech. The improved 
mechanism for industrial cooperation for and with the public security sector further support 
this. 
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Implications and success factors  

Table 19: Implications and success factors Scenario 1 

. Implications Success Factors 

Detecting End  
User Needs 

• Continuous exchange required 
• Increased & effective dialogue support 

identification of shared needs 
• Efficient investments into meeting 

needs supported 
• Active collaboration and show of 

solidarity across borders and end user 
functions 

• Opportunities for common solutions 
incl. ownership feelings of these 
solutions by end users 

• Wider market can be tapped into 
through common standards, 
interoperability, and by harnessing 
economies of scale 

• Establish common language among 
each other 

• Develop and foster end user skills to 
express true underlying needs rather 
than pre-defined solutions, to minimize 
miscommunication and loss of 
efficiency in solution development 

• Set-up common data repositories to 
share information, knowledge and past 
solutions  

• Incentivise continuous or permanent 
needs consortia 

R&I • Strongly supported and pushed by 
innovative mentality within EU & 
Member States 

• Perfectly plugged into a plan for 
capability development 

• Plans are realized in development of 
implementable security technologies 

• Pressure to stay up to date with 
technology-based threats - R&I is the 
first frontier and a core functionality for 
preparedness regarding emerging 
threats 

• Important dialogue partner and 
facilitator of conversations both to 
industry & other public stakeholders 

• Cross-border requirements for any 
effort, e.g., amount of and usability for 
Member States 

• Clear understanding of their ambitions 
- long-term preparation & threat 
understanding 

• Planning capabilities are key 
•  

• Establish structured process for 
development of capabilities 

• Identify and hire people with skills to 
connect topics and people 

• Hire people with operational knowledge 
& encourage operational partners to 
reciprocate 

• Ensure the process is tightly connected 
to other stakeholders to avoid bubbles 
and ensure research is triggered by 
current needs 

• Pursue capability-driven approaches & 
proactive mentality 

• Improve dialogue between users and 
developers of technologies, and a 
possible "translator“ function 

• Establish common verification & 
validation processes – e.g., "seal of 
trust" - to scale trust and reduce risk 
perception in future buyers and users 

• Work to reduce risk averseness in 
security technology users 

 

Policy Makers • EU-level ability to write EU-wide policy 
that need to be adopted by Member 
States with limited interpretation 
options is key 

• More power for legally binding policies 
in civil security 

• Extensive interpretation guides 
required for each directive or 
recommendation to ensure aligned 
action 

• Opportunities for tech providers 
beyond the "traditional players" to offer 
products and services 

• Need to balance data protection and 
memory requirements in law 
enforcement organisations 

• Cross-border requirements for any 
effort, e.g., amount of and usability for 
Member States 

• Build strong, transparent 
implementation framework to ensure 
original intent is delivered (reduce 
interpretation risk) 

• Deliver detailed interpretation 
guidelines to minimize implementation 
gaps 

• Find agreeable lines to further integrate 
with other policy areas 

• Draw inspiration from e.g., disaster risk 
policy process for establishing & 
imposing large-scale policies 

• Establish close cooperation with 
member state actors down to regional 
& local levels to bring the system closer 
to them 

• Pursue policies that incentivize 
collaboration and joint decisions 
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• Possible blurring boundaries between 
civil security and defence 

•  

• Establish EU as a common market for 
security products 

• Involve operational & innovation 
profiles 

• Consider a federation type structure 
(long-term view) 

Procurement • General frame of reference for 
procurement 

• Increased requirement for 
standardisation in technologies that are 
procured 

• Increasing number of items offered for 
procurement, due to more industry 
investment into products & services 

• More options, but also more complexity 
• Prices kept at a steady level due to 

supply-demand relationship 
• Increase in confidence in going with the 

market follows from centres of 
excellence, well-defined industries and 
standardised procurement approaches 

• Clear alignment between demand & 
supply 

• Incentivise industries/researchers to 
continuously innovate their products 

• Establish central analysis unit to 
achieve common overview of the 
multitude of offers  

• Form centres of excellence for different 
areas of action (e.g., border 
management) 

• Become certification authorities for 
applicable services & products 

• Consider a federation type structure 
(long-term view) 

Executive 
Authorities 

•  Increased ease of communicating 
needs to policy, research & supply 

• Increased standardisation in 
approaches across Member States 

• Increased compliance complexity (e.g., 
rising number of policies) 

• Collaborative efforts enabled – e.g., 
jointly test and then procure in the 
market for similar needs 

• Decentralisation & disaggregation of 
capabilities due to technology 

• Sense of preparedness for any situation 
improves morale but risks stagnation 

• Up-to-date understanding of 
themselves – how they work & what 
role society plays – required 

• Extensive communication & dialogue 
requirements to identify and 
understand the latest state of "how you 
work today and how you want to work 
tomorrow “. 

• Common training structures & schemes 
required 

• Possible blurring boundaries between 
civil security and defence 

• Pursue overarching info & knowledge 
strategy (including new job profiles to 
manage this) 

• Establish common hiring principles 
(e.g., profiles, education etc.) 

• Develop training coordination 
mechanism 

• Work to reflect collaborative 
requirements in training 

• Establish strong frameworks to 
safeguard against policy/directive 
interpretation discrepancies 

• Strengthen governance around tech & 
service providers to ensure standards & 
quality levels 

• Prioritise interoperability between 
systems across Member States & invest 
in integrated actors for this 

• Invest to achieve equity between 
similar authorities across Member 
States 

• Clearly reflect ways of working and 
future needs in order to make them 
communicable 

• Harness profession similarities, e.g., 
police culture to simplify reflecting 
together 

Non-Executive 
Authorities 

• Strongly tech-enabled due to e.g., 
easier procurement 

• Increased compliance complexity (e.g., 
rising number of policies) 

• Gap reduction between end users & 
academia, academia & market, policy 
makers & procurement 

• Act with more knowledge on what 
needs doing where they are going (esp. 
health & emergency) 

• Sense of preparedness for any situation 
improves morale but risks stagnation 

• Pursue overarching information & 
knowledge strategy (including new job 
profiles to manage this) 

• Implement dedicated knowledge 
collection & management systems to 
inform innovation & the market 

• Foster links & relationship of trust 
between civil protection & local 
authorities 

• Establish common hiring principles 
(e.g., profiles, education etc.) 

• Develop training coordination 
mechanism 
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• Increased power with end users, seen 
as a centre for knowledge and source 
of info for policy makers, researchers 
and markets 

• Common training structures & schemes 
required 

• Establish strong frameworks to 
safeguard against policy/directive 
interpretation discrepancies 

• Clearly reflect ways of working and 
future needs in order to make them 
communicable 

• Strengthen governance around tech & 
service providers to ensure standards & 
quality levels 

Scenario 2: Transnational idleness 

In this scenario, EU Member States are closely aligned on civil security matters, while 
struggling to keep up with and react to a highly dynamic threat landscape 

In this world, the EU Member States have overcome their differences and achieved 
common civil security goals, but have built less EU-wide capabilities, leaving them reactive 
to dynamic threats. R&I for civil security is hampered by a limiting regulatory framework. 
The EU continues to set standards, although remaining at the theory level only. Hence, 
mainly ‘off-the-shelf’ solutions are available to EU actors to address threats. This affects 
their negotiation power with outside suppliers and increases dependencies in security 
provision. Strict data protection standards and a high level of bureaucracy impede the 
necessary flexibility to increase resilience through collaboration, innovation and 
digitisation. Although citizens demand higher levels of security, which they do not consider 
met, there is little acceptance for the use of technologies and security measures which 
may achieve this. 

In this world, common external antagonists and the resulting perception of common 
security risks affecting all EU Member States have led to political transformation. The result 
is a close civil security union across the EU. Member States who could not compromise or 
find commonalities have withdrawn. 

At the same time, the EU and its Member States have remained reactive. After some time 
with fewer extreme civil 
security threats that would 
require action- and capability-
building across the EU, civil 
security has moved out of 
focus and so has investment 
in related R&I. This has 
fostered an environment that 
allows hostile take-overs and 
large foreign investments. 
Over time, these factors have 
hampered the EU’s strategic 
positioning in fulfilling civil 
security needs and resulted in 
a continued over-reliance on 
external technology and 
service providers. Flexibility 
and response capabilities 
have become limited. 

Figure 73: Key characteristics of Scenario 2 
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As a result, relationships with third party nations can be challenging. Dependence on a 
few external countries for the supply of civil security products and services leaves little 
room to negotiate and occasionally adds tension to these relationships. Collaboration on 
supply angles is affected by this. As a block, the EU collaborates especially on demand 
perspectives. In addition, the withdrawal of some Member States has left the EU with a 
few close neighbours who do no longer share its goals.  

While the (remaining) Member States are closely aligned on their civil security goals, other 
topics take priority. There is a misalignment on the “practicality” of this consolidated civil 
security union, meaning different understandings of what this union means. This strongly 
affects the overall ability to respond to threats. 

As such, the EU has become increasingly bureaucratic. Governance, like policy making 
structures, is aligned across needs and priorities, but processes fail to keep up with 
complex and dynamic threats which they are increasingly confronted with. Strategic plans 
remain on paper, as there is no real capacity for implementation. The system’s reactive 
nature further exacerbates this trend. 

The reduction in R&I investments is coupled with a regulatory framework that further limits 
abilities to put innovations on the market. In theory, the EU continues to set standards for 
state-of-the-art and emerging technologies. Yet, the EU lacks the necessary resources and 
ability to implement these through local industry. 

These restrictions about future civil security priorities deter outside corporate players from 
developing tailored state-of-the-art solutions for the European public sector. As it drives 
innovation in the market, the EU often has to buy “off the shelf”. The EU needs a plan if it 
is to overcome its lack of industrial competitiveness in this market. 

In the subsequent years, in which priorities shifted, the threat landscape becomes more 
extensive and highly dynamic. The extensive bureaucracy is a major obstacle to effective 
and prompt responses to these new threats. 

Additionally, there is a lack of long-term planning in the existing security capabilities. 
Paired with strong but incredibly restrictive data protection policies, efficient anticipation, 
assessment and reaction to security threats is next to impossible. The system is caught in 
a reactive loop. 

Only the few already prioritised security topics, such as border security, health care 
resilience, or financial services, have remained in the political agenda. Nevertheless, they 
still rely to a great extent on ready-made technology provided by third parties with whom 
the EU and its Member States do not all possess a strong negotiation position. In case of 
a larger security threat, this imbalance of power could be strongly felt. 

The combination of all of these factors, prevents strong European champions and strongly 
inhibits strategic autonomy. Critical dependencies on non-EU suppliers foster persisting 
supply chain issues. 

Critical infrastructure is resilient in those areas where it aligns with the priorities set over 
past years. However, this leaves gaps, especially on the digital security front.  

These gaps, if filled, can also improve the resilience of the previous priority areas. 
Interoperable digital medical records and connected sensors or portable digital identities 
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could all serve to reduce threat levels and effort needed to upkeep current levels of 
infrastructure resilience. 

Some consider that the EU has failed to meet the objectives of its research programmes. 
End users and agencies face the same challenges as governments: although collaboration 
has improved and is as high as never before, there is little civil security-specific 
development or proactive exchange on such topics. 

Legacy systems and even newer installations lack the interoperability and flexibility that 
would allow collaboration to become more proactive and truly improve. 

In addition, the disparate societal sentiments also need to be addressed. While the EU has 
common ideas and is increasing determined to forge joint ways to act on them, society’s 
lack of acceptance of extensive security measures opposes this. The use of new 
technologies for security measures may be legally possible, but is not socially acceptable. 

Paradoxically, public opinion is at the same time at odds with the EU for not delivering 
enough security on the diverse threats 

Where are we halfway down the road to 2032?  

In 2027, civil security demand actors work toward joint capabilities across EU Member 
States. On topics with little controversy, EU and Member States increasingly speak with 
one voice. To this end, regulation that supports data sharing and use by security actors is 
to be developed. Yet, the priority with which civil security topics are treated is declining, 
other concerns, e.g., defence matters, overshadow them. This results in lower research 
and innovation investments from public bodies. 

Without such priority, the EU level lacks the governance flexibility and efficacy to quickly 
and efficiently implement strategies and industrial policies. The extensive bureaucracy also 
hinders transparency. 

The result is a discrepancy between policy and practice. Anticipation of emerging security 
capability needs is difficult and a reactive approach to threats dominates. 

Suppliers consequently also do not 
make development for civil security 
public agencies a priority. Resultingly, 
research funding is not directed to the 
“right” areas. European industry is 
hampered by regulation and cannot 
break out of its follower role behind 
stronger markets. Necessary 
innovation is driven elsewhere. Other 
markets are more attractive to 
corporate players, as they allow more 
opportunities to sell existing products, 
are more profitable and require less 
investments. 
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Implications and success factors  

Table 20: Implications and success factors Scenario 2 

. Implications Success Factors 

Detecting 
End  
User Needs 

• Common understanding of user needs 
achieved but no action on or effective 
communication of it 

• Off-the-shelf solutions dominate 
• Constant feeling of inability to cope with 

upcoming or latest trends 
• Reactiveness results in no time to reflect 

on emerging & future needs 
• Definitions feel "out of date" - no capacity 

to address possible future needs due to 
slow-moving processes 

• General frustration permeates the field, 
due to lack of successful need addressing 

• Establish common language among 
each other 

• Build common data repositories to 
share information, knowledge and 
past solutions  

• Incentivise continuous or permanent 
needs consortia 

R&I • Insufficient resources dedicated to R&I, 
instead going to other efforts (e.g., 
managing complexity) 

• Research takes place in a bubble & no-one 
expects true results from them, even if 
everyone looks toward the same path 

• Research only for the sake of research 
with no expectations for practical 
outcomes 

• Knowledge of needs and policy exists, but 
not aligned with R&I 

• Growing frustration due to lack of 
resources & support granted 

• Exodus of talent to the private sector 
•  

• Target R&I to those needs commonly 
agreed on and stable across time 

• Create accessible, interoperable 
knowledge management & transfer 
processes 

• Align civil security R&I more closely 
with defence R&I to gain more 
visibility & spread knowledge and 
topics of interest to stakeholders 
previously not aware of civil security 

• Bring in new knowledge and capacities 
from the outside, e.g., open up 
security research to non-EU 
researchers and tech developers 

 

Policy 
Makers 

• Extensive interpretation guides required 
for each directive or recommendation to 
ensure aligned action  

• EU-level ability to write EU-wide policy 
that need to be adopted by Member States 
with limited interpretation options is key 

• Opportunities for tech providers beyond 
the "traditional players" to offer products 
and services 

• Ensure dialogue with end users 
continues openly no matter what 

• Work toward EU as a common market 
for security products 

• Involve operational & innovation 
profiles 

•  

Procurement • General frame of reference for common 
procurement 

• Increased requirement for standardisation 
in technologies that are procured 

• Increased process complexity and 
compliance requirements 

• Limited (off-the-shelf) options available 
for consideration 

• Little alignment between demand and 
supply 

• Legal, tax, and process administration will 
expand significantly 

• Incentivise industries & developers to 
continuously innovate their products 
to have current off-the-shelf solutions 
available 

• Establish central analysis unit to 
achieve common overview of the 
available offers, to be able to act once 
slow bureaucratic processes are 
fulfilled 

•  

Executive 
Authorities 

• (Ineffective) framework hampers effective 
development and advancement 

• Suffering rising inefficiency due to 
increasing bureaucracy 

• Exodus of talent to the private sector 

• Identify ways to be flexible despite 
extensive bureaucracy (extensive 
effort – mid- to long-term plan) 

• Law enforcement culture may be 
conducive to find ways to 
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• Decisions made at policy level do not often 
trickle down to practitioners 

• Social unrest adds to workload and threats 
they have to address 

• Find solutions to daily problems & issues 
internally or on their own 

"circumvent" hindering bureaucracy, 
and work together 

• Develop joint training coordination 
mechanism 

• Establish common hiring principles 
(e.g., profiles, education etc.) 

• Expand technology pilot tests and 
collaboration 

Non-
Executive 
Authorities 

• Decisions made at policy level do not often 
trickle down to practitioners 

• Required to implement or follow 
procedures removed from actual daily 
challenges & goals 

• Find solutions to daily problems & issues 
internally or on their own 

• Social unrest adds to workload and threats 
they have to address 

• Develop joint training coordination 
mechanism 

• Expand technology pilot tests and 
collaboration 

• Move closer to policy making to push 
successful pilot tests and collaboration 
efforts to the next level 

• Foster links & relationship of trust 
between civil protection & local 
authorities to foster exchange, joint 
action and belief in given 
recommendations 

• Establish common hiring principles 
(e.g. profiles, education etc.) 

Scenario 3: A fragile EU 

In this scenario, EU Member States clash over different civil security priorities, while 
struggling to keep up with and react to a highly dynamic threat landscape. The EU has had 
difficulties aligning on common civil security goals across Member States. Under internal 
and external pressure, interests further diverged over time. The national level is the focus 
of civil security activity – policy, R&I, tech development – resulting in the duplication of 
capabilities and mandates. This approach also fosters intra-EU competition, encouraging 
innovation although weakening its external competitiveness and attractiveness for security 
investment. At the same time, the dependency on global security suppliers is drastically 
increasing. While this allows access to state-of-the-art solutions, the solutions offered are 
off-the-shelf nature. This type of solutions leaves room to exploit for organized crime and 
civil security attacks, which further destabilize the EU. Moreover, citizens, whose changing 
priorities contributed to EU fragmentation, are sceptical regarding the use of security 
measures and critical of the level of security. 

In this world, external pressures such 
as increased hybrid attacks and 
migration have exacerbated existing 
tensions and disagreements in the 
EU. Internal pressure, due to financial 
austerity measures or elections of 
nationalist/populist leaders in some 
Member States, have contributed to 
an unstable situation. Member States 
have begun to distance themselves 
from the practice of an EU. 
Disagreements on civil security 
between the Member States have 
continued, breeding unwillingness to 
follow joint procedures. 

Figure 74: Key characteristics of Scenario 3 
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The Member States have shifted to other priorities. Some civil security threats have moved 
out of focus, and so has investment in related R&I. As a result, Member States have 
continued to rely on external tech providers, limiting their ability to respond to security 
threats outside their narrow priority scope. 

As a result, the EU cannot act as an equal partner in the geopolitical security context. The 
EU is perceived as weak, leaving room for the Member States to take a leading role. 
Growing fragmentation entails Member States feel closer to their regional neighbours and 
diminishes the EU’s decision power. 

Instead of looking for commonalities, Member States focus on their differences and do 
share little willingness to compromise. The EU serves as a convenient scapegoat. 
Consequently, 27+ civil security markets emerge that embody different perceptions and 
priorities on civil security. Conflicting interests here also lead to feelings of resentment for 
e.g. lack of support from larger for smaller Member States. 

The EU’s continued expansion plans further add to the number of conflicting opinions. The 
EU will have to work continuously in offering advantages to their Member States in order 
to remain united. 

The diverging priorities and individual foci lead to an inefficient use of resources. 
Governance structures are spending more time mediating and addressing disputes than 
taking decisions or analysing civil security threats and concerns. As a results, there is no 
strategic compass for civil security at EU level. Moreover, processes and mandates overlap 
or even conflict as Member States expand their structures. 

Overall, investments in R&I are low. The Member States’ individual approach to civil 
security also leads to different levels of innovation. As a result, the development of 
technologies and services is uncoordinated to a great extent across the EU.  

The individual approaches also foster intra-EU competition. This motivates some 
innovation, although implementation across the Member States is fragmented. 
Additionally, it also has an effect outside the EU: it weakens the overall outside standing. 
The EU becomes less attractive to outside suppliers for investment in civil security-specific 
innovation. 

The risk of commercial warfare between the Member States in the civil security sector is 
therefore rising quickly. The result would be a further loss of European competitiveness 
for EU industry. 

Off-the-shelf solutions are in many cases the best available option to meet security needs. 
This means significant influence from non-EU partners, such as foreign investments into 
EU security high tech. This environment allows for hostile take-overs, weakening strategic 
positioning in filling civil security needs. It also means access to the state-of-the-art 
solutions and services, although not always at the most competitive price. 

An uncoordinated approach to innovation also strongly manifests in the threat 
responsiveness. One Member State alone is not able to deal with the increasing complexity 
in regard to the dynamic threats. As a result, the response to even minor threats have 
become uncoordinated and slow. 

Especially threats that propagate through EU-internal borders present insurmountable 
obstacles. In this environment, new threat actors flourish. European criminal networks are 
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strengthened, and especially large-scale organised crime can leverage the uncoordinated, 
fragmented security standards, e.g., data. 

Strategic autonomy has become a remote pursuit. In order to not become buried under 
security threats, EU Members States need external partners and they often do not have a 
strong negotiating position. Security-as-a-service is predominant. Even if conducted by 
EU companies foreign actors hold the strings. The stronger foreign actors behind the EU 
players could “pull the plug”, a risk that especially affects critical infrastructure security. 
Successful attacks on critical infrastructure increase. Border management is also affected. 
Coordinated EU-wide measures are weak. Thus, Member States make decisions 
unilaterally and allocate more budget to their armed forces, and protect their borders. 

The individual approaches of the Member States also strongly affect collaboration among 
end users and actors. The lack of clear priorities and EU-internal competition prevents any 
effective cooperation. 

Agencies also compete with each other for access to knowledge workers. Local interests 
are more important than union interests, not only on a political level, but on the ground 
as well. As in research, capabilities are duplicated in end users and other agencies as well. 
This results in further inefficiencies and much higher costs. Cooperation only takes place 
in alliances between strong EU Member States. 

All of this both affects and is reflected in societal sentiment toward civil security. Disjointed 
and fluctuating societal priorities and demands contributed to the fragmentation in the 
EU’s civil security landscape. 

EU citizens do not share a feel of belonging, and feel disconnected from the EU and the 
Commission. In this sense, they are even more removed from the idea of “Europe” and 
connected tightly to their national governments. Therefore, justifying European expenses 
and measures to taxpayers is a challenge. At the same time, citizens perception of the 
EU’s overall security is unstable.  

 

Where are we halfway down the road to 2032?  

In 2027, civil security demand actors face conflicting interests between Member States. 
The lack of agreement on joint security needs results in local priorities with no overarching 
EU vision. Processes taking place on the EU level are increasingly complex and lengthy. 
This further encourages Member States to focus on national approaches. A lack of interest 
in creating a single EU civil security market persists. 

Separate, national responses to civil security threats impact standardisation and 
interoperability across the EU. The resultingly smaller pockets of available funding are also 
not sufficient to drive needed innovation across the board. Innovation is distributed 
unequally across the Member States. As such, defence priorities can be imposed over civil 
security topics. The national approaches also hamper structured dialogue with the supply 
side. 
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Suppliers, not able to clearly communicate and collaborate with demand actors, are at 
risk of duplicating products. A 
commercial approach towards the 
demand side follows. The lack of 
harmonization leads to competition 
for the best knowledge workers and 
the best innovation potential between 
Member States. Smaller firms start 
exiting the market. Bigger firms are 
better able to meet low prices. 
Successful firms either focus on the 
need of specific national customers, 
or prioritise more profitable high-
volume customers in the private 
sector and outside the EU. 
Competitiveness of the European civil 
security industry is declining.  

Implications and success factors  

Table 21: Implications and success factors Scenario 3 

. Implications Success Factors 

Detecting End  
User Needs 

• Redundancy in needs  
• Needs are defined short-term & do not reflect 

evolution of threats or the civil security 
market 

• Off-the-shelf solutions dominate 
• Constant feeling of inability to cope with 

upcoming or latest trends 
• General frustration permeates the field, due to 

lack of successful need addressing 
• Needs may be shared among end users but 

not effectively communicated with other levels 

• Foster needs visibility across the 
board 

• Collect & manage individual 
fragmented information at EU 
level 

• Create EU-level umbrellas - 
overarching guidelines to 
common needs 

• Establish & coordinate EU-level 
activities, e.g. regular exchange 
of views and experiences from 
member state end users 

•  

R&I • Redundancies and duplications, e.g. parallel 
efforts towards the same goal hamper each 
individual project as resources are limited 

• Research investments will likely be "lost” in a 
drawer 

• Research "in a bubble" may not be triggered 
by the right needs 

• Low uptake rate even on good research, as 
little connection to market & end users 
established 

• Exodus of talent to the private sector and non-
EU nations 

• Lack of solidarity also means no supporting 
other researchers 

• No opportunity to learn from EU Member 
States experienced in threats or disasters 
(e.g. floods) 

• Work towards visibility across 
individual projects to find a 
posteriori opportunities 

• Establish alliances between like-
minded groups to join forces and 
resources 

• Establish trust & research 
partnerships with countries 
outside the EU and bring in new 
knowledge, instead of 
outsourcing 

• Focus on attractive niches and 
specialized areas to foster EU 
proficiency there and remain 
attractive for (global) 
investment and talent 

•  
 

Policy Makers • EU Level reduced to ticking boxes and writing 
reports with no real other power in civil 
security 

• Pursue policies that incentivize 
collaboration and joint decisions 
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• Shift in diplomatic relations and power 
balance 

• Costs to upkeep the structures of "the union" 
rise steeply 

• Member state worries about bypassing 
sovereignty block policy making & 
implementation  

• Silo thinking without considering challenges & 
help neighbouring Member States can bring 

• Separation from R&I efforts and results  
• Not enough data & knowledge access for 

creating holistic policy 
• Possible changes to central EU & Schengen 

tenets, e.g. free movement of people & goods 
• Sharing ideas & collaborating is highly political 
• Possible refusal by Member States to 

implement directives etc. 

• Foster communication across 
member state actors down to 
regional & local levels to bring 
the system closer to them 

• Work to foster trust 
• Consider the "human 

dimension" in each discussion – 
beware single focus on the 
technocratic approach 

• Consider the EU-level (e.g. 
Commission actors) as facilitator 
for regional discourse and 
strategies for security agendas 

• De-politicise at least the core 
tenets of the EU, e.g. free 
movement of people & goods 

• Minimize centralism even at the 
member state level and give 
some power over security 
concerns to the local level, as 
they know their needs and 
challenges best 
 

Procurement • No strength in numbers, economies of scale 
• Costs of products overall will rise 
• No overview of full market offering, limited by 

national pursuits & possible partnerships 
• Legal, tax, and process administration will 

expand significantly 
• Increased local biases in procurement 

• Minimize centralism even at the 
member state level and give 
some power over security 
concerns to the local level, as 
they know their needs and 
challenges best 

• Foster at minimum regional and 
national communication to 
ensure current overview of 
available products and services 
as well as small-scale economies 
of scale 

Executive 
Authorities 

• Every action is highly politicised 
• National military gains in authority 
• Leader-dependent to justify actions to a 

sceptical & unhappy public 
• Fragmentation and delays in every 

investigation 
• Increased compliance challenge with member 

state level approach, can also lead to 
increased non-compliance 

• Struggle with skills & talent supply chains 
• Law enforcement as "figurant" & other actors 

increasingly take over executive 
responsibilities  

• Solution "impoverishment", as no look for new 
solutions & best practices outside own borders 

• 2nd or 3rd league behind private sector service 
providers 

• Social unrest adds to workload and threats 
they have to address 

• Little access to other IP 
• No data available that was not gathered in-

country 

• Build spaces for authorities to 
exchange knowledge and data 

• Foster national champions for 
certain niches to remain 
relevant 

• Upkeep the cooperation network 
created over past decades to 
share information 

• Form strategic alliances (all in 
the background not the public 
sphere) 

• Orient along established global 
standards for a baseline 
framework 

• Establish at least a framework 
for sharing information  

• Law enforcement culture may be 
conducive to find ways to still 
communicate 

• Consider soft power pursuit to 
gain trust and respect from the 
EU level 
 

Non-Executive 
Authorities 

• Struggle with skills & talent supply chains 
• Social unrest adds to workload and threats 

they have to address 
• Little access to other IP 

• Relay information regarding 
policy implementation & 
research 
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• No data available that was not gathered in-
country 

• Decision-making is politicised, meaning end 
user needs may not be prioritised, even if 
specifically expressed 

• Limited scope of action with very clear 
boundaries of their area of concern (national) 

• Work across organisations & 
network with stakeholders in 
order to push end user needs 

• Focus on increasing power of 
end users toward policy level to 
acquire more capacity to 
express their needs in politically 
charged environment 

• Foster links & relationship of 
trust between civil protection & 
local authorities to foster 
exchange, joint action and belief 
in given recommendations 

Scenario 4: A fragmented EU civil security landscape   

In this scenario, EU Member States fail to align jointly over their civil security priorities, 
while also successfully anticipating and responding to a dynamic threat landscape. External 
and internal pressures exacerbated existing tensions within the EU. An unwillingness for 
joint procedures coupled with extensive civil security threats leads Member States to 
pursue individual agendas. The EU and its institutions’ influence is crippled.  

Resultingly, civil security policy and R&I is highly fragmented. While there is healthy 
competition, there are also a wide range of solutions to tackle security challenges, 
although none of them are aligned with common needs across EU Member States. The 
national approach to security increases responsiveness to threats. Yet, it also entails some 
Member States lagging behind, and allows cross-border crime to capitalise on this. 
Reliance on third countries – as partners or suppliers - is therefore unavoidable. 
Fragmentation is also apparent in resilience of critical infrastructure, interoperability and 
use of resources. The social cohesion required to align goals and priorities exists only at 
the national level. 

Existing disagreements and tensions 
between the EU Member States have 
continued and been aggravated by 
external pressures such as an 
increased migration influx and hybrid 
attacks. Internal pressure, stemming 
e.g., from elections of polarising 
national leaders in the past decade, 
have added to this. This leads to an 
unwillingness to create and follow 
joint procedures, providing an 
environment allowing for security 
threats to proliferate.  

At the same time, the frequency and 
variety of natural and man-made 
hazards have increased. Member 
States have had to find ways to deal 
with these at national level. Advanced AI regulation has been passed in some Member 
States, and productive long-term relationships with other nations have been successfully 
pursued, although not as a union. Some Member States have managed to produce security 
tech “unicorns”. 

Figure 75: Key characteristics of Scenario 4 
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As a result, the EU’s power declines in the international scene. Collaboration with others, 
from both a supply and demand perspective, is driven by Member States. While the 
Member State’s disparate approach to relationships with other countries has been 
successful in most cases, the EU’s overall position has been diluted. It is the frontrunner 
Member States who wield global political influence. Internally, there are excellent ideas 
and talent at the EU level, although without strong decision-making power, due to the lack 
of Member States’ alignment. Some Member States do pursue efforts toward finding 
common paths, to re-build a more consolidated civil security union. However, these would 
lead to success stories only in the long-term. Most Member States pursue their own 
priorities, collaborating with those who share their interests for a particular topic on an 
ad-hoc basis only. This form of alignment reduces response times for security measures 
implementation, as less players are involved in each. Such streamlined governance is lean 
and efficient for most Member States.  

However, such success cannot be materialised at EU level. One of the underlying reasons 
for this is the inefficient use of common resources, as these resources are at the disposal 
of Member State’s fragmented agendas. This fragmentation results in a lack of coherence 
in civil security industrial policies. Security priorities and corresponding industrial 
capacities are specialised at the national or even regional level. 

Innovation is not streamlined. There are many individuals and organisations with expertise 
that perpetuate different, often competing ideas. As a result, a wide range of technical 
solutions to civil security challenges are on the market.  

European companies develop solutions for the priorities of the EU’s frontrunner Member 
States, making them available elsewhere also, although without conceptualising 
overarching EU solutions. Competition is healthy, yet there is a certain level of 
misalignment between the demand and supply side for security products and services. 
This environment is confusing to those procuring such solutions. Additionally, private 
companies from outside the EU also invest in certain R&I fields, without contributing to EU 
in the same manner as local companies (e.g. tax payments). 

The focus on individual priorities inherent in policies and innovation reduces the response 
time and increases effectiveness of each individual country to dynamic threats. Strong 
strategic partnerships with non-EU countries on security priorities foster this 
responsiveness for many Member States. 

Cross-border crime within the EU, however, increases. The lack of common policies and 
little cooperation impedes the ability to track and apprehend perpetuators of such crimes. 

For the whole of the EU, strategic autonomy possibilities are limited. Some national 
security industries within the EU are strong, gaining renown including on a wider 
international level. Yet others, e.g. smaller businesses, are no longer able to compete 
against corporations from the American and Asian continents. There is also competition 
for talent within the EU. Some therefore rely on partnerships with external countries to 
target their civil security needs. This approach may be beneficial, but could also cause 
dependencies. Governments outsource more capabilities to private companies, and may 
as a result lose some measures of control over their response to security threats. 

Similarly, critical infrastructure resilience shows little commonalities across EU Member 
States. Although of overarching importance, resilience levels differ with the focus of 
Member States priorities. This complicates actions across borders, such as integration of 
critical systems or large-scale decentralisation. At the same time, the lack of 
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commonalities also requires individually tailored approaches for each infrastructure attack. 
This reduces the risk of pan-European infrastructure disasters. 

It is also these challenges, in addition to fragmented national priorities, that lead to a lack 
of interoperability in systems and procedures. This impedes collaboration between end 
users and other actors. Collaboration takes place opportunistically – when it suits the 
groups involved and for a specific purpose. 

On top of hampering common European response to security threats, this also misuse 
national and EU resources, as research, response capabilities and systems are multiplied. 
Such increased security expenditures are not well-received by citizens. 

Aligning goals and activities on a higher level across the EU, requires a certain level of EU-
wide commonalities in citizen’s security priorities/needs. At this time, some commonalities 
exist, but are mostly present at Member State level. 

Citizens feel largely in line with their government’s civil security priorities. That also means 
that they feel relatively safe, following the individual Member State’s measures. However, 
the EU as a whole is less secure than it was before.  

In order to start tackling their biggest challenges efficiently and effectively, cohesion on 
an EU level needs to be facilitated. 

Where are we halfway down the road to 2032?  

In 2027, civil security demand actors show increasingly divergent security priorities and 
a dearth of clarity on commonalities. A lack of coordination and limited dialogue among 
stakeholders contribute to this. Uncoordinated, individual approaches by actors and 
Member States limit economies of scale opportunities. This results in incoherence in 
security policies across the EU Member States. 

Insufficient dialogue is also apparent with regard to the supply side. Without dedicated 
anticipation of future threats, an over-reliance on off-the-shelf security products is 
developing. European competitiveness and the EU’s overall negotiation power declines. 
Member States support their national 
industry. Suppliers successfully 
develop solutions for civil security 
demand, but do so independently 
from EU-level input or influence. 
They have limited understanding of 
policy drivers and thus invest in 
security R&I without a clear public 
sector market strategy. If solutions 
are custom-made, they focus on the 
individual approaches and are only 
suitable for the needs of few Member 
States. The European industry, left 
alone, lacks the support needed to be 
competitive on a global scale. 
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Implications and success factors  

Table 22: Implications and success factors 

. Implications Success Factors 

Detecting 
End  
User Needs 

• Lack of harmonisation leads to 
duplications and redundancies 

• Continuing short-term mentality 
• Needs shared among end users within 

a member state but not communicated 
across borders 

• Limited learning opportunities 
• Pan-European needs "fall through the 

cracks" 

• Build EU-level communication & exchange 
opportunities to gather data on joint 
needs, and existing solutions and gain an 
overview 

• Coordinate views on the same matter and 
bring them to a joint forum, working to 
counter the fragmentation 

• Foster effectiveness at national level as 
well as pushing pan-European solutions 
and working groups 

R&I • Lack of scale and diverse knowledge 
profiles 

• Existing resources, capacities, etc. 
cannot always be effectively put 
together 

• Research cannot be embedded in a full 
capability development process to 
bring insights to the market & 
operations 

• Hurdles to research and investment in 
development from lack of 
communication between end users & 
technology developers 

• Shortage of technology, talent & 
knowledge from other countries 

• Little opportunity to learn from 
countries experienced in certain 
threats or disasters (e.g. floods) 

• Without partnerships, little outside 
data & knowledge access 

• Work to create an umbrella under which 
researchers can exchange knowledge and 
make needed resources available to 
others 

• Implement systems that foster flows of 
information & knowledge 

• Refrain from establishing individual 
Member States or national champions as 
singular innovation hubs 
 

 

Policy 
Makers 

• Member State worries about bypassing 
sovereignty block policy making & 
implementation  

• Increasingly figurehead roles without 
much own power 

• Sharing ideas & collaborating is highly 
political 

• Possible refusal by Member States to 
implement directives etc. 

• Gaps in data & knowledge access for 
creating holistic policy 

• Involve both operational as well as 
innovation experts in policy process 

• Pursue policies that incentivize 
collaboration and joint decisions 

• Foster trust 
• Consider the EU-level (e.g. Commission 

actors) as facilitator for regional discourse 
and strategies for security agendas 

Procurement • More options, but also more complexity 
in choosing 

• No overview of full market offering, 
limited by national pursuits & possible 
partnerships 

• Little strength in numbers, or 
economies of scale across the EU 

• Increased flexibility for procurers, as 
they can buy what they "want” without 
too much pressure from other Member 
States or the EU level 

• Costs of products will rise for some 
Member States at least 

• Establish central analysis unit at 
minimum on regional or Member State 
level to achieve common overview of the 
multitude of offers  

• Minimize centralism even at the Member 
State level and give some power over 
security concerns to the local level, as 
they know their needs and challenges 
best 
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Executive 
Authorities 

• Forced separation from agencies in 
other Member States 

• Increasingly politicised field of action 
• Knowledge and innovation 

"impoverishment", as no real search 
for new solutions or best practices 
outside own borders 

• One-upmanship within and across 
Member States on newest technologies 
implemented 

• Mistrust toward other actors & Member 
States 

• Little data available that was not 
gathered in-country or by sporadic 
partners 

• Upkeep the feeling of connection through 
similarities in some professions, i.e. “law 
enforcement culture", to maintain some 
continued exchange  

• Establish common hiring principles (e.g. 
profiles, education etc.) 

• Work to uphold a minimum level of 
interoperability so as not to go backwards 
 

Non-
Executive 
Authorities 

• Limited scope of action with very clear 
boundaries of their area of concern 
(national) 

• Some struggle with skills & talent 
supply chains 

• Mistrust toward other actors & Member 
States 

• Little data available that was not 
gathered in-country or by sporadic 
partners 

• Work to uphold a minimum level of 
interoperability so as not to go backwards 

• Identify possible strategic partnerships 
that suit Member State priorities and can 
be established as longer-term 
collaboration 

• Foster links & relationship of trust 
between civil protection & local 
authorities to foster exchange, joint 
action and belief in given 
recommendations 

• Establish common hiring principles (e.g. 
profiles, education etc.) 

F.2 Identification of the most likely scenario 

In order to create and characterise the abovementioned scenarios, workshops were 
organised in which civil security experts participated. After discussing and evaluating each 
of the possible future storylines, every participant was able to vote on the scenario best 
representing his/her official Future of the EU Security Market.
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GETTING IN TOUCH WITH THE EU

In person

All over the European Union there are hundreds of Europe Direct centres. You 
can find the address of the centre nearest you online (european-union.europa.
eu/contact-eu/meet-us_en).

On the phone or in writing

Europe Direct is a service that answers your questions about the European 
Union. You can contact this service: 

—  by freephone: 00 800 6 7 8 9 10 11 (certain operators may charge for these 
calls), 

—  at the following standard number: +32 22999696, 

—  via the following form: european-union.europa.eu/contact-eu/write-us_en.

FINDING INFORMATION ABOUT THE EU

Online

Information about the European Union in all the official languages of the EU is 
available on the Europa website (european-union.europa.eu).

EU publications

You can view or order EU publications at op.europa.eu/en/publications. Multiple 
copies of free publications can be obtained by contacting Europe Direct or your 
local documentation centre (european-union.europa.eu/contact-eu/meet-us_en).

EU law and related documents

For access to legal information from the EU, including all EU law since 1951 in all 
the official language versions, go to EUR-Lex (eur-lex.europa.eu).

EU open data

The portal data.europa.eu provides access to open datasets from the EU 
institutions, bodies and agencies. These can be downloaded and reused for free, 
for both commercial and non-commercial purposes. The portal also provides 
access to a wealth of datasets from European countries.
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